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Preface

We are living in a constantly changing and evolving world that is full of
twist and dynamism. The technological revolution in the past few years was
far more radical and ground racking at all levels. In the middle of all this,
governments are faced with multiple and complex challenges to develop
efficient and effective systems that address both global and local needs.

Our perspective suggests that in order to develop better government
capabilities, we need to make efforts on a global scale to convert the
widespread and scattered knowledge from different countries and regions
into best practices and standards to develop citizen-centric government
models. The field of government practice, however, is still concealed
and access to data in governments is very much restricted. Existing
knowledge about government practices is not reported from within. Current
publications and literature about government and public administration are
limited, unclear, and do not provide sufficient insight into the inner systems
and relationships.

This is the specific purpose of 'Thoughts with Impact' publications. Acting
as a knowledge repository, the articles in this book explore and document
experiences and aim to contribute to the existing body of knowledge in
key fields of government practice. We also aim to support the mechanics
of knowledge building in the government sector and public administration
and to contribute to understanding the building blocks and identifying
ways to get beyond them. Assuming that we can use old-school thinking
and depend on what has worked before will definitely lead us to agonizing
realities!

As a final note, it is important that we analyze government practices from
a systems theory perspective. We need to view government and public
administration from a broader perspective and not depend on the events
and circumstances in our environments. Such broad thinking and analysis
should guide and help us focus on outcomes rather than reacting to events
as has always been done in the past. Systems theory should always remind
us that if we break up an elephant, we won't have a bunch of little elephants!

Enjoy the reading!
Dr. Ali M. Al-Khouri
2013



Book Organization

The articles in this book have been grouped into three categories: (1) strategic
management; (2) e-government development and practices; and (3) identity
management. In the first category, we present two articles. The firstis titled "Corporate
Government Strategy Development,” and it provides a detailed case study of a strategy
development exercise in a federal government agency that is now considered one
of the most successful government organizations in the public sector in the United
Arab Emirates. The second article is titled "Customer Relationship Management,”
and it proposes an innovative framework to act as a practical management tool and
provide a holistic overview of implementation phases, components of each phase,
and associated critical success factors.

In the second category, we have three articles. The first is titled "e-Government
Strategies," and it provides an overview of the UAE e-Government Strategic
Framework 2011-2013 and explains how the UAE government intends to develop a
government-owned federated identity management system to support government-
to-citizen (G2C) e-government transactions and promote trust and confidence on the
Internet. The second article is titled "e-Government in Arab Countries." It presents a
conceptual six-staged roadmap that illustrates how Arab countries should prioritize
their e-government short and mid-term efforts. The article argues that the proposed
roadmap could support the development of the public sector and the emergence of
the Arab bloc as strong revolutionized citizen-centric governments. The third article,
titled "e-Voting in UAE FNC Elections," presents a case study of the e-voting system
deployment in the Federal National Council elections in the United Arab Emirates
(UAE). It provides detailed insights into the phases of the project, from the design
phase up to election day.

The third category has three articles. Article one is titled "Identity and Mobility in a
Digital World." It explores the potential role of government-issued smart identity cards
in leveraging and enabling a more trusted mobile communication base. It delves
into the identity management infrastructure program in the UAE and how the smart
identity card and overall system architecture have been designed to enable trusted
and secure transactions for both physical and virtual mobile communications. The
second article is titled "Data Ownership: Who Owns my Data?". It explores this critical
topic and the fact that many personal and non-personal aspects of our day-to-day
activities are aggregated and stored as data by both businesses and governments.
The aim of the article is to raise awareness and trigger a debate for policy-makers
with regard to data ownership and the need to improve existing data protection,
privacy laws, and legislation at both national and international levels. The third
article, titled "Triggering the Smart Identity Card Readers’ Supply Chain," explores
card reader adoption opportunities in both public and private sectors and attempts
to outline the United Arab Emirates government’s plans to disseminate card readers
and promote their adoption in the government and other industries in the country.
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Corporate Government

Strategy Development:
A Case Study!

Abstract: In this article, we present a case study of one the
successful government organisation strategy development
exercises in the United Arab Emirates (UAE). The 2010-2013
strategy of Emirates Identity Authority (Emirates ID) supported
organisational development and allowed the Emirates ID
to become a pioneer in its field of practice. Its strategy was
among the reasons behind its selection and winning the Best
Federal Authority Award in the 2012 UAE’s federal Government
Excellence Programme. This article attempts to describe the
principles on which the organisational strategy was developed.
It also outlines major accomplishments and the strategy’s
impact on overall organisational performance. We conclude
that the new strategy helped the organisation become a
successful example in the UAE and that further lessons can be
learned from it, as we outline and discuss them to influence the
field of practice.

Keywords: Emirates ID 2010-2013 Strategy, Strategic Planning,
Strategy Development, National Identity Management Systems

Please quote this article as fallows:
1. Al-Khouri, A.M. (2012) "Corporate Government Strategy Development: A Case Study"’,
Business Management Dynamics, Vol. 2, No. 1, pp. 5-24.




1. Introduction

Strategic planning is a management tool that helps an organisation focus
its energy, ensure that members of the organisation are working toward
the same goals, and assess and adjust the organisation’s direction in
response to a changing environment (Bryson, 2011). In short, strategic
planning is a disciplined effort to produce fundamental decisions and
actions that shape and guide what an organisation is, what it does, and
why it does it, with a focus on the future (Bryson, 2011) (see Figure 1).
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Figure 1. Strategic planning focus areas.

Strategic planning has become prevalentin all parts of the globe; however,
practices in the field show that the strategy development process itself
has become daunting. Ironically, by creating an unfocused strategy, a
government can end up wasting money and resources on an effort that
will not deliver desired outcomes. On the other hand, if the government
focuses on creating a more focused strategy, subsequent gains should
result in energising and moving the organisation toward its mission goals,
creating an integrated system by which the strategic plan becomes a
reference to measure progress and a system of accountability (Bryson,
2011; Lipman & Lipman, 2006; Steiner, 1997).

Still, to date, many organisations fall into what Ahoy described in 1998 as
the “trap” where most organisational time is spent reacting to unexpected
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changes instead of anticipating and preparing for them in a carefully
crafted strategy. This is referred to in today’s terminology as “crisis
management.” Ahoy also referred to the reality that organisations caught
off guard may spend a great deal of time and energy playing catch-up
games and using up their energy coping with immediate problem—uwith
little energy left to anticipate and prepare for the next challenge. This
vicious cycle locks many organisations into a reactive posture.

In this perspective, we present a case study of a successful strategy
development project in the government field. It provides an overview
of how Emirates Identity Authority (Emirates 1D)—a federal government
organisation in the United Arab Emirates—developed its globally
benchmarked 2010-2013 strategy. The developed strategy positively
affected the overall organisational performance and supported the
organisation to become a pioneer in its field of practice. The organisation
was awarded the Best Federal Authority in the UAE federal Government
Excellence Programme’ in 2012. We also report some of the lessons
learned during the first two years of development and execution phases
of the strategy. The overall content and discussion in the article can serve
as reference for practitioners in the field.

The article is organised as follows: The next section provides background
information to the case study organisation and the strategy context in
which it was developed. In Project Achievements, we present the main
outcomes and achievements of the new strategy. In Strategy Impact
on Emirates ID, we provide an overview of the strategy impact on the
overall organisational performance and the key areas that were positivity
impacted. In Lessons Learned, we outline some of the key lessons during
development and execution of the new strategy. In Conclusions, we
summarise the document with some remarks and reflections.

1 The UAE’s Federal Government Excellence Programme (also referred to as Sheikh Khalifa
Government Excellence Programme) aims in promoting excellence in the public sector and
improve both performance and results based on international criteria. The program uses the
European Framework for Quality Management (EFQM) model to support the development of a
“government of Excellence” in pursuit of its 2021 vision to become among the best countries
in the world (http://www.skgep.gov.ae/), (http://www.vision2021.ae/).
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2. Emirates Id Background: Strategy Context

The Emirates ID is an integral part of the United Arab Emirates’ (UAE)
federal strategy and has the mandate to create a central population
database that stores biometric and biographic information for all residents
and citizens in the UAE, supplying value-added smart identity cards
to all those who enroll in the database. Emirates ID had undergone a
preliminary strategy development exercise in early 2007, which resulted
in clear goals designed to address the organisation’s initial infrastructure,
technology, and organisational requirements. While this strategy had
been effective in the start-up phase, achieving the authority’s mandate
required a more dynamic strategy that would also take into account a
required evolution in the operating model.

Therefore, in the fourth quarter of 2009, Emirates ID’s leadership team
decided to undergo a second strategy development exercise to prepare
the authority for the possible challenges that lay ahead (e.g., mass
enrolment, infrastructure expansion, e-services facilitation, etc.). As a
result, the leadership team also decided to trigger the development of the
authority’s new strategy, taking into account the anticipated challenges
while maintaining alignment between its strategy and the UAE federal
strategy. This project also enabled Emirates ID to be one of the UAE’s
first federal entities to successfully implement the customised strategy
development framework developed by the UAE Prime Minister’s office.

Once the 2010-2013 strategy had been formalised and approved in
February 2010, Emirates ID’s next challenge was the timely rollout and
effective execution of the strategy. To facilitate this process, Emirates 1D
formed a Strategy Support Office (SSO) headed by the Director General
of the authority and consisting of skilled program managers, and experts
and specialists in management and technical areas. The SSO was
responsible for:

e Reporting Emirates ID strategy development and execution
activities to Board, UAE Prime Minister's Offices, and other
stakeholders;

e Supervising the cascading of the strategy into departmental
operational plans;
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e Performing ongoing updates to the strategy (as needed);
e Supporting internal communication of the strategy;

e Providing management support to initiative execution (as needed).

Over 24 months, the SSO collaborated on various aspects of strategy
execution, change management, and stakeholder management, which
required involvement in internal initiatives ranging from supporting the
development of departmental operating plans to enhancement and
monitoring of enrolment and card delivery processes. A number of these
initiatives are illustrated in Figure 2.
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Figure 2. lllustration of Emirates ID strategy development

and execution journey.
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3. Project Achievements

Project achievements have been segmented into two areas: strategy
development and strategy execution, with the former further broken down
by key initiatives. The following two subsections will elaborate on each.

3.1 Corporate Strategy Development Project

Emirates ID’'s 2010-2013 strategy was developed using the strategy
development framework formulated by the UAE Prime Minister’s Office
and mandated for use by all UAE federal government entities (see
Figure3).
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Figure 3. UAE federal government strategy development framework.

The strategy development framework starts with an articulation of the
high-level strategic direction embodied by the vision and the mission
statements, and the strategic intents of the federal government. This
high-level strategic direction would then cascade down through the
organisation in a structured manner in the form of strategic objectives,
key success factors, initiatives, and activities for departments.
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The structured framework ensured explicit linkages between every
level of the strategy—from vision all the way down to activities—hence
providing a coherent road map to deliver Emirates ID’s mandate. This also
provided clarity for staff as to how their work directly contributed to the
achievement of a specific element of the strategy.

The leadership team and SSO office applied the above strategy
development framework through the project approach to set Emirates
ID’s new strategic direction. The project approach consisted of the three
distinct phases (seen in Figure 4).

Diagnostics

2, 3.
Implementati
Planning

Development

Figure 4. Strategy development approach.

The diagnostic phase started with a thorough review of Emirates ID’s
existing strategy (2007-2010), as well as discussions involving the
leadership team to articulate the vision of the organisation. These
discussions also focused on how the vision could or should be realised
and potential challenges that may be faced along the way. In parallel,
numerous analyses were conducted to uncover potential internal
challenges facing the organisation.

The outcome of these discussions and analyses was an organisational
health check that highlighted critical gaps that needed to be taken into
account when developing Emirates ID’s new strategic direction. Next, the
SSO partnered with Emirates ID’s leadership team to articulate the current
and future operating model, so as to better understand the evolution in
the service portfolio and customer base.

A benchmarking exercise was also conducted to enable comparison of
Emirates ID’s operating model with those of its international peers (see
Table 1).
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Table 1: Benchmarking with International Peers

E-Gov | . Ib Card Issuin IYeay
Country Rank " 9 | of First Benchmarking Appeal
(2008)' Entity Issue

* Central Informatics 2005 | Aregional Leader for e-ID and e-Gov
Bahrain Organization - Advanced infrastructure
General Directorate - Many Integrated functionalities with the Card
I L 4 for institutions 2005 | - Very Advanced infrastructure
Belgium & Population
- * Citizens and 2002 | © One of the first Europe_an cgyntrie}; to issue e-ID Cards
4 migration Board - Many mtegrateq Functionalities with the Card
Estonia - Very Advanced infrastructure
&= National - First tq issue e-ID Car(':is in _tl_1e wo_rld
) * Registration 2001 | - Many |ntegrateq Functionalities with the Card
Malaysia Department - Very Advanced infrastructure
L | Immigration - Many integrated Functionalities with the Card
Sigesam 9 & i\h‘iﬁkp.?'ms - Very Advanced infrastructure
uthority

Next, the authority embarked on the development phase, which required
using output from the diagnostic phase coupled with the strategic
intent of the authority to develop the high-level strategic direction for
the organisation: mission, vision, and four strategic intentions that were
cascaded into four distinct strategic objectives, cumulatively capturing
the activities of the entire organisation (see Figure 5).

For each strategic objective, a series of measurable key success factors
(KSFs) - strategic enablers - were also identified to guide progress toward
achieving the respective strategic objective to which each belonged. In
total, 16 KSFs were established and assigned key performance indicators
(KPIs), which would measure the progress in achieving each KSF - hence,
the overall strategic objective.

In the implementation planning phase, the team took into account the
gaps identified, the shift in operating model requirements, as well as the
key success factors for the organisation to define 20 distinct initiatives
that would cumulatively address all organisational gaps and operating
model requirements, with the aim of ultimately delivering all of the strategic
objectives. This structured strategy development process ensured that all
proposed initiatives were linked to potential gaps and KSFs, in turn linked
to strategic objectives (see Table 2).

Table 2. : Identification of Initiatives for 2010-2013 Strategy

Enrol and maintain an accurate, comprehensive & up to date

Strategic Objectives S y
population register

Key Success Factors/SKPI Gaps Initiatives/Sub initiatives

~

4

To contribute to
individual and national security
through enhancement of personal identity in the UAE,

and provision of innovative e-services

e

3

maintenance of an accurate population register

- Accessibility to enrolment
services

o Daily enrolment
application/issuance

- Lack of defined plan
outlining population
forecasts for enrolment area
by time.

Contribute to National
& individual security
as the primary identity
provider in the UAE

Simplify government
service delivery and
facilitate transactions

Facilitate the delivery
of innovative
electronic services

Develop a world class
service organization

Enroll & maintain
an accurate,
comprehensive &
up-to-date population
register

Develop a secure,
and integrated
infrastructure

enabling data access
and exchange

Establish the ID card
as the most valued
card

Ensure that all central
administrative services
are of high quality,
efficient, transparent
and timely

- Ability to manage flow

o Daily enrolment n/
issuance as a % of
capacity.

o % of target population
enrolled.

- Outdated plan for ensuring
consistent flow of
population into registration
centres.

Understaffing in registration
centres will prevent ability to
enrol expected daily volume
in the future.

- Software and hardware
limitations will constrain
capabilities to cross check
expected future volumes
with MOI database.

- Enrolment and renewal planning

o access channel enhancement: establish
additional enrolment channels to enables
more rapid enrolment.

o

Staffing Ramp up: Deploy a clean plan
for recruiting, hiring and retaining front
and back end staff need to support future
enrolment targets.

o

Core enrolment system upgrades: cary
out necessary software and hardware
upgrades required to expand daily
enrolment capacity.

o

Enrolment support systems upgrades:
update support system required to
expand daily enrolment; i.e. on/offline
registration, tec.

Figure 5. Emirates ID mission, vision, and strategic objectives.
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- Accuracy of data

0 % of registered customers
updating status

Lack of integration
mechanisms and
automated process to
permit continuous updating
of the population register;
either by government
entities or the general
population.

Population Register Accuracy:
implementing a plan for managing
automated and user driven updates and
implement integration layer to allow for
secure update/query access.
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3.2 Strategy Implementation/Strategy Support Office

The SSO played a critical role in the execution, oversight, and close
monitoring of numerous initiatives aimed at executing Emirates ID’s
2010-2013 strategy. In addition to directly supporting initiative execution
processes, the SSO also served as advisor to the senior leadership team
in managing initiative teams and communication with key stakeholders,
such as Emirates ID’s Board and the UAE Prime Minister’s Office. This
section chronologically highlights some of the key initiatives that were
supported by the strategy support office.

Operational plans. After developing the corporate strategy, the next
step was to integrate the new strategy with operational activities. This
was done via the development of operational plans for each department
within the organisation structure. Such an approach created linear linkage
between the day-to-day activities of each department with the initiatives
identified in the corporate strategy. Development of the operating plans
consisted of documentation of high-level activities, planned timelines,
and milestones, as well as assignment of individuals accountable for
each initiative. Furthermore, KPIs were also defined to measure progress
against targeted outputs and outcomes (see Figure 6).
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and Milestones |8 Enmmes dhetmied formmnd plannng o ol
DL

B et specde pisgech 0
drpartrenty npgared b ereglieend

Figure 6. Benefits of operational plans.
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Key benefits of the operational plans were the creation of elaborate
work-plans linking the day-to-day activities of departments to the overall
strategy, thereby leading to increased departments accountability for
execution of the corporate strategy, as well as provision of a holistic view
on what to expect from various teams over the course of the year. One of
the primary challenges was ensuring that department teams adhered to
the agreed operational plan commitments and leveraged the operational
plans as a means of guiding the departments’ daily activities.

Performance management. Another key initiative led by the SSO was a
performance management program which was progressively rolled out
over a two-year period to ensure maximum buy-in and adoption within
the organisation. A first step in the initiative was manual measurement
processes for performance indicators identified in the strategy
development phase and departmental operating plans. These KPIs also
served as the baseline for semi-annual performance reporting to the UAE
Prime Minister’s Office.

Manual KPI measurement was conducted via customised department
specific Excel spreadsheets that served as a performance tracking and
submission tool for each department and also enabled rapid consolidation
by the strategy department (see Figure 7).

4 . )
Project current status
Phase 1 Phase 2 l Phase 3*

B Manual Rellout Rollout & Automation Initiation | Rollout & Automation Completion "
=100/

=N .
=jall oo

% of KPI's Measured

Q22010 Q12011 Q12012 Q12013

Figure 7. Emirates ID performance management roadmap.

As organisational buy-in increased and organisational needs evolved, the
number and scope of performance indicators measured also increased.
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Furthermore, an initial subset of performance indicators was identified for
automated measurement and was used to develop business requirements
that would enable automated measurement of KPIs.

The rollout of the performance management program has already provided
numerous benefits: Not only has it enabled greater transparency around
organisational performance and promoted more robust governance, it
has also supported compliance with the performance reporting needs
of the UAE federal government and created a more results-oriented
organisation.

This initiative also posed its fair share of challenges. An initial challenge
was obtaining buy-in from departments in the identification of performance
indicators and setup of reasonable targets. Furthermore, the departments
had to comply with monthly performance reporting timelines and provide
supporting documentation, which required close oversight and follow-up
with each department.

Process reengineering impact study. One of the pivotal projects
executed during the strategy execution was development of an impact
study for the enrolment process reengineering. As a part of this project,
the SSO supported the organisation in gaining stakeholder buy-in and
support for rollout of a reengineered enrolment process.

The need for a reengineered process arose due to challenges in rapidly
enrolling citizens and residents into the UAE federal government’s
"population register.” Key drivers for these challenges were limited intake
capacity, complex enrolment processes, and lack of robust mechanisms
to ensure a regular flow of enrolment applicants into service points.

To remedy this situation, Emirates ID conducted a review of its enrolment
processes to identify root causes for bottlenecks, thereafter implementing
a process reengineering to solve these problems (Al-Khouri, 2011). Key
benefits of the reengineered enrolment process could be segmented
along four keys pillars: process efficiency, cost optimisation, incremental
capacity, and enhanced customer experience (Al-Khouri, 2011). Some
key benefits achieved as a part of the reengineered process are depicted

in Figure 8 and Table 3.
Figure 8 and Table 3. ’>
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Old Enrollment Process Re-engineered Enroliment Process

4

e
Customer
Benefit
ID Card application completed ID Card application completed at one of over
online or at one of 16 typing 600 certified typing center across UAE** and
centers in UAE new online form currently under development
Customer
Benefit
2 Applicant presence required for data, Applicant presence required
fingerprint, photo capture and only for fingerprint and photo
verification processes capture processes only

** Planned online application and unified form (currently under development)

Figure 8. Enrolment process optimisation benefits.

Table 3: Reengineering Project Key Benefits

Process Efficiency « Intake of ID card applications at over 1,000 certified typing centres,

« Limiting of applicant in person presence for biometrics capture only (i.e. photo
and fingerprinting), leading to ~23 minute reduction in average enrolment time
per applicant,

« Consequential higher utilisation rate of service point operators and in turn
theoretical reduction in average labour cost of 30 AED per application.

Cost Optimisation « Forecasted saving over 400 million AED in labour cost over 3 years via linkage
of Emirates ID card to residence visa and key government services (i.e.
mandatory issuance 13 million new or renewed ID cards between 2011-2013).

Incremental Capacity « Incremental typing centre intake (>2000%),

« Fingerprinting and photo capture capacity (133%),

« Population Register (PRIDC) processing capabilities (300%), and
« Card production (100%)

Enhanced Customer « Automation of process leading to on-line of “paper trail’, enhanced security,
Experience and simplified data retrieval,
« Availability of appointments allowing customers to better plan service point
visits, and

« Development of on-line application tracking tool.

The impact study was instrumental in validating the process reengineering
that had been approved by Emirates ID’s Board in Q3 of 2009 and also
served as an organisation-wide model for planning and analysis-based
solution implementation, which had been one of the key gaps identified in
the strategy development phase.

Corporate Government Strategy Development: A Case Study I 15




Enrolment monitoring and analytics. Once approval for the
enrolment reengineering had been achieved and the high-level process
reengineering implemented by the reengineering program team, the SSO
was called in to help stabilise the new process and ensure adoption of
detailed reengineered process steps across all parts of the organisation.
To help achieve these objectives, the SSO worked hand in hand with
the departments and different vendor project teams for more than 15
months to embed new processes and implement mechanisms and tools
for monitoring and analysing various stages of the enrolment process.
Figure 9 outlines the scope of the SSO in the strategy management and
monitoring activities (see also Table 4).

Table 4 }>

This project served as the backbone of the SSO strategy implementation
activities at Emirates ID and had a direct positive effect on its strategic
KPI results (e.g., average enrolments capacity per day, average daily
enrolment, average number of application processed by back office,
etc.). In addition, the SSO’s analytical approach served as a valuable
insight-sharing mechanism for the bi-weekly management team meetings.
Furthermore, preparation of an enrolment management handbook

(. "\
Intake Monitoring

Capacity Constraints

« Proactive identification of
potential bottlenecks in
the value chain

+ Ongoing monitoring of
enrollment intake by
segment and location
(e.g. Walk-in vs.
Appointment, Dubai vs. AD,
Contracted vs. Owned, etc.)

« Assessment of type and
root cause(s) for
bottleneck(s)

- Fees, Photo, etc.
- Training, etc.

« Insight into end to &
capacity utilization rates
(e.g. daily intake vs. back
office, etc.)

+ Management of solution « Definition of analytically

implementation for = sound short and long
complex problems or in — a I term solutions
c!'|5|s _management _— + Formulation of action
Sitations - : plan(s) for cross

+ Documentation and < functional implementation

of solutions
client and / or vendors
(e.g. back office and

typing center training)

+ Monitoring of
implementation by client

transfer of knowledge to = \- e
and / or vendors

Risk Mitigation Solution Identification

Figure 9. SSO enrolment activities.
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document by the SSO ensured the continued retention of enrolment
reengineering knowledge, should any further enhancements be desired
in the future. Figure 10 provides a high-level overview of enrolment
process steps.

Table 4: Strategy Activities

m Activity Description

1 Monitoring of enrolment intake by customer segment and service centre location:
« Walk-in customer vs. scheduled customer (appointment)
« Enrolment by emirate & service point

Insight into end to end capacity utilisation rates
« Utilisation rates for SP intake, back office capacity, etc.

Proactive identification of potential bottlenecks and associated root causes:
« Fees, photo, scanned documents, training, etc.

Definition of analytically sound short and long term solutions (e.g. setup of task forces to tackle short
term backlogs, implementation of automated solutions, etc.)

Formulation of action plans for cross functional implementation of solutions.

Monitoring of implementation by departments and/or external vendor project teams.

Implementation of solutions for complex problems and management of crisis:
« Application verification, card processing, production backlogs, etc.

o N (OO | W N

Documentation and transfer of knowledge to Emirates ID and external vendors teams:
« Back office & typing centre manuals, staff training, etc.

Typing Center

Service Point/ — - I__-:I.- } ' -,:- il
PMC e = o
(] R e
Back Office » Dewgmerdy - LGN Cheb o ::-; k } e ey el st
R e ot i
PRIDC - B Rl L T
Card Production S — w1 o

Card Delivery

Figure 10. High-level overview enrolment process steps.
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Thisinitiative was, by far, the most time consuming and challenging of all the
initiatives undertaken in the strategy. A primary driver for the challenging
nature of the initiative was lack of competent project owner(s) accountable
for driving the enrolment reengineering and associated initiatives forward,
as well as managing the program via an integrated master plan. This
often led to a sense of complacency among both Emirates ID and vendor
project teams, necessitating close involvement and even day-to-day
management by the SSO. Another issue that heightened the difficulty of
the initiative was the quality of external vendor teams and open-ended
nature of some vendor contracts. Both of these led to slow execution of
even the most basic operational tasks and frequent non-compliance with
agreed-upon milestones.

Card delivery enhancements. Having stabilised enrolment processes
in conjunction with departments and vendor project teams, the SSO
undertook efforts to assess and streamline the card delivery processes.
The drivers for the SSO engaging in this study were sizeable card delivery
backlogs that developed due to increases in average daily enrolment
volume and inefficient delivery mechanisms (see Figure 11).

Today, Emirates ID prints on average 7,000 cards per working day and is
expected to increase this number to 14,000 by 2012

Average Daily Card Production Volumes
Jan 2011-Jan 2012

14000 —

:,,”7——3 Will remain
Today stable at 14,000
iToday, afterthen |

16000 Expected dip
due to
14000
Ramadan and
12000 705 : low enrollment
10000 : 7/ 10,000

10,750
8000 ' ¢ ) o — Expected to
6000 T : ~——— increase based
4000 ! 5,500! Emirates ID
! i enroliment plan
2000 '

0« T T T T T T T t T T T T T T T T )

Jan Feb Mar Apr May Jun JuliAugiSept Oct Nov Dec Jan Feb Mar Apr May

2011 2012

= Emirates ID Authority produced an average of 10K cards per day throughout 2011

= This number is expected to reach 14,000 by early next year due to Emirates ID’s future plans
for 2012 that will ensure enroliment and quently, card pr

Figure 11. Card production volumes (current state).
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The project commenced with conducting an analysis of existing
card production and delivery backlogs and identifying bottlenecks
and redundancies. Next, a benchmarking study was conducted to
compare Emirates ID’s card delivery processes versus comparable
ID card programs in other countries (see Figure 12). The results of
the benchmarking study and as-is process assessment were used to
define enhancements objectives, as well as delivery and operational
enhancement requirements. The last step in this project was assessing
the benefits and implications of each potential card delivery solution and
selecting vendors that could support rollout of these potential solutions.

s ) a

" More than 60% of
| total enroliment is |
| concentrated in Abu |
. Dhabi and Dubai |
! with 50% of all Post '

Offices /

35 Number of Emirates Post Offices

Dubai . . Abu Dhabi

‘ Sharjah ( Al Ain

Northern Emirates |

) Western Region

Region DXB AUH AAN WR SJH NE

Expected
Daily 6900 4000 1500 460 2900 2000
Enrollment*

EP Offices’ 35 15 9 8 14 23

Daily
Enrollment/ 197 266 166 57 207 87
Post Office

- Of Abu Dhabi's Post
Offices, only 10 are
in central city

Average -~ /' Dataneeded |
Capacity/ from Emirates
Post Office Post

v
= Distribution of Post Offices and number of counters should be aligned with the load requirements in each emirate

= Mitigation plan should be identified to handle potential congestion in specific locations

Figure 12. Emirates post pick-up locations.

The outcome of the project was a complete revamping of Emirates ID’s
delivery approach from a “delivery” to a “pick-up” model. This enabled
Emirates ID to greatly streamline its delivery processes and costs, thereby
eliminating existing backlog levels, as well as reducing the risks of future
backlogs. In addition, the selected approach also enabled the authority
to leverage the scale and existing infrastructure of Emirates Post? for its
card delivery needs. However, despite the process revamp, Emirates 1D
continued to face issues with card pickup, as many customers were slow
to retrieve their ID cards or choose to not pick up their cards at all.

2 Emirates Post is a government organisation in the United Arab Emirates established to
provide postal and shipping services across the country and around the world.
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Call centre transition. One of the final projects undertaken as part of the
strategy was enhancement of the performance of the call centre, which
had been outsourced to two external vendors, each having ownership
for a distinct subset of services. Given that the call centre served as the
primary post enrolment touch point for customers, its efficient operation
was essential to upholding service delivery commitment to customers
and, in turn, maintaining high customer satisfaction levels.

As a first step, the authority conducted a thorough review of existing
operations across both vendors by analysing their scope of services, IT
infrastructure, and inbound—-outbound call volumes. In parallel, customer
service teams worked to define critical call centre functions required to
better serve customers (e.g., general enquiries, application tracking,
issue resolution, etc.). These analyses helped provide an accurate view
on feasibility of continuing relationships with existing partners versus
seeking alternate options to meet call centre service needs (see Figure13).

Based on these initial analyses, the authority defined a set of options for
future call centre environment (e.g., single vs. multiple point of contact,
call routing options, etc.) and obtained agreement from leadership teams
for the desired option. Next, a roadmap was developed to transition
from a multipoint to a single point of contact environment, identify key
operational activities, and work with customer service team to shortlist
vendors.

Having evaluated numerous vendors, the team selected a company for
a pilot project aimed at testing the adequacy of its IT infrastructure and
customer service team. The last step in ensuring a seamless transition
from a multipoint to single-point of contact solution was conducting a
detailed mapping of the future IVR solution (level 1 & 2 services) and
outlining all system and human intervention requirements.

Although the identified solution was still in its early phase during the
writing of this article, initial results were positive and showed that full
implementation of a single point of contact was a feasible, practical
solution that, nonetheless, required the implementation of a customised
CRM solution that aligned with the authority’s customer service needs and

data requirements.
Figure 13 and 14 }>
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Today, Emirates ID uses two call centers:Etisalat and Emaratech , both handling different
loads and offering different services

Services Offered by Call Centers D Current Load
- L Split of Inbound Calls

Services Etisalat Emaratech = Average daily
FAQs v v calls: 1844
600 5 30003 9

General Inquiries v v 30% = No of agents: 25
Collecti f C laint: v v
AD e,c on o om: E:nl,s 7 Partially due to the

ppolntmen!‘resc edul |ng' x wider spectrum of ey
Othe.r re.solunon c?f complaints x v services that calls: 4302
Application Tracking * v Emaratech offers = No of agents: 40
Application data modification x v 70%

oacieact ety x v 04/ 2376000
Support TypingCenters x v Etisalat
Back Office Functions x v
Inbound Calls Emaratech

= Etisalat currently plays a supporting call center role by = Emirates ID advertises both numbers to the public,

only offering basic call center services however, Emaratech receives 70% of the calls

= Emaratech offers more than twice as many services as
Etisalat

Emirates ID’s two call centers offer two different menus of services and handle different loads
of calls causing some varying levels of service

Figure 13. Current call centre vendor services and volumes.

The IVR for Emirates ID’s unified call center number will be updated to reflect the below structure and
will results in the automatic routing of calls to either Emaratech or DNATA call center agents

o R Unified Call
Center Number

y

Serv(if:v'lé)l'q'i Rescheduling ? pcaton ?Geneml FAQs
g g

o | Py ! l
IVR Options ?Appointments ‘ Follow ups ‘ Inquiries f Complaints

Service Type Pre- Registration | Processing Production Delivery Post-Delivery
Registration
(Level 2)
,Based on PRAN, Applicant Name, Mobile Number and P.0.Box E’S,ﬂ'?f;f, e’f cg%::ter g;';f?;ﬁ:, @ UAE MyGov
. Service Team ‘Agent Agent | |, Websie

Figure 14. Proposed new IVR call routing tree.
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4- Strategy Impact On Emirates ID

The new strategy had a tangible positive impact on the authority’s overall
performance. Not only was this visible in improved performance indicator
results but also in terms of greater leadership team collaboration and
employee engagement in adopting the new strategy. Below are some key
areas that are viewed to have been positively affected:

1. Enabled Enrolment Acceleration. Acted as an enabler for
acceleration of enrolment rates via facilitation of implementation
of reengineering enrolment processes and active monitoring of
enrolment processes. There was an:

e Increase in the Population Register from less than 2 million to
more than 5 million;

e |ncrease in average daily enrolment from under 5k/day to more
than 12k/day.

~
Comparison of Yearly PRIDC Enrollment
Total Number of Enrollments / Year
Totals | 67K | | 121K | | M7.3K  [5203K| [8505K  1.264M  2.321M 520m |
1.84M 4.56M
824K
512K 641K
121K 116K
6.7K B SKpgw 83 26.5K]
2005 2006 2007 2008 2009 2010 2011 Total
u Total Renewals / Replacements ® Total First Time ID
* Years 2009-2011 alone i to 85% of all in PRIDC, as 4.4 Million people were enrolled during this period

Figure 15. Annual enrolment volumes.

»
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2. Performance Tracking and Reporting. Regular monitoring &
internal-external reporting of key performance indicators:

e Improvement in KPI results and more prevalent culture of
accountability for KPI results;

e Emphasis on monitoring of capacity utilisation rates at
registration centres;

e Elimination of root causes/drivers for bottlenecks across
enrolment business process steps.

Utilization of PMC sites fluctuates across sites, with some centers operating at 106% of capacity
while others are underutilized, and operating at 12% of capacity
Emirate EIMASS Site Daily Capacity A"e"’l‘gteaf:"y '"'a'g::::ﬁ;'
Abu Dhabi 1,260 849 67% [ ]
Mussaffah 1,806 1,127 62% [ ]
Abu Dhabi
Madinat Zayed 210 189 90% @)
Ghayathi 168 269 160% [ ]
Dubai Knowledge Village 210 110 52% D
Al Baladiya 551 109 20% [ ]
Al Ghabiba 673 81 12% [ ]
Al Sinaiya 393 151 38% [ ]
Sharjah Airport Freezone 84 41 49% D
Al Thaid 126 49 96% @
Khorfakan 7 64 89% ]
Diba Al Hosn 84 23 27% [ ]
uAQ uAQ 84 54 64% [ ]
Furjairah 250 30 12% [ ]
Furjairah
Diba Al Furjairah 126 84 67% [ ]
() Operation Close to Capacity [} Underutilized Site (1] Capacity and Intake Aligned [l Capacity Exceeded

Figure 16. Utilisation rates monitoring dashboard.

»
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3. Increased Customer Centricity.

e Ongoing efforts to monitor and improve customer experience;

e Streamlining of enrolment and card delivery procedures and
enhancement of existing and introduction of new customer
touch points.

Call Center Pilot: Accomplishments and Challenges

fully trained call center Challenges
agents operational 6 days a

week from 8 am — 8pm

customer cases created with minutes on average required
all required information, in to handle each customer
L

the last 3 days case

of inbound calls to the call of applicants calling the call
center were answered within % center received an SMS with

30 seconds their case number

. calls received per day due to
Accomplishments technical limitations from
Etisalat

Figure 17. Call centre accomplishments and challenges.
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4. Skills Development. Acceleration in the development of technical
and soft skills of strategy department team and department project
managers:

Taking an unstructured problem and selecting appropriate
information to analyse the issues while keeping in mind the
final objectives and not getting lost in the details;

Independently developing and applying a well-thought-out
comprehensive plan;

Conducting research that has predefined objectives, gathered
by leveraging appropriate secondary sources and supported
by meaningful data;

Adeptness at quantitative and qualitative analytical techniques;

Rapidly executing project tasks by focusing on core issues
and effectively managing deadlines with limited guidance;

Summarising/synthesising relevant findings and implications
into well-structured presentations.
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5. LESSONS LEARNED

5.1 Functional & Technical Aspects Contributing to Success

A key functional aspect that led to the success of the new strategy
development was the setup of the SSO’s working model as a task force
supporting stakeholders from across departments. Such a model enabled
key initiatives to benefit from a combination of the analytical and problem-
solving skills of the SSO team and the technical know-how of vendor and
department project teams. Furthermore, such a model required close
involvement of representatives from each department, thereby leading to
greater buy-in, commitment, and accountability across the organisation.
In addition, setup of the Strategy Support Office as a task force provided
each department’s leadership with specialised resources from whom they
could seek assistance whenever they faced challenges in setting up an
initiative or needed assistance in resolving issues faced by an initiative.
The end result was that stakeholders were empowered to manage
initiatives internally but also had access to specialised resources to help
them successfully meet commitments that may be at risk.

Some of the positive technical aspects of the project were systematic
upfront planning, structured project management processes, and
inclusion of data to support decision-making. The benefits of these
technical elements were visible in the impact on and positive outcomes
of initiatives where time was invested to adequately preplan activities,
map project phases, and define mechanisms to measure progress (e.g.,
daily reporting, automated online reports). Furthermore, these initiatives
successfully leveraged data as a means of quantifying the current
situation, constantly assessing the impact and outcomes of implementing
enhancements (e.g., backlog management).

5.2 Functional & Technical Challenges Faced

While there were many positives from the strategy development project,
there were also some functional and technical challenges faced by the
project team: One of the key challenges was the extremely limited pool

26 | Article 1

of internal resources available for integration into initiative project teams.
This limitation led to the small number of available skilled resources
being stretched across too many initiatives, consequentially leading to a
decrease in the resources engagement level and output.

5.3 Management Successes

A key management success was the involvement of and oversight by the
senior management team in the Strategy Support Office. This involvement
reinforced employees and vendors that the leadership team was engaged
and interested in the day-to-day operations of the organisation and was
willing to hold people accountable for delays or underperformance. A
key operational element that contributed to this management success
was implementation of the bi-weekly management meeting as a forum for
reporting successes and quick wins, as well as escalation of issues that
needed support from management and risks that could potentially delay
execution of the strategy.

5.4 Management Challenges

One of the management challenges faced was too much of the senior
management teams’ time consumed in identification and implementation
of solutions for tactical and/or operational issues, thereby shifting the
management teams’ focus from strategic governance to operational
governance—in turn, leading to an overburdened and singular steering
committee maintaining oversight across almost all initiatives (i.e., bi-
weekly management team meeting). To prevent such a situation in the
future, the mid-management team was asked to take on a more proactive,
independent role in issue resolution, whereas the senior management
team ensured that these individuals were empowered to make decisions
and given the room to learn from their mistakes.

Although a key accomplishment for Emirates ID has been the immense
pace at which it has rolled out key initiatives to close gaps identified
during the strategy development phase, this approach has also had an
indirect downside: Adoption of such rapid change has led to the lack of
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prioritisation, thereby leading to competing priorities for many parts of the
organisation and incomplete implementation of some initiatives. Underlying
drivers for this have been the limited adherence by management to
predefined project plans, calling for phased rollout of initiatives, and the
lack of a central program management office responsible for maintaining
an integrated master plan and enforcing disciplined issue management
processes and standardised project reporting.

5.5 Best Practices Adopted

As mentioned earlier, Emirates ID was one of the first UAE federal
entities to successfully implement the customised strategy development
framework developed by the UAE Prime Minister’s office. Incorporation
of best practices into Emirates ID’s strategy development efforts not
only ensured compliance with the PMO’s guidelines but also enabled
it to adopt a leading framework that incorporated both qualitative and
quantitative analysis, ensuring linear linkage of the high-level mandate,
strategy, and operational activities.
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6. Concluding Remarks

The 2010-2013 strategy of Emirates ID yielded successful outcomes in the
first two years of its execution. Key factors that contributed to the overall
strategy success were leadership commitment, vigorous and dynamic
management mindset, clear vision of expected outcomes, simplified
thinking models, communication, and change management plans.

Government programs normally tend to be clear to some extent of their
vision and high-level outcomes when they are first announced; however,
our experience indicates that many formulated government strategies do
not capture or take into account the overriding vision due to complexity
or nature of the program—hence facing significant difficulties to articulate
requirements in clear terms of objectives, associated initiatives, and
through to the setting up precise and measurable KPIs. Therefore, we
envisage that the failure rate in the government sector to be a high
probability.

National identity card programs have been implemented around the
world, and due to their complex nature, are no exception. Through this
article, we have attempted to outline the role of the strategy in supporting
the success of such programs. Although the limitation of a single-case
study could be an obvious shortcoming, we aimed to document our
accumulated knowledge and disseminate it to the field of research and
practice, anticipating that it will allow better understanding of government
practices and share viewpoints and contribute to the advancement of
government systems. Overall, the content of this article provides deep
insights into the Emirates ID’s strategy development journey. It presents
some useful information to practitioners, specifically those in the same
field.

In addition to what we reported earlier, there are also important aspects
that need management consideration: One is the need for a periodical
review of the strategy. It is important that the reviews be conducted
regularly to help shape and adjust department activities. We propose
that the framework should incorporate an assessment of key success
factors (KSFs) into the strategy review process. The perceived benefit
is that it would help create a stronger link between strategic objectives
and operational activities, given that key success factors are the most
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important strategic enablers for an organisation to realise its strategic
objectives (deWit & Meyer, 2010). Furthermore, an assessment of KSFs
would also help in the identification of concrete actions that could be fed
directly into the departmental operating plans, thereby limiting the loss of
any momentum in the future.

The review process should measure performance via three key quantitative
and qualitative indicators, as depicted in Figure 18. However, to create
a stronger link between strategic objectives and operational activities, a
thorough assessment should be conducted for each KSF included in the
strategy.

Ve

Provide insight into progress as measured
by strategic and operational KPI's, as well
as visibility to trends indicating progress

Performanss towards strategic objectives

Indicators

Enable incorporation of cultural
and political dynamics that may
be hindering or have aided the
strategy implementation process

Key Indicatorsof
Performance

Management Implementation

Interviews Progress

Highlight success of the organization at
meeting planned strategy implementation

milestones and identify shifting of priorities

Figure 18: Key Indicators of Performance

Another aspect of consideration is that government practitioners may use
Moore’s (2002) maturity lifecycle (depicted in Figure 19) to support their
strategy development and review cycles. Moore’s work places emphasis
on improving shareholder value as the key driver for management
decisions and to achieve and sustain competitive advantage. The
lifecycle is consists of five stages: emergent, growth, maturity, decline,
and end of life. The maturity lifecycle also overlays four value disciplines,
described by Treacy and Wiersema (1995); namely:

1. Operational Excellence: Differentiation based upon productivity
and ultimately cost;

2. Customer Intimacy: Differentiation based upon matching customer
expectation with offer fulfilment;

3. Product Leadership: Superior design and performance;

4. Category Renewal (Disruptive Innovation): Create a new source of
competitive advantage.
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A
Growth _

Customer intimocy

Maturity

Operational Excellen
Growth Declining

Emerging End of Life

Product Leadership Category Renewal

Y

>
- Disruptive - Line-Extension - Organic Time

- Application - Enhancement - Acquisition

- Product - Marketing - Harvest and Exit

- Platform - Experiential

- Value-Engineering
- Integration

- Process

- Value-Migration

Figure 19. Moore’s maturity lifecycle.

The model is recognised as a tool for analysing the dynamic evolution of
organisations, thereby affecting the strategy development exercise. The
model should be used to broaden the outlook on opportunities for growth.
The key factor here is “focus.” Management needs to decide on a single
“value discipline” and then construct its organisation around it (Treacy
& Wiersema, 1995). Choosing one discipline to master does not mean
discarding the others, but it means that the organisation needs to focus its
energy and assets on a single discipline to achieve sustainable success:
Each discipline demands a distinct strategy, organisational model with
its own structure, processes, information systems, management systems,
and culture.

In principle, government strategies need to focus on: (a) core processes
and competencies; (b) amplifying development through creativity
and innovation; and (c) managing citizen relationships and promote
engagement. These are the keys to securing value creation, thereby
creating more citizen-centred strategies. In short—and to effectively set
successful strategies—organisations need to analyse these lifecycles and
map them against their existing positions and growth plans. Developed
strategies need to create value as quickly, effectively, efficiently, and
accurately as possible. This is the only way we can speak the language
of the globalised world we live in today.
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Customer Relationship

Management: Proposed
Framework from a Government
Perspective?

Abstract: Customer Relationship Management (CRM) has
grabbed the attention of both practice and research in the past
decade, developing into an area of major significance. The
focus of the CRM concept is to build a long-term a nd value-
added relationship for both the organisation and customers.
Governments — although considered late followers compared
to the private industry — have been showing growing interest in
CRM systems recently to help public and government agencies
track and manage relationships with their constituents. In this
article, we review existing literature to provide an understanding
of the field. We also present a proposed CRM framework
based on literature review and practice work. The proposed
framework is envisaged to act as a practical management tool
that provides a holistic overview of implementation phases,
components of each phase, and associated critical success
factors.

Keywords: Customer Relationship Management, CRM framework,
CRM Limitations and Challenges
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1. Introduction

In today’s government terms, good governance is determined by citizens’
satisfaction. Satisfaction is a term frequently used in private sectors,
referring to the measurement of how a product and/or a service supplied
by a firm meets or surpasses customers expectations (Soudagar et al,
2011). It is generally defined as “the number of customers, or percentage
of total customers, whose reported experience with a firm, its products,
or its services ratings exceeds specified satisfaction goals” (Farris et al,
2010).

Most importantly, governments across the world are finding themselves
obliged more than ever to get closer to citizens and create systems that
meet expectations. Citizens are demanding the same convenient service
in the public sector that they are, for the most part, used to enjoying in
the private sector. Providing satisfactory services determines the way
any given government is viewed by the citizens and the rest of the
world. According to today’s international perspectives, a progressive
government includes its citizens on the path of progress keeping in touch
with their needs and requirements and, more importantly, providing a
willing ear to hear their voices. The focus of attention is on enhancing
the role of civil society and for strengthening citizen demand for good
governance (Tembo, 2012).

The relationship and the relationship management with the citizens and
residents — the customers and participants of the government - thus rank
very high in government work. Governments need to focus on delivering
high-quality, customer-centric, and integrated government services with
the key strategic enabler being citizen-centric service (Al-Khouri, 2012).
They need to fundamentally place citizens at the heart of government’s
work, and promoting change in the government business to operate in a
more citizen-centric way.

Throughout the public sector, initiatives to “reinventing government™’

1 The term “reinventing government” emerged as an outcome of Clinton—Gore administration’s
interagency task force to reform and streamline the way the United States federal government
functions. The concept, however, has been in practice in the private sector since the mid-
1980s, where it is more commonly referred to as “business process reengineering” or simply
“reengineering”. Today, these terms are, for the most part, used interchangeably, although
some in government still prefer to use the term “reinvent” as opposed to “reengineer”.
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have elevated customer service and satisfaction to new priorities
(Osborne and Gaebler, 1992). Within the Arab countries, for example,
and with the advent of Arab Spring, there is a shift in the governments’
mindsets to rethink and reform social services with social inclusion and
“user involvement” as driving forces in quality improvement. Customer
relationship management (CRM) is becoming a top priority in government
business to help agencies achieve their goals of developing models of
service that are more responsive, more citizen-centric, and more efficient.

However, practical research states that there is a considerable state of
confusion in the academic and managerial literature about what is meant
by CRM; despite heavy investment by organisations in CRM, there is
extensive reporting of CRM’s failure to achieve anticipated results (Frow
and Payne, 2009). Existing literature also points out that despite the
increasing interest in citizen relationship management in government
work, the adoption of CRM systems by government agencies — and
particularly by e-government programs — is slow (Pan et al, 2006). Lack
of strategic focus is recognised as one of the prime reasons for CRM
failures. We also note that little has been written about how the public
sector might use CRM principles to improve service delivery.

Considering the strategic context of CRM systems in organisations,
this article emphasises the need for a conceptual framework to guide
management in the implementation of CRM systems. We present a
conceptual CRM framework that is based on findings from existing
research and practice fields. The proposed framework is envisaged to
further support its practical applications in implementing successful
CRM systems. The framework may act as an effective guiding tool to
management to provide a holistic overview of implementation phases,
components of each phase, and associated critical success factors.

This article is structured as follows: First we provide a short review of the
literature in section 2, with a focus on defining the CRM concept. We also
attempt to provide a summary of the most common critical success factors
for CRM implementation as reported in the literature. Then in section 3,
we examine a generic CRM framework to underpin its components. In
sections 4 and 5, we explore the role of technology in CRM programs,
its potential benefits, and identified limitations. In section 6, we explore
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the role CRM technology as a contemporary communication and service
delivery enablers. In section 7, we briefly draw on cloud-based CRM
solutions as an alternative implementation approach. In section 8, we
review some complexities associated with CRM programs. Then, in
section 9, we outline our research and development methodology; we
finally present the proposed framework and explain its components in
section 10.
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2. Customer Relationship Management (CRM):

Field Review at a Glance

Dowling (2002) suggests that CRM had its origins in two unrelated
places: One is in the United States, where it was driven by technology
in connection with customer-based technology solutions; the other is
in Scandinavia and Northern Europe to support business-to-business
marketing in connection with the Industrial Marketing and Purchasing
(IMP) Group that has been instrumental in developing knowledge about
the nature and effects of building long-term, trust-based relationships
with customers.

The concept of CRM evolved because it places emphasis on
understanding customer needs and then solving problems or delivering
benefits that create demonstrable customer value (Dowling, 2002). The
role of information technology is important in this style of CRM, as it is
designed to support — rather than drive — the customer relationship. The
types of relationship that develop here are often deep and meaningful,
both for the firm and the people involved (Dowling, 2002).

All'in all, CRM has developed into an area of undeniable significance in
less than two decades (Frow and Payne, 2009). According to a recent IDC
report, the CRM industry revenues exceeded US$19 billion in 2011 (IDC,
2012). The huge scale and scope of the inter- and intra-organisational
changes involved in CRM led Kotorov (2003) to assert that CRM was the
third most significant revolution in the organisation of business after the
invention of the factory in 1718 and the introduction of the assembly line
into factory production in 1913.

The literature identifies two streams of research to form the theoretical
foundationofa CRM concept(Agrebi, 2006): a strategic stream (relationship
marketing) and a technological stream related to the information systems
(Triki and Zouaoui, 2011). Relationship marketing (RM) is more of a
strategy designed to foster customer loyalty, interaction, and long-term
engagement (see, for example, Mintzberg, 1994). It is normally designed
to develop strong connections with customers by providing them with
information directly suited to their needs and interests and by promoting
open communication. This approach often results in increased word-
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of-mouth activity, repeat business, and a willingness on the customer’s
part to provide information to the organisation. Almost all organisations
practice aspects of RM (Frow and Payne, 2009). However, while CRM
emphasises integration of processes across different functions, customer
management is concerned with tactical aspects of CRM implementation
that relate to the management of customer interactions, including the use
of tools such as campaign management, sales force automation, Web-
enabled personalisation, and call centre management (see also Figure1).

( )

0 0 Relationship Markting:
Relationshi p Strategic management of relationships

Marketing with all relevant stakeholders

CRM:
C RM Strategic management of relationships
with customers, Involving appropriate
use of technology

CUStomer Customer Management:

Management Implementation & tactical management
of customer interactions

Figure 1: Relationship Marketing, CRM and Customer Management.
Source: Frow and Payne (2009)

In fact, Crosby and Johnson (2001) identify customer relationship
management as a business strategy that multiplies the use of technology
and includes it in all processes to create retention and loyalty over time.
In general terms, the focus of the CRM concept is to build a long-term
and value-added relationship for both business and customers. In this
perspective, let us review some definitions to clarify the term:

e “Coherent and complete set of processes and technologies for
managing relationships with current and potential customers and
associates of the company, using the marketing, sales and service
departments, regardless of the channel of communication” (Chen
and Popovich, 2003);
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e “Customer Relationship Management (CRM) is a business strategy
to select and manage customers to optimise long-term value.
CRM requires a customer-centric business philosophy and culture
to support effective marketing, sales, and service processes.
CRM applications can enable effective Customer Relationship
Management, provided that an enterprise has the right leadership,
strategy, and culture” (Thompson 2002);

¢ “To improve service and retain customers, CRM synthesises all of a
company'’s customer touch points” (Yu, 2001);

e “Good customer relationship management means presenting
a single image of the company across all the many channels a
customer may use to interact with the firm, and keep a single
image of the customer that is shared across the enterprise” (Berry
and Linoff 2000, p.14).

These and other definitions suggest three key dimensions associated with
the term CRM (see also Figure 2): First, CRM is about business strategy
focused around the customer. CRM is built around customers to manage
beneficial relationships through acquiring information on different aspects
of customers. Nevertheless, a full commitment of the organisation’s staff
and management is essential for an effective CRM implementation to best
serve customers and satisfy their needs.

Second, CRM is about the business processes that support and enable
the interaction between a business and its customers. All business
processes that involve both direct and indirect interaction with customers
should be analysed and assessed (Mendoza et al, 2007). Third, there
are the technology and management dimensions. The technology part
refers to computing capabilities that allow organisations to improve their
capabilities of understanding customer behaviour, develop predictive
models, build effective communications with customers, and respond to
those customers with real-time, accurate information (Chen and Popovich,
2003). The other part of the dimension involves continuous corporate
change in culture and processes, as CRM requires comprehensive
change in the organisation and its people.
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Figure 2: Components of CRM.

The role of the strategy is considered a critical pillar (Newell, 2003;
Fayerman, 2002; Starkey and Woodcock, 2002; Rigby et al, 2002; Crosby,
2002; Winer, 2001; Yu, 2001). The CRM strategy must define the ‘what’
and ‘how’ elements of the organisation’s intents that should aim to create
a ‘'single integrated view of customers’ and a ‘customer-centric approach’
to address their customers’ needs (Roberts-Witt, 2000). The strategy
process should also attempt to learn more about customers’ needs and
behaviours to develop stronger relationships with them and create public
value (Coltman et al, 2003). Building the right type of relationship is the
key to performance improvement (Coltman, 2006).

The literature emphasises that a deeper understanding of the dynamics
of the CRM triangle components is important (Johnson, 2004; Teece et
al, 1997). Successful CRM case studies indicate the collective role of the
technical, human, and business capabilities (Coltman, 20086). The reason
for this is that each capability is nested within an intricate organisational
system of interrelated and interdependent resources (Coltman, 2006).
This resource-based view (RBV) has been subject to criticism (see,
for example, Day et al, 2002; Harris, 2001; Jaworski and Kohli, 1993).
The critiquing argument is based on the fact that such a narrowed
perspective lacks sound operational criteria to distinguish important
capabilities from parity ones in addressing a wider view of associated
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elements. Nonetheless, the type of emerging thinking from existing
literature points to the need to thoroughly focus on human, technical, and
business capabilities as main determinants of successful CRM systems.
Each element needs to be interpreted in the context of the business.

One of the problems with the CRM performance literature to date is
that there is a temptation to be normative about the pursuit of market
orientation based on the identification of certain CRM capabilities
(Coltman, 2006). The field of practice exploited this shortcoming to
ruthlessly market CRM products as a technical solution. This narrowed
view has contributed to the significant percentage of failure within their
CRM projects implementations.

Reports from Gartner Group and Meta Group had three very striking
findings: (1) More than 50% of CRM implementations are viewed as failures
by the customer, (2) 55-75% of CRM implementations fail to meet their
objectives, and (3) customers usually underestimate the costs of CRM
implementations by 40-75% (Coltman, 2006). A 2009 Forrester Research
study found that 47% of CRM implementations fail — many due to a lack
of CRM strategy and user adoption (Simon, 2010). The study elaborated
on some of the problems experienced during CRM implementation. The
problems most commonly cited by executives are depicted in Figure 3.

( R
) Selecting Technology
Implementing 2.7%
Technology -7

10.8%

Defining New
Processes

16.2%

User Adoption
22.5%

Defining Strategy

17.1% A .
Setting Objectives

18.9%

Figure 3: CRM platform implementation problems. Source: Simon (2010).
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Existing research points out a number of success factors that organisations
need to keep in mind when aligning their strategy with objectives and
managing people performance to ensure execution and results. Tables
1 and 2 provide a summary of previous studies on the CRM success
factors. Most of these are later incorporated in our proposed framework

in section 10.
Table 1: CRM Success Factors Table 2: CRM Success Factors
King and Chalmeta Da Silva and Pan and et al. Alt and Saloman et al Mendoza et al Mankoff Eid Wilson etal |Goodhue et al.| Croteau & Li | Siebel Chen and Roh et al.
Burgees (2005) Rahimi (2007) Puschmann (2005) (2006) (2001) (2007) (2002) (2002) (2003) (2004) Chen (2004) | (2005)
(2007) (2007) (2007)
Top management | Awareness among | CRM philosophy | Evolution Path Evolution Path Top management | Senior Establish Top Gain champ Top Top Clear Champion Process fit
support Management commitment management measurable management Management Management Communication | Process
commitment business support Support Support of Strategy fitleadership
goals and internal
Communication of | Defining vision Project mission Timeframe Timeframe Change in Creating of multi marketing
CRM strategy and objectives corporate culture | disciplinary team
Align business | Organizational Ensure market | Vision Technological Back-office Business-IT Customer
KM capabilities Creation of Top management | Organizational Organizational Significant Objective and IT culture orientation Readiness integration alignment information
committee commitment redesign redesign customer data Definition operations quality
Willingness to Official Project schedule | Reorganization System Clearly defined Interdepartmental Get executive | Developing a Define Willingness to | KM Software System System
share data appointment of and plan architecture CRM processes | Integration support up clear approval change iliti cL izati i ion support
coordinates front CRM strategy procedures process
which allow for
Willingness to Development and | Clint consultation | Minimize Change Sufficient Communication uncertainty
change process approval of the ization the CRM strategy
project plan to the staff Let business Clear project Gain board Willingness to KM Efficiency
goals drive vision/scope awareness of | share data
Technological Monitoring to Connectivity Time and budget | Top management | Understanding of | Staff commitment functionality strategic
Readiness control time management support customer potential of IT
slippage behaviour
Minimize Benchmarking Identify need Culture/ Customer
Cultural change / | Prevent resistance | Skilful personnel | Customer Extensive IT Customer customization for business structure satisfaction
customer to change involvement support information by leveraging system change
orientation management out-of the-box convergence
functionality
Process change Motivate staff Technical tasks No culture conflict Customer Service
capabilities Use trained, Employees Organise Profitability
| experienced acceptance around
System integration | Measure the Client acceptance | Use of the CRM Sales automation consultants customer
capabilities degree of system managers
participation/Asse Actively CRM software Address
s the results involve end selection culture change
— users in
Monitoring and Management Marketing solution
Feedback involvement automation design
‘Communication Support for Invest in Integration Involve users
operational training to with other in system
management empower end systems desig
B — _ users
Troubleshooting Customer contact
management Use aphased | Training Manage IT
_ _] rollout infrastructure
BPS and software Information schedule
configuration systems
integration Measure, Realistic CRM Leverage
monitor, and implementa- models of best
Source: Adapted from Almotairi (2009) track tion schedule | practice
Enterprise Rapid
performance strategy/action
metrics for loop to
CRM experiment
Personaliza- Prototype new
tion processes
Customer Manage for
Orientation delivery of
benefits
Data mining Design for
Table 2 }> flexibility

Source: Adapted from Almotairi (2009)
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Let us look now at the components of a CRM system and how it
might work in practice.

3. CRM Components

A critical point to remind here is that while governments are not driven
by profit or revenue generation, they are driven by the demand to
create public value (Al-Raisi and Al-Khouri, 2008). Creation of public
value — although not the same as generation of revenue —is analogous.
The components of CRM remain the same for the private as well as the
government sectors with a difference in the outlook and the drivers. Figure
4 depicts a citizen service framework that should be part of any customer
relationship management system.

Customer Contact System - Customer Interface

8

Service Eligibiity | =

Custcn]sr Customer 'G

Customer Transactions/ |ssues & General P-3

» Database Benefit Complaints [l 'nformation %
w Delivery (7] =
2 A E
e 2 |z
= 14

Ie) o w
& a s
o o
=

(2]

2

i (8]

Service Delivery Organization
Figure 4: Citizen service framework.
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The citizen-centric government seeks to provide higher levels of
customer satisfaction. In such models, it treats itself as a service delivery
organisation with an integrated citizen (customer) transactions and
benefit delivery, providing multiple interfaces of interaction. The multiple
interfaces of interactions translate to multiple channels of transactions.
The government is no longer confined to four walls and file cabinets.
CRM capabilities are viewed as a key enabler for such transformation.
CRM capabilities are examined in the framework of its components. The
common key components of CRM framework are illustrated in Figure 4.
These are:

1. A Customer Interface/Contact System. This enables the
customers to interact with the government department delivering
a set of services.

2. Customer Database. This is a crucial component that ensures
personalisation of services.

3. Service Catalogue. This is a detail of the services provided by
the organisation. For the government departments, the services
list is complemented by the benefits and eligibility lists, detailing
who can be accorded what service from the bouquet of service
offerings.

4. Customer Transactions. This tracks all the engagements of
the customer with the government entity and provides valuable
information about customers’ interactions with the government
department.

5. General Information. This is a repository of all information about
the government entity delivering the services which can aid the
customer interfacing. Data include information on new services,
social message campaigns, and promotion of the government
department.

6. Processes. A set of workflows, procedures, and related metrics
for delivering the stated services. Measurement of these provides
valuable input for the analysis of the efficiency of the service
delivery.

7. Policies. These guidelines provide the rules and scope of
engagement with the customers.
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8. Backend Databases. These are crucial information available
from internal sources of the government department providing a
response to the customer requirements.

9. Service Delivery Organisation. This is the human capital
engaged in the delivery of the services to the customers: at the
front end interacting with the customer, at the office backend
processing end, and field service delivery.

10. Customer Satisfaction. This is the output from the CRM
measured by different surveys, onsite service delivery KPls
and results on the final outcome of public value creation for the
government.

CRM is definitely an extensively executed technique for building an
organisation’s relationships along with citizens, government agencies, and
third-party organisations. It requires making use of modern technology
to arrange, speed up and also connect business processes and those
elements for promoting, customer support, along with technical support.
We elaborate on this further in the following section.
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4. The Allure of CRM Technologies

In practice, CRM requires efficient, integrated business systems, as it
imposes an organisational-wide discipline to develop a single image of the
customer shared across the enterprise. Main categories of benefits from
CRM-based work systems touches multiple performance dimensions akin
to operational, managerial, strategic, infrastructure, and organisational
(Davenport et al, 2002; Shang and Seddon, 2002). Examples of these
benefits include: improved customer-facing processes, improved
management decisions, improved customer service, and increased
development opportunities (Freeman and Seddon, 2005). Other benefits
include: increased productivity from headcount reductions and other
process efficiencies; integration of processes, data and technology;
consistency and standardisation of processes and information; business
measurement and reporting; personalised and responsive service to
customers; and increased sales activities (Freeman and Seddon, 2005).
We elaborate on the main ones here:

e Enhanced Customer Experience. CRM, backed by the correct
technology, serves to enhance the customer experience with the
service delivery organisation. Each of the technologies previously
mentioned contribute to this end. Voice over IP improves
voice communications by unifying the networks over which the
communication is delivered. This not only reduces the costs but
also enables contact agents to be located at disperse geographic
locations. Voice communication backed by instant messengers
and chats provide increased participation of customers in the
service delivery.

e Customer Convenience. By providing multiple channels of
communication, a customer gets a wide choice to interact with
the Government Service Delivery Organization and provides the
ability to interact at his or her convenience.

e Better Service Access. Speech applications improve the IVR,
enabling customers to interact with service databases directly and
securely without having to wait for a personal contact.
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¢ Transparency & Comprehensive Information. Web services
and business integration platforms enable disparate databases to
work together, providing comprehensive information drawn from
different data sources. This allows for transparency in the service
delivery transactions wherein different entities are engaged in
the delivery process and work on disparate applications for their
business processes.

¢ Presence Technologies & Personalisation. A great amount
of personalization in service delivery can be achieved by
understanding the profiles of the customers. RFID, Smart Cards,
and Point of Sale Systems provide information on the presence of
a customer at a particular point. Knowledge about the presence
of customer at different locations helps greatly in delivering the
service requested by enabling the profiling of the customer.

e Queue Management and Cycle Time Reduction. These help
ensure that undue wait times are avoided and quicker services are
provided to customers.

e Connectivity. The importance of good networking and
telecommunication system cannot be understated in the delivery
of services to the customer. This is true for an interaction of the
customer with the Government Service Delivery Organization on
any channel of communication. Networking technology contributes
to the reliability of the service delivery.

¢ Analytics (Improved Management and Decision-Making). All
through the process of a service delivery, throughout the service
lifecycle, a huge amount of data is generated that leads to
valuable information. Analysis of this information provides deep
insights into the entire service delivery process itself and a better
understanding of the customer. A good analytical system helps
decision-making and makes business organisation better.

Although the potential value of CRM technologies is gargantuan,
organisations have had difficulties to reap out all the possibilities. One
reason is that CRM systems require significant changes to existing
practices and potentially a significant amount of process development
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required. For example, organisations need to think through what
constitutes a CRM systems and ensuring alignment with the culture and
the environment they operate in. Second, supporting defined processes
within a CRM system is often not as straightforward as it might appear
and may require a reasonable amount of customisation. In other words,
CRM technology will not provide all the benefits on its own. The right
strategies and supporting processes need to be developed, and existing
systems need to be tuned or re-engineered to support them. While this is
not — as the saying goes — rocket science, it can be sufficiently involved
to discourage the more casual user of CRM technology (Boarman, 2011).
Let us look at some of the limitations of CRM technologies.
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5. Limitations of CRM Technologies

As with most available technologies, there is no single technology that
fits the requirements of a perfect customer relationship management
system. Different components of customer relationship have different
technological challenges in deployment. Integration (or non-integration)
is a big challenge in effective CRM systems. Information not available
in real time can lead to dissatisfaction. Tracking of applications for
service requests is a prerequisite. The complexity is enhanced when we
consider the multiple channels of communications available to interact
with customers. A person might call on the phone to register a request,
follow up with an e-mail, submit documents in person, receive an SMS
to provide a status, visit the website for tracking the request, and so
on. Such interactions and other complex interactions need to be well
managed. There is no single tool that facilitates the complete set of these
interactions. Integrated systems need to be deployed and managed to
facilitate these communication channels.

Further, back-end systems need to be updated to handle the service
requests and reports need to be provided for monitoring the service
level agreements (SLAs). The measurement of customer satisfaction and
public value creation is another major challenge. Setting up of improper
metrics would lead to wrong analyses. A 2005 Bain Consulting study
revealed that 81% of senior leaders in 362 surveyed firms believed their
organisation delivered ‘superior customer service’, yet only 8% of their
customers agreed (Allen et al, 2005). The study refers to the problem as
a “customer service gap.” Others call it an example of falling into the
trap of an overestimated one’s achievements and capabilities in relation
to how others view them. The study also suggests that most leaders are
out of touch with their organisation’s customer experience and the
engagement of their frontline employees.

Management needs to focus on realigning its goals and measures,
systems and organizational structures to design the right customer
experiences and deliver them flawlessly. They need to see their systems
from the eyes of their customers, not their own. Measurements that
lead to correct portrayal of the goal’'s achievement should be selected.
There is no technology that provides implementers with such metrics-
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though once setup, the systems can intelligently monitor the metrics.

No CRM system can come up with bulletproof processes that will
guarantee success. Processes are to be defined internally and managed
by a qualified group of process analysts. Unless processes are in place,
monitoring the effectiveness of the service delivery is not possible. Yet,
despite the difficulties and associated challenges, several trends currently
drive CRM programs at all levels of governments — the most important
of which is related to streamlining government service delivery for
improved response. Government agencies can transform the way they
deliver services to their citizens, achieve greater operational efficiencies,
and proactively improve the communities they serve. The next section
explores this topic in more detail.
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6. CRM Technology in the Context of Contemporary
Communication and Service Delivery Channels

Existing practices of CRM associate it with electronic services (e-services)
and electronic government (e-government) (Pan et al, 2006; Richter et al,
2004). E-service refers to any service provided by any electronic means
(e.g. Internet/website, mobile devices or kiosk). According to Grénlund
(2005), e-service is a core component in e-government domain because
it bridges the gap between the government administrators and citizens.
Figure 5 shows ‘e-service’ as one of the main actors in the e-government
domain; arrows indicate ‘influence’, circles indicate ‘domains of control’,
and intersection of circles indicates ‘transactions zones’. In a democratic
government system, the triangular relations are vital where service delivery
is one of the main interactions between public servants (administration)
and citizens and businesses (civil society).

( )

e-administration

SR il Administration

e-democracy e-service

Figure 5: E-service as a component in e-government domain.

Source: Grénlund (2005).
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As such, there is a government attempt to create service-oriented
architectures (SOA 2) and develop a single window platform through
which public services are provided on a 24/7 basis to allow citizens
electronically interact and transact with government agencies (Al-Khouri,
2012). Electronic services reflect three main components: the service
provider, the channels of service delivery (i.e., technology), and the
service receiver. For instance, public agencies are the service providers,
while citizens and businesses are the service receivers.

The channel of service delivery is the third dimension of e-service and
is much about the enabling technologies — that is, Internet as the main
channel of e-service delivery while other classic and traditional channels
are also considered such as telephones, call centres, public kiosks,
mobile phones, televisions, over-the-counter service, and postal mail
service. The extent of Internet-enabled CRM includes electronic CRM
(E-CRM), mobile CRM (M-CRM), and ubiquitous CRM (U-CRM) (Chang
and Wu, 2009).

e Electronic CRM (E-CRM): Concept derived from E-commerce.
It uses intranet, extranet, and Internet environments (Reponen,
2003). There are major differences between CRM and E-CRM.
From a customer contact perspective, CRM is contact with
customer made through the retail store, phone, and fax. E-CRM
uses all traditional methods in addition to Internet, e-mail, wireless,
and PDA technologies. E-CRM is geared more toward front end,
which interacts with the back-end through use of ERP systems,
data warehouses, and data marts;

e Mobile CRM (M-CRM): Uses wireless networks as the medium of
delivery to the customers (Camponovo et al, 2005);

e Ubiquitous CRM (U-CRM), also referred to as Virtual CRM
(V-CRM): Uses Virtual Worlds to create synergies between virtual

2 In software engineering, a Service-Oriented Architecture (SOA) is a set of principles and
methodologies for designing and developing software in the form of interoperable services.
SOA design principles are used during the phases of systems development and integration to
define how to integrate disparate applications for a Web-based environment and uses multiple
implementation platforms. SOA is not just an architecture of services seen from a technology
perspective but the policies, practices, and frameworks by which we ensure the right services
are provided and consumed.
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and physical channels and reaching a very wide consumer base.
However, given the newness of the technology, most companies
are still struggling to identify effective entries in Virtual Worlds
(Goel and Mousavidin, 2007).

Channels through which companies can communicate with its customers
are growing by the day. Such contemporary interactions get new dimension
of ‘virtual interactions’ instead of ‘traditional front-desk interactions’. The
strength of virtual interaction is dominated by the e-service existence
and its quality. In fact, citizens or businesses usually choose a channel
of service delivery based on suitability of using the service and their
expertise levels. The mix for any service will be determined in relation to
demand.

However, thinking about CRM in primarily technological terms is a
confusion that many governments fail to figure out. However, we cannot
deny the colossal role for technology in CRM development. As an example
of technology in CRM, communication technology could be seen to play
a major role in the customer interface. A customer could interact with
the government service delivery organisation using multiple channels
of contact and through various types of public e-services — from simple
information dissemination to highly sophisticated automated e-service
(see Figure 6).

Complementing the communication technology, information technology
provides process automation, data integrity, and security with much-
needed confidentiality for the customer. This enhances the trust and
convenience levels to the customer. With the widespread usage of
mobile phones and technological advances, citizen service channels
have become multi-fold in deployment. Internet portals as a single
window of communication, and interaction has been implemented by
many governments (Bukhsh and Weigand, 2011; Lenihan, 2008; Monga,
2008). Different departments are engaged with the citizens through one
standardised interface of Web portals (see Figure 7).

Figure 6 and 7 }>

Interactive voice response systems evolved with telephony systems
and enabled information-based services with automation. Dispersed
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Figure 6: Transitioning in Contact Channels.
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computing has enabled deployment of kiosk machines that have enabled
government communication and service delivery channels to be located
at places frequented by the citizens: shopping centres, recreational
areas, and so on. Personal communications evolved in the impersonal
domains of the Internet to secure identifiable personal interactions. This
has resulted in instant messaging as a medium of communication; with
e-mails, online chats, and so on.

Help desks and call centres have evolved to full-fledged contact centres,
enabling citizens to communicate and interact using different mediums
of communication. Governments have recently adopted social media
networks such as Facebook and Twitter to bring communication with their
citizens at a much more personal level vis-a-vis the impersonal abstract
advertisements and brochures of the past.

Development in all these channels — combined with the developments
in the mobility, network security and digital identity management — have
transformed the conventional government authorities into fully e-enabled
governments. Figure 8 outlines these different channels in the context of
citizen services in e-government scenarios.

Technology

Voice Data Networking &
Communications Communications Connectivity

Customer Contact - Voice Over IP -sSMS Unified Networks &
-IVR - e-mail Communications

- Web Portal

- Kiosks
Service Catalog Speech Applications - CRM Application Social Networking
Customer - Web Services

- Service Oriented
Architecture, & Business

Issues & Complaints Process Integration

General Information - Relational Databases

Transactions

Backend Data Network Connectivity & Applications for Business Process Automation

- Queue Management - CRM Application for Networks & Logistics
- Presence Technologies Transaction Management

Service Delivery (RFID, PoS)

Analytic CRM Application Tool with embedded analytic & Business Intelligence

(Data warehousing & Data Mining)

Figure 8: CRM and communication technologies.
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7. Cloud-Based CRM Solutions

Today, more and more organisations are drifting away from physical
locations of data and moving to Internet-based cloud-computing solutions.
Cloud-based? technology simply means that the technology does not live
in an IT-based environment and can be delivered through the Internet,
which means that agents, supervisors, and executives can all access
the same information in real time. SaaS and cloud CRM solutions have
spurred the evolution of computing — with no more software installations,
no infrastructure management, and no more upgrades to test. With SaaS
and cloud CRM solutions, development and implementation can now be
accomplished in a fraction of the time required for on-premise solutions
(Bennett, 2010) (see also Figure 9).

e M)
Traditional S:::Z:iw e
S_Oftware Known Costs annual fee
license
purchase
Down
time
Training Hidden or
Server hardware “Unknowable”
costs
Installation
and configuration
License maintenance

Figure 9: SaaS vs. on-premise total cost of ownership.

Source: Ozcanli (2012)

3 Cloud computing is the use of computing resources (hardware and software) delivered as
a service over a network (typically the Internet). There are three types of cloud computing:
Infrastructure as a service (laaS), Platform as a service (PaaS), and Software as a service
(SaaS). Using SaaS, users can rent application software and databases. Cloud providers
manage the infrastructure and platforms on which the applications run. Cloud computing
relies on sharing of resources to achieve coherence and economies of scale similar to a utility
(like the electricity grid) over a network. At the foundation of cloud computing is the broader
concept of converged infrastructure and shared services.

Customer Relationship Management: Proposed Framework from a Government Perspective I 59




According to Gartner Research, CRM went up from 8% in 2005 to 20%
of the market in 2008 (Bennett, 2010). Cloud-based CRM systems can
cost efficiently as pay-per-use on manage, maintain, and upgrade, and
so forth. Some enterprise CRM in cloud systems are real-time Web-based
and need no additional interface installed. People may communicate on
mobile devices to get the efficient services. Customer—case experience
and interaction feedbacks are another way of CRM collaboration and
integration information in corporate organisations to improve businesses’
services (Chandrasekaran and Kapoor, 2010).

Ultimately, the cloud is a growing trend amongst businesses hoping to
take advantage of the ability to host technology without having to maintain
the cumbersome database, and the CRM industry is steadily coming into
play in the cloud-based arena.

Generally speaking, governments around the world have been showing
little interest to cloud-based solutions. There is much more preference to
use, design, and develop CRM systems in-house. Nonetheless, the field
of practice in the government sector shows the adoption of unfocused
and various tools and technigues to manage and provide online services
to citizens (Yarmoff, 2001). Unfortunately, the fragmented nature of their
approach prevents such systems from being truly effective (Yarmoff,
2001). However, we believe that CRM technologies — in whatever form —
will be used more than others in the government realm in the coming 10
years. This is because CRM is not a technology but rather is a business
strategy. However, there are different layers of complexity associated
with CRM systems in government contexts that need to be looked at and
carefully managed, as we discuss next.
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8. Complexity in Customer Relationships in Government

A citizen-centric approach needs to be viewed as the base for the
government work. Managing the ever-changing roles of the citizens with
the governmentis paramount to conscientiously managing the relationship
of citizens with the government. In a private sector customer relationship,
the management is relatively simpler. The customer of the private firm,
to a reasonable extent, is clearly defined, and so are the services and
products delivered to the customer. The private sector, furthermore, is
focused on an objective of higher revenue generation driven by higher
customer satisfaction.

In comparison, the customer relationship in which a government is
engaged is far more complex in nature. The citizen is as much part of
the government as he or she is a customer. The citizen entity itself is
dynamic, as one may play multiple roles: as a citizen, an employee, a
service provider, and so on. These relations, in themselves, are a complex
web of formal and informal interactions that are difficult to disentangle
and explain (Tembo, 2012). This complexity increases even further when
the multiple external relations, interests, and influences in the specific
citizen relations are taken into account (Tembo, 2012). The expectations
from the government in rendering services across the various roles and
relationships with the customer are highly demanding. Meeting these
expectations and ensuring the satisfaction of the citizens is challenging
and problematic.

A 2002 study conducted by Accenture found that although governments
were taking decided steps to improve their CRM capabilities and invest
significantly in initiatives to improve services, governments were struggling
to realise the benefits expected from developing modern CRM capabilities
(Crook et al, 2002). Researches indicate that many governments still have
not been able to bridge the gap between the envisioned impact of CRM
and their current experience (Gilbert et al, 2004; Kavanagh, 2007; Silva
and Batista, 2007). Figure 10 illustrates the extent to which government
agencies are considered to be lagging behind the private sector in
developing intelligent customer interactions that are driven by customer
intentions. Some have progressed to deliver multichannel interaction.
Many have implemented little or no service automation.
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Figure 10: Interaction capabilities of the public sector and the private sector.

Source: Crook et al (2002)

Undoubtedly, this is a real challenge. How does a government entity
manage all its customers? How does it track all the transactions and
understand the nature of relationship? How does it ensure that required
services are delivered — and delivered to the correct customer? How does
the government track the satisfaction and, more importantly, measure
this satisfaction and ensure a satisfied nation? The answers to all these
questions lie in good customer relationship management. Good CRM is
not just a technology but a set of best practices, good processes, and
meaningful metrics to address citizens’ needs. It is for this reason that we
started writing this article and put forward a proposed framework to guide
CRM implementation. The next section will explore the methodology used
to construct our proposed framework, and we will present our framework
in the subsequent section.
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9. Research & Development Methodology

The approach followed in this study was based on meta-analysis
methodology. Meta-analysis refers to methods focused on contrasting
and combining results from different studies in the hope of identifying
patterns among study results, sources of disagreement among those
results, or other interesting relationships that may come to light in the
context of multiple studies (Glass 1976; Greenland and Rourke, 2008).
Meta-analysis is argued to be the most important methodological
innovation in the social and behavioural sciences in the last 25 years,
developed to offer researchers an informative account of which methods
are most useful in integrating research findings across studies (Hunter
and Schmidt, 2004).

So far, the most often used meta-analysis has been in the literature review
of quantitative (statistical) researches that help the general strength of the
effect under different circumstances. More recently, meta-analysis has
become more common in diverse research fields (DeCoster, 2009).

Meta-analysis can be a very useful method to summarise data across
many studies, but it requires careful thought, planning, and implementation
(Denyer and Tranfield, 2006). Not surprisingly, as with any research
technique, meta-analysis has its advantages and disadvantages: An
advantage is its objectivity, yet as with any research, its value ultimately
depends on making some qualitative-type contextualisations and
understandings of the objective data.

Our study focuses on the results of existing research and practice to
construct our proposed conceptual CRM framework. It uses variables
from different research studies and incorporates it in the framework
design to enhance its practicality. We also used our experience in the field
of government to further refine the concept and to reflect management
needs. We aim to promote this framework to be used as a simplified
management tool to support comprehension and, thereafter, successful
CRM implementation in the government sector.

Our preference for this research methodology follows the recommendation
of Denyer and Tranfield (2006), who argue that meta-ethnographers
infer that it is possible to translate the findings of some studies into the
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terms of another to build higher-level constructs. Besides, if converged
with qualitative research, approaches like meta-analysis can provide
management field with a means of creating actionable knowledge in the
future (Davies et al, 2000; Noblit and Hare, 1988).
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10. Proposed CRM Framework

The implementation of CRM systems involves a great deal of complication
and challenges. CRM is not a single technology that can be implemented
with a magic trick to upshot increased customer satisfaction. A CRM
system is a comprehensive set of processes and tools backed by
technology. Proper planning and a phased approach are recommended
for the adoption of a CRM system. We propose a 5-stage approach to
deploy CRM systems (see Figure 11).

( )

Feedback & learning must provide
a process to re-design & re-assess STEP 1

implementation to ensure the Visualise
creation & delivery public of value.

Define CRM scope, goals and
objectives and desired
capabilities.

Development of requirements
indicating critical priorities, &
establishing overall system
architecture

Measure the impact of the
new system & evaluate its
success.

STEP 3
Implement

Incremental deployment
of the system, & end user
training.

L —

Figure 11: A 5-step approach to deploy a CRM system.

We incorporate these stages into a more comprehensive framework
illustrated in Figure 11. The framework includes a number of additional
factors and focuses on the representation of identified critical success
factors in the literature to improve usability and application in practice.
The framework is designed in three phases: pre-implementation,
implementation, and post-implementation. Each phase has a number
of critical success factors associated with it that need management
attention. Figure 13 illustrates the framework.

In the first phase, organisations need to visualise and define the goals
and objectives of a CRM system. This should set the desired expectations
from the CRM system that should be translated later into an input to
build CRM capabilities by balancing near-term impact with long-term
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strategy. This phase also include creating a proposed design for the
new system in the form of requirements, critical priorities, and overall
system architecture. It should also list the CRM components and related
technology components. The output of this phase will be used an input
to the next phase.

The next phase is about implementation of the system. The selected
components are deployed, implemented, and the output and outcomes
monitored. Incremental deployment of CRM system provides a time-
phased, measured roll out.

The third phase, post-implementation, is basically about measuring the
impact of the new system and evaluating its success in achieving set
objectives and outcomes, and the stage is set for the next iteration. This
iteration approach seeks to introduce innovation through feedback and
learning process to redesign and reassess its implementation. Innovation
in technology adoption would need to be considered to optimise the
business process and the related customer experience enhancement.
This phase ultimately represents the stage where governments attempt to
create and deliver public value.

This framework design was also based on three dimensional streams: (1)
management focus areas, (2) project steps and key success factors, in
relation to each of the (3) implementation phases. Management focus areas
include a set of necessary elements that need to be followed to promote
the culture of results-based management. Results-based management
is a management strategy that ensures that the processes, outputs, and
services contribute to the achievement of clearly stated and measurable
results that are altogether aimed at improving the overall organisation
performance. Such strategies encompass the following: empowering
managers and holding them accountable; focusing on participation and
partnership; developing supportive mechanisms; and creating a culture
of information use within the organisation. Results-based management
has linked budget planning with strategic policy planning, thus moving
from having an internal management focus to having an outward-looking
citizen-centric orientation and on managing for the development of public

value results.
Figure 13 }>
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The second dimension of project steps and key success factors include
guiding processes and milestones that can be used as key milestones
in a CRM implementation program. These can be used to examine and
determine project plan thoroughness. It is a reality that project planning is
often ignored in favour of getting on with the work. Most of the time, project
plans are looked at from narrowed and/or technical perspectives. The
proposed elements are considered as fundamental building blocks for
any sound project planning approach for a CRM program implementation.
Although the specifics of various programs may differ, many of the critical
elements are envisaged to be similar.

The framework pays high attention to the critical success factors
identified part of our literature review. Thus, it has been developed around
the identified factors. Critical success factors attracted considerable
attention of both practice and research fields as a means of supporting
both planning and requirements analysis. When implementing CRM
systems, they can be particularly effective in supporting planning
processes, in communicating the role of information technologies to
senior management, and in promoting structured analysis processes.

Customer segmentation is a recommended activity in the proposed
framework. Customer segmentation is the practice of dividing a customer
base into groups of individuals who are similar in specific needs and
preferences — such as age, gender, and other demographical and
profiling attributes (Tsiptsis and Chorianopoulos, 2010). The concept of
looking at groups of customers, using the segmentation approach, would
allow government organisations to develop better understandings of
and responses to public needs (Barnett and Mahony, 2011). This should
also allow them to better serve and maintain more effective relationships
with their customers. The CRM solution must be designed to incorporate
segmentation needs, with a focus on developing strategies that improve
the delivery of vital citizen services — with a particular focus on how people
move up the value tree (Wood, 2008).

However, a note to management: Critical success factors outlined in
the framework should not be confused with success criteria; those
are outcomes of a project or achievements of an organisation that are
needed to consider the project a success or to esteem the organisation
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as successful (Boynlon and Zmud, 1984). Success criteria are defined
with the objectives and may be quantified by key performance indicators
(KPIs) (Friesen and Johnson, 1995). Critical success factors, on the other
hand, are elements that are vital for a strategy to be successful.

A critical success factor should drive the strategy forward. It should make
or break the success of the strategy. KPIs should be viewed as measures
that quantify management objectives, along with a target or threshold,
enabling the measurement of strategic performance. A successful critical
success factor led requirements analysis effort is likely to be supported
by other, more concrete, techniques; or it is likely to involve management
with a proactive, rather than reactive, organisational perspective (Boynlon
and Zmud, 1984).
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11. Conclusion

Customer relationship management is an undebated requirement to
reach out to the customers proactively and provide personalised services.
This will not only result in higher customer satisfaction but also, from a
government perspective, dramatically improve its relationships with its
customers through reorganising service delivery capabilities around
customer intentions, thus creating real public value. When implemented
well, CRM systems can meet the strategic objectives of the government
in providing better services and better quality of life for its citizens. A
good CRM system should always be determined by its final outcome and
should result in high public value creation.

Lack of understanding CRM systems has the potential to contribute to the
failure of the whole initiative — especially when organisations view such
systems from a purely narrowed technological perspective or when they
address CRM in a fragmented manner. Besides, there are different layers of
complexity associated with CRM systems in government context that need
to be looked at and carefully managed. Governments need to concentrate
on the needs of their citizens to achieve their goals of developing service
architectures that are more responsive, more citizen-centric, and more
efficient. To focus more on core competencies, governments may
consider cloud-based CRM systems as a viable alternative compared
to an in-house implementation model. However, concerns remain around
privacy, security, and sovereignty of data on such operating platforms
(Chandrasekaran and Kapoor, 2010). Policymakers need to strike the
right regulatory balance to ensure flexibility, regulatory compliance, and
jurisdiction issues to allow cloud computing to perform in an efficient
manner, one driven by trust and confidence, and to inspire innovation
(Chandrasekaran and Kapoor, 2010). More successful adoption cases of
cloud-based CRM in the private sector is likely to encourage the public
sector to follow suit.

In this article, we attempted to explore the field of CRM and relate the
existing literature to the context of government. The framework provides
management with a conceptual tool to guide management in the
implementation of CRM systems. The contribution of our work resides
in the design of the framework that integrates: (1) the 5-staged CRM
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implementation steps, and (2) the inclusion of relevant key success
factors identified in the literature map to each phase. While the individual
components of the framework can be viewed as more of an abstract, the
overall framework can be tailored to specific needs and settings.

Future work to test and refine the proposed framework is inevitable
to evaluating and validating its practicality. For any framework to be
successful, organisations need to understand and refine their own vision
of how knowledge should be structured, communicated, and socialised
within the organisation to influence results (Kellen, 2002). Then again,
for governments to build successful CRM systems with new customer-
oriented capabilities, they need to start constructing new ways of knowing
their citizens.
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Abstract: This article provides an overview of eGovernment
and its role in revolutionising existing governmental systems.
It argues that for eGovernment initiatives to truly succeed,
we need to develop public trust and confidence to promote
diffusion and participation. The article relates this to the
recently announced UAE eGovernment Strategic Framework
2011-2013. The framework attempts to promote the electronic
transformation of all government services within a period of three
years. An important component of the strategic framework in
question is the use of the existing national identity management
infrastructure and the development of a government-owned
federated identity management system to support Government-
to-Citizen (G2C) eGovernment transactions and promote trust
and confidence on the Internet.
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1. Introduction

Information and Communications Technologies (ICT) have affected the
ways in which people, governments, and businesses interact with each
other. The rapid diffusion of the Internet, mobile telephony and broadband
networks demonstrate how pervasive this technology has become. Today,
ICT is considered as one of the fundamental building blocks of modern
societies and digital economies (Castells, 2009; Varian et al., 2005).

Yet, the revolutionary pace in countries worldwide is dependent on the
preparedness of several factors of both social and political environments
(Gauld & Goldfinch, 2006; Loader, 2009; OECD, 2009). New technologies
have revealed their potential to threaten existing power settings and
economic relationships (Beer, 2011; Nixon & Koutrakou, 2007). The
numerous applications of ICT over the past few decades have shown its
transformative potential and its usage as an important tool for organising
political dissent in countries worldwide (Hirschfeld, 2012; Reddick, 2010;
Serageldin, 2011).

From a government standpoint, eGovernment adoption is becoming an
unquestionable task. EGovernment deals with facilitating the operation
of government and the distribution of governmental information and
services. The ultimate goal of eGovernment is to be able to offer an
increased portfolio of public services to citizens in an efficient and cost
effective manner. Anticipated benefits of eGovernment include efficiency,
improved services, better accessibility of public services, and more
transparency and accountability (Atkinson & Castro, 2008) ), see also
Figure 1.

The objective of this article is to examine some of the difficulties pertaining
to the successful development and implementation of eGovernment
programmes. The aim is to be pragmatic and focus on the problematic
area from a practitioner’s point of view, thus relating the identified concerns
and mapping them to a case study drawn from the UAE eGovernment
experience.

The article is structured as follows: The first section provides a snapshot
overview of the literature around the objectives and outcomes associated
to eGovernment. It then briefly discusses the issue of trust and security
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Figure 1: Primary drivers of eGovernment.

in virtual networks and how it may encourage or inhibit public trust and
confidence. The following section gives an overview of eGovernment
in the Gulf Cooperation Council (GCC ') countries and some recent
statistics about eGovernment diffusion. It then presents the case of the
UAE eGovernment Strategic Framework 2012-2014 and explains its
primary objectives and components. Finally, it sheds some light on the
UAE government’s strategic initiative, the national identity management
infrastructure and its federated identity management system explaining
its potential role in supporting the eGovernment transformation and
successful implementation of the government’s strategy.

1 GCC is the acronym for Gulf Cooperation Council, also referred to as the Cooperation
Council for the Arab States of the Gulf (CCASG). It includes six countries namely, Bahrain,
Kuwait, Oman, Qatar, Saudi Arabia, and the United Arab Emirates.
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2. eGovernment: The power of technology

eGovernment in its simplest form is about the use of ICT to provide access
to governmental information and deliver public services to citizens and
business partners. However, practitioners have still not figured out how to
exploit its full benefits. There is an equilibrium problem with eGovernment
applications and limitations arising from the difficulty to tangibly justify the
gigantic investments in ICT systems for the past decade and a half.

The average public expectations concerning governments’ efforts
are shaped according to the ability of the government to successfully
improve citizens’ quality of life. Governments need to ensure that their
policies, regulations and systems, enable citizen participation, and
address the needs of improving the delivery of services. The service
delivery lifecycle needs to be reengineered and redesigned so as to
meet citizen’s expectations of enhanced social security and quality of life.
Figure 2 depicts the role of government policy making in building a more
citizen-centric and competitive government.

Government policies should enable governments to undertake radical
organisational changes, that: (1) foster growth in services, (2) reduce
unnecessary costs and regulatory burdens on firms, (3) strengthen
education and training systems, (4) encourage good management
practices, (5) foster innovation and new applications, (6) foster market
conditions and create a business environment that promotes productive
economy, and the list goes on.

Advocates of eGovernment point out the opportunities for citizens to
play a greater role in public policy (Ambali, 2010; Bonina & Cordella,
2008; Navarra & Cornford, 2007; Torres et al., 2005). They also stress its
potential to connect them, quickly and directly, to what their government
has to offer — no queues, no waiting, service 24/7.

Cost-cutting is a major factor driving decisions to go online. Advanced
eGovernment in our opinion has the potential to cut overheads by as high
as 90 %, through streamlined communications and integrated systems
that offer higher levels of efficiency, effectiveness and convenience. This
is to say, eGovernment initiatives can reduce administrative burdens,
process time cycles and improve responsiveness. Besides, compared
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Figure 2: Development of a new revolution in Governments

with the traditional over-the-counter services, online services can reduce
substantial tangible costs as they, for example, do not need buildings,
people, electricity, service desks etc.

Indeed, ICT offers the potential for development of and competition in
the public sector specifically in areas of customer service and overall
organisational excellence programs. Such competition not only
helps lower the costs of government services through automation and
computerisation but also strengthens pressures on firms to improve
performance and change conservative attitudes.

Private sector has always challenged the public sector and acted as
catalyst for better quality and for more effective budget utilisation (Suomi
& Tahk&apéaa, 2002). Increased computerisation in the public sector is
promoting new levels of balance between the two sectors (Das et al,,
2010). Government agencies and public sector agencies in particular are
paying greater attention to core capabilities, and outsource other support
functions to be delivered by the private sector (Suomi & Tahkapaa, 2002).
ICT in this regard has played a central role in helping governments to
achieve remarkable productivity gains (EIU, 2004).
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On the other hand, and despite high spending and the widespread
adoption of sophisticated ICT infrastructure, many other countries
continue to lag behind on key measures of economic growth and
productivity (ibid). Government investment in ICT to date has been very
narrowly focused on administrative rationalisation, cost-cutting, and
service reform without giving attention to create public oriented systems
that promote and encourage citizen participation (Longford, 2002).

The major deficiency in such efforts is that they have been thought of
and executed from a ‘government mindset’ rather than being based on
public needs and expectations. Such a narrow view of eGovernment
calls for reported ICT achievements to be regarded with a skeptical eye
(Longford, 2002). Unless measures are taken to address other aspects
of society and governance, eGovernment alone may produce little if any
net gain in leveraging ICT to rationalise and restructure administrative
systems and service delivery systems (ibid).

Other researchers recommend that governments adopt a new approach
that embeds a transformation in the logic underpinning the design and
evaluation of public sector organisations (Lane, 2000). This is envisaged
to have considerable implications for enhancing the services delivered
by public administration, and serious consequences for the public value
associated with the services delivered (Bonina & Cordella, 2008).

In Arab countries, eGovernment is now viewed as the path to develop a
more sustainable new economy. It is also considered as playing a vital
role in managing and directing the process of change and reform that
will boost public confidence. However, building trust in eGovernment is
not a simple issue. Relevant literature shows that there are overwhelming
concerns about the potential of digital networks to negatively affect public
privacy and security (Conklin & Whiet, 2006; McLeod and Pippin, 2009;
Nikkhahan et al., 2009; Palanisamy & Mukeriji, 2012; Yee et al., 2005). The
next section discusses this in more detail.
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3. Trust and Confidence

Trust is probably one of the most important aspects in the implementation
of eGovernment strategies. In order for eGovernment to achieve its
ambitious objectives to develop and deliver high quality and integrated
public services, citizens need to trust the virtual environment. Without
trust, citizens will not participate in the eGovernment process.

A review of the literature and empirical studies on eGovernment identifies
the criteria for the adoption of eGovernment from both a citizen’s and
government’s perspective, which highlights trust and security as major
factors (Al-Khouri, 2012a; Tassabehji & Elliman, 2006). Empirical
evidence shows that the level of trust is simply not a gradual process that
happens over time (Berg et al., 1995; Kramer, 1999), rather a cumulative
process. There are several overlapping and consistent factors that have
the potential to impact the building of trust. These are classified in two
major clusters; pre-interactional and interactional factors, as depicted in
Table 1 (Colesca, 2009).

Table 1: Factors that impact the building of trust.

Pre-interactional factors

Individual Subjective norms, individual demographics, culture, past experiences,
citizen/consumer propensity to trust, benevolence, credibility, competency, fairness, honesty,
behavioural attributes integrity, openness, general intention to trust and use of eServices.
Institutional attributes Organisational reputation, accreditation, innovativeness, general perceived

trustworthiness of the organisation.

Technology Hardware and software that deliver security and effectiveness such as
interface design, public key encryption, integrity.

Interactional factors

Product/service attributes Reliability, availability, quality, and usability.

Transactional delivery and Usability, security, accuracy, privacy, interactivity, quality.
fulfilment of services

Information content Completeness, accuracy, currency, quality.
attributes

Source: Adapted from Almotairi (2009)
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For the successful adoption of eGovernment services, citizens must
have the intention to ‘engage in eGovernment’ which encompasses the
intentions to receive and provide information through online channels
(Warkentin et al., 2002). With the increasing reach of digital communication
tools and connectivity, governments’ interactions with their citizens
over virtual networks are becoming more popular. Citizens have come
to expect and demand governmental services matching private-sector
services in every aspect of quality, quantity, and availability.

In fact, such expectations put higher pressures on governments to
develop quality services and delivery systems that are efficient and
effective. However, the complexity arises from the fact that a citizen plays
multiple roles while interacting with the government. Single role-based
identities are decreasingly relevant in existing government transactions.
This makes it imperative for governments to acquire a citizen-centric
qualities that provide services and resources tailored to the actual
service and resource needs of the users, including citizens, residents,
government employees, business partners, etc.

The next section provides a snapshot of eGovernment in GCC countries
who have been recognised globally for their efforts in eTransformation
and eReadiness.

88 | Article 3

4. eGovernment in GCC Countries

The latest United Nations Development Programme (UNDP) report on
eGovernment shows a high level of preparedness in Middle Eastern
countries, well above the world average, in terms of eGovernment
adoption and readiness to interact proactively with citizens. The Internet
usage in the Middle East is reported to be 35.6 % compared to 32.6 %
worldwide (UNDP, 2012). See also Table 2.

Table 2: Internet Users in the Middle East and the World

Internet Users in the Middle East and in the world

Middle East Region Population Pop.% Internet Users Fopulatiop % Users Facebook
(2011 Est.) of World 31 Des 2011 (Penetration) % World 032012

Total Middle East 216,258,843 3.1% 77.020,995 35.6% 3.4% 20,247,900
Rest of the World 6,713,796,311 96.9%  2,190,212,747 32.6% 96.6% 815,277,380
World Total 6,930,055,154 100%  2,267,233,742 32.7% 100% 835,525,280

Source: http://www.internetworldstats.com

Representing a total of 77 million internet users, Middle Eastern citizens
are classified as heavy users of electronic social networks with high
dependence on digital communications. The United Arab Emirates
have the highest Internet penetration with nearly 70% of the population
followed closely by Qatar, Bahrain, Oman, Kuwait, Palestine and KSA.
See also Figure 3.
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Figure 3: Middle East Country Wise Internet % Population (Penetration)

Source: http://www.internetworldstats.com
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Overall, GCC countries have maintained leadership in eGovernment
readiness among Arab peers. They have taken serious steps to support
the diffusion of eGovernment in their societies (Al-Khouri & Bachlaghem,
2011; Al-Khouri & Bal, 2007). Several UNDP reports confirmed that the
growing efforts of GCC governments to promote digital transformation
and literacy have helped further enhance the region’s collective ranking
in the UN eGovernment Readiness Surveys (UNDP, 2010; UNDP 2012).
These reports indicated that GCC countries played various roles for
eGovernment in addressing the global financial crisis.

Governments of the GCC countries are considered to be in intense
competition with each other to develop a new knowledge-based economy;,
away from the current dependence on oil, and to make their products and
services competitive on a global scale (Awan, 2003). GCC countries are
proceeding at a rapid space to use more service oriented and citizen-
centric operating models. This rapid reform is bringing a paradigm shift in
the way citizens in the GCC are interacting with their governments. There
are serious efforts in these countries to develop electronic operating
environments, with advanced capabilities to build the right conditions for
the eCitizens concept to evolve.

The next section provides an overview of the eGovernment strategy of one
of the GCC countries, namely the UAE government’s strategic framework
that aims to electronically transform all public services through a two-year
action plan.
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5. UAE eGovernment Strategic Framework 2012-2014

Although local initiatives in the UAE begun earlier, the federal eGovernment
programme started in 2001. One of the early eServices offered at a
federal level was the electronic card known as the eDirham in 2001, which
was issued to collect government services fees (Figure 4). Today, the
UAE is considered to have one of the most advanced and world-class
information and communication technology infrastructures.
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Figure 4: UAE Federal eGovernment Evolution

The UAE is considered among the highest investing governments in
adopting and implementing progressive ICT in its government and private
sectors. The UAE has made a remarkable worldwide achievement in the
field of eGovernment according to the UN eGovernment Survey 2012,
which focuses on the role of eGovernment in sustainable development.
The UAE achieved the 28th rank overall according to the survey against
the 49th rank in the 2010 Survey. It scored 7th on online service index
against 99th in the 2010 survey and 6th in the eParticipation index against
86th in the 2010 survey (Figure 5).
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Figure 5: UAE in UN EGovernment Survey

The UAE has recently announced a revised eGovernment Transformation
Strategic Framework. This framework comprises numerous strategic
initiatives at a federal level to transform all government services and make
them available electronically through various channels. The following
section will provide an overview of this strategy.

5.1 UAE Federal eGovernment Strategic Framework

The United Arab Emirates has developed a federal eGovernment Strategic
Framework for 2012-2014 that charts out the initiatives and courses of
action the government intends to take over a period of a three years. The
framework is aimed to contribute to:

1. UAE Vision 2021: which drives the UAE to be one of the best
countries in the world, see also Table 3; and

2. UAE Government Strategy 2011-2013: that aims at putting citizens
first and developing an accountable and innovative government.

The framework also makes reference to some of the existing federal
strategies to ensure alignment with government strategic intents and
plans. See also Table 3.
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Table 3: The seven primary references in the UAE eGovernment strategy

References Description

UAE Vision 2021 Is the highest reference strategy and provides the strategic vision of the
country, for which the eGovernment strategy needs to be aligned with, and
contribute to its realisation. The UAE vision 2021 envisages development of a
knowledge-based economy that will be diverse and flexible led by skilled
professional Emiratis. The vision contains four important components with
detailed objectives related to national identity, economy, education and health.
It seeks to make the UAE a land of ambitious and confident people who hold
on to their heritage; a strong federation; a competitive economy led by creative
and knowledgeable Emiratis; and finally a high quality of life in a generous and
sustainable environment. http://www.vision2021.ae/

UAE Strategy 2011-2013 Provides a phased plan for the Federal Government to progress towards the
UAE Vision 2021.
http://uaecabinet.ae/English/Documents/PMO%20StrategyDocEngFinV2.pdf

UAE Government Government strategy to regulate the telecommunications sector. It represents
ICT Strategy the basis on which the eGovernment strategy was developed, as it defines
and details the three dimensions of service, environment and readiness.

Services Development Provides an analysis of the current state of federal government services, as
Strategy well as detailed guidelines on how to develop them. It also includes many of
the strategic initiatives that fall under the eGovernment programme.

Federal government Alignment of eGovernment budget with the federal budget.
budget http://www.mof.gov.ae/En/Budget/Pages/ZEROBudgeting.aspx
Current Situation Analysis Covers three dimensions (environment, readiness and services), and

contributes to the identification of gaps and opportunities that can be
addressed through the objectives and specific initiatives in the eGovernment
strategy.

http://www.emiratesegov.ae

Benchmarking Comparisons of best practices in the field of eGovernment to support the
development of the new strategy and define its primary objectives and
initiatives.

There is a considerable leadership confidence that successful
implementation of the federal eGovernment strategy 2012-2014 will help
to improve the UAE'’s global competitiveness and enhancing the UAE’s
eTransformation. This is described clearly in the vision and mission
statements developed as part of the strategy and as depicted in Figure 6.

As shown in the above diagram, the government adopted a seven-
stage strategy development process. It included benchmarks with
some international eGovernment practices and implementations, such
as Canada, USA, Southern Europe, Singapore, the European Union,
and GCC countries. The outcome of this exercise was the definition and
prioritising of the initiatives and the primary focus areas. The development
approach took into account three primary dimensions of eServices,
eReadiness, and ICT environment (Figure 7).

Figure 6 and 7 >>
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The eService dimension is concerned with the acceleration of the pace
of eTransformation within government organisations and the provision
of high quality electronic services through innovative delivery channels;
e.g., Internet, fixed and mobile phones and kiosks, besides the traditional
service centres. eReadiness focuses on strengthening the capacities of
federal agencies in terms of ICT, organisation structures, HR capabilities
and competencies, and their readiness for eTransformation. The ICT
environment dimension covers organisational factors such as policies
and legislations needed to support the implementation of eGovernment
initiatives. This has resulted in the development of five strategic goals as
depicted in Figure 8.

( 7
Work themes

Strategic Objectives Strategic Dimensions Lines of Action

Advancing / improving the etr the electronic
maturity of government agencies
eServices

Improving the competiveness of the UAE in
the field of eGovernment

Designing and constructing a shared
infrastructure and applications to increase
cooperation among government agencies
and reduce the cost of IT projects,

eReadiness Promotion of e-readiness in government

agencies and governance models by
building structures, support the
standardisation of operations and provide
them with needed human resources.

management
and services.

Developing effective mechanisms for performance
Supporting infrastructure development in the UAE
mechnasims for e-government in the country

[o3) Provision of a legal framework to ensure
Environment the success of e-government strategy.

Strenghthening the regulatory framework & governmance

Y Launching and provisioning of e-government applications

13

Figure 8: Strategic intents, goals, and work themes

Source: http.//www.emiratesegov.ae

In order to achieve these goals, the government has identified 38 initiatives
to be implemented as part of the eGovernment strategy. Figure 9 depicts
the initiatives for each of the four work streams. These 38 initiatives cover
four vital eGovernment areas:
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1. Strengthening the regulatory framework and governance
mechanisms for eGovernment in the country. This is related to
the legal and regulatory environment governing acquisition and

Strategic Goals

frm— —
use of information systems in government agencies, eGovernment * advancing/raising the e-transformation levels in government services
. . * improving the competitiveness of UAE in the field of e-Government.
services, and a hlgh level plan for the overall development of the * Establishing advanced infrastructure and promote cooperation between government agencies.
. . . . * promotion of e-readiness in government agencies and governance models
public sector in the country. Regulations and laws are considered * Provision of legislative and legal to ensure the success of e-government strategy.

prinary enables 0 support eGovermen and cnsure ey

reliability and data privacy. As such, this area also includes
- 1- Development of a legal framework for e-government
the development of strong governance structure to facilitate 2- Development of e-government securiy poliies

3- Development of e-government policies

CommUﬂlcatIOﬂ betWeen the d|ﬁerent Stakeh0|der8 and attem ptS tO Slrengflz:ﬁitn:)t(liz 4- Development of a management system to measure & monitor e-transformation levels of government agencies.
. . . . 5- Development of e-transformation strategy for government services.
capture their needs and turn them into electronic service systems. ealpgzitory 6- Development of quality standards for e-services.
governance 7- The launch of an electronic platform to support the t of e-Content in 1t agencies.
mechanisms for 8- Design of the institutional structure of the UAE government (AE).
2. Infrastructure support of information systems in the (ST o Development of Cloud computing strategy
the country. 10- Development of the electronic maturity model.
United Arab Emirates. This theme deals with creating a solid -0 of ICT skis and fos sirategy for federal government agencies.
. . . . 12- Development of ICT Structure for federal government agencies.
infrastructure for information systems to enable the delivery of 13- of eg friendy, green ICT strategy and policies.

world-class eGovernment services. It also focuses on aspects

1. Build and operate the FedNet information network for the UAE Government.

such as facilitation of eXChange and Sharing of data between Second axis 2. Development of data sharing model between government agencies
X Infrastructure 3. Building and managing the data center and disaster recovery
gOVernment ageﬂCIeS support of 4. Launch and operation of customer relationship management centre

information 5.D
systems in the
(1713

ofani (inter ility) model for federal government systems.
6. Provide e-mail services to the staff of the federal government agencies.

3. Launching and providing eGovernment applications and
services. This theme focuses on a set of applications and services

1. Development and management of the official portal of the Government of the UAE.
2. Update standards for federal government agencies websites and conduct annual evaluation.

to be provided to government agencies to support them to provide Third axis g e~ ia of the UAE.
. . .. Launching and 4. Launch and operation of e-government service via mobile phones and devices.
eGovernment services effectively and efficiently. availing o o e - AP s S———

e-government
applications and
services

6. The launch of UAE e-Government Award.

7. Specialized electronic portals - Phase |.

8. Construction of Cloud ing for UAE

9. Launch and operation of knowledge management system.

10. Development of e-Service Service Level Standards.

11. Build a model to calculate the return on investments for e-government projects.

4. Development of effective mechanisms for performance
management. This theme focuses on improving overall
effectiveness and actual levels of performance of departments
of information technology within government agencies. It also

1. Measuring customer satisfaction on e-services

. . , Forth axis 2. Measuring the quality of e-Government services
dea|S W|th deve|0plng automated too's and reports to mor”tor Developmen{ of 3. Media Campaign to enhance the level of awareness & use of public access e-services & the different channels.
. . e'ffectlfve 4. Develop and implement an action plan to improve the UAE ratings on the United Nations e-Government index.
performance indicators and overall performance management. mecasiEmsior i jon and marketing of success stories.
r‘:lanagemenl 6. The ofa i of i in e-g¢

7. The development of business continuity governmental policies.
8. Measuring the e-maturity of government agencies.

The government identified 20 strategic performance indicators across all
five strategic objectives to measure the implementation success of the
strategy. Figure 10 shows 8 of these key performance indicators (KPIs).

Figure 9: UAE eGovernment 2011-2014 initiatives

Source: http.//www.emiratesegov.ae
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Improving the level of
e-transformation
of government services

1. % of eTransformation of government
services.

2. % of (individual) use of eServices.

3. % of (business enterprises) use of
eServices.

4. % of customer satisfaction (individuals) on
eGovernment services.

5. % of customer satisfaction (business
enterprises) on eGovernment services.

6. % of compliance of government agencies
websites to eGovernment standards.

7. % of compliance of government agencies
eServices to eGovernment standards.

Improving the competiveness
of the UAE in eGovernment

1. UAE standing on UNDP rating

2. Annual participation in regional and
international conferences to report
success stories.

Development of an advanced
infrastructure to promote
cooperation government agencies

1. % of available cloud services.

2. % of government agencies using cloud
services.

3. value/cost savings from the use of cloud
services.

4. % of completion of Enterprise Architecture
in government agencies.

5. Level of integration between government
agencies.

6. % of compliance of government agencies
with the government ICT standards.

Promotion of eReadiness
in government agencies

. % and level of eReadiness in government
agencies.

. Level of differences in eReadiness
between government agencies.

. % of compliance by government agencies

to the unified information technology
strategies.

Provisioning of legislative & legal
environment to ensure the
success of e-government strategy

1. % of completion of laws and legislations

related to use and application of ICT.

2. % of compliance of government agencies

with UAE eGovernment green policy.

Figure 10: Some of the UAE eGovernment 2011-2014 KPIs
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Source: http.//www.emiratesegov.ae

The government also developed an operating model that will be used
to measure progress based on two variables: (1) citizen centricity and
(2) efficiency and effectiveness factors associated with initiatives and
projects. The model consists of six elements, as depicted in Figure 11.
Each of these elements is managed through a separate and dedicated
set of project portfolios. The most important element in the model is
the construction of necessary security measures to develop trust and
confidence levels between the service providers and the beneficiary.

e 1)
Customer Focus

A

an internationally recognised
competitive e-Government that
focuses on the efficiency &

Satisfaction «— effectiveness & government agencies
& customer needs.

Use «—

Trust & Confidence «—

Awareness «—|

e Service Quality «—
Focus on efficiency
& effectiveness

e Transformation « l >
Providing common (Integrated) e services that crosses Simplifying and streamlining and
government agencies boundries Processes within government
(UAE Government Cloud) Agencies

Figure 11: UAE eGovernment strategy operating model

Source: http://www.emiratesegov.ae

One of the key programmes launched by the UAE to build trust and
security in its eGovernment plan is the national identity management
infrastructure programme. There is a high level of interdependence
between these two initiatives. As part of the programme, the UAE issues a
smart card with digital identities for all of its population which is estimated
at around 9 million people. The next section will elaborate further on the
objective of this programme.
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6. UAE National Identity Management Infrastructure

The UAE national identity management infrastructure is a strategic
initiative to enhance homeland security and develop a federated identity
management system enabling secure eGovernment transactions (Al-
Khouri, 2012b). A federated identity is the means of linking a person’s
electronic identity and attributes, stored across multiple distinct identity
management systems (Madsen, 2005). Such systems would allow
individuals to use the same user name, password or other personal
identification to sign in to the networks of more than one enterprise in
order to conduct transactions (Bertino & Takahashi, 2011; Roebuck,
2011; Windley, 2005).

As part of the program, the UAE issues smart identity cards for all of
its population. The UAE national identity card is one of the world’s most
advanced and secure smart cards. The card is provided with identification
parameters stored securely in the smart chip. It thus enables establishing
a person’s identity on-site (physically) and remotely (virtually), enabling
secure and trusted transactions. The multi factor authentication which
provides both match-on-card and match-off-card features, facilitates
validation, verification and authentication of any given identity. The
cardholder can then access all identity based services as shown in
Figure 12.

( R\
Authentication

Idantification

Figure 12: National ID Card: Key Enabler for UAE eGovernment.

The UAE ID card capabilities of on-site identification, remote identification
and authentication are available to be used across the different applications
enabling various forms of electronic transactions e.g., G2C, B2C, etc.

100 | Article 3

These are facilitated by PIN verification, biometric authentication (match
on card and match off card features) and digital signatures (Figure 13).
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Transactions
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i B2C, S o site identification
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- Fedeorated ldentity
Dégital Signatums

Figure 13: Enabling secure eGovernment transactions through smart identity cards

The UAE national identity management system eliminates the need to
maintain distinct user credentials in separate systems. In an eGovernment
context, this should result in greatly simplified administration and
streamlined access to resources.

Government agencies in the UAE’s federated identity management
(FIM) system will depend on the National Identity Validation Gateway to
authenticate their respective users and vouch for their access to services.
Agencies will be able to share applications without needing to adopt the
same technologies for directory services, security and authentication.
This is enabled by the active directory services part of the FIM that allows
government agencies to recognise their users through a single identity
(Figure 14).

UAE is currently taking rapid steps in integrating its identity management
infrastructure and its smart card capabilities in various public sector
systems and applications. Some of the current deployments for card
usage include the eGate service at the airports that allows cardholders to
pass through immigration control using biometric authentication.
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Figure 14: Federated identity management system

In addition, citizens in Abu Dhabi , for example, have the ability to login
to the online local government portal and avail themselves of various
eServices and utility payments. Some additional services provided
through the Abu Dhabi portal include viewing and modifying details of
one’s personal traffic profile with Abu Dhabi Police, such as address,
licence plate, etc.

There is increasing motivation in the UAE'’s public sector to rely on the new
identity card to provide its services. It is expected that all eGovernment
services would eventually require registering for the UAE identity card
and PIN to access online government services. Integration of the national
identity card is ongoing in all the federal and local authorities.

The design of the UAE federated identity management system ensures
reliable and secure access from multiple locations, and hence provides
advanced mobility. This supports the vision set in the UAE eGovernment
strategic framework to deliver public sector services through different
channels; whether it is the internet, kiosk machines, mobile phone
applications or any other electronic channel. The UAE national identity
card is viewed as the cornerstone for enabling successful deployment of
eGovernment and eServices strategy in the country.
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7. Conclusion

In an era of increasing digital communications and connectivity,
governments are paying more attention to the interaction with their citizens
within the virtual world (Bwalya, 2012; Reddick, 2010b). While making
such attempts, governments are realising that conventional physical trust
mechanisms are now insufficient and that there is a clear need to develop
new capabilities to identify electronic identities (Andress & Winterfield,
2011; Basin et al., 2011; Howard & Prince, 2011; Sheldon & Vishik, 2011).

The government of the UAE decided, as part of its national development
strategy, to own the identification process itself and provide secure, unique
and tamper-proof digital identities to its population. This kind of identity
management system owned by the national government is envisaged
to offer improved security, gain higher levels of trust, confidence and
encourage participation.

The federated identity management system, which is a fundamental
component of the UAE’s identity infrastructure, is foreseen to eliminate the
need to replicate databases of users’ credentials for separate applications
and systems. It also paves the way to use a common framework to share
information between trusted partners, where government agencies would
not need to establish separate relationships and procedures with one
another to conduct transactions.

The UAE eGovernment initiatives will be more successful when citizens will
be able to transcend the physical borders to carry out their transactions.
A citizen should be able to use his/her national identity card to conduct
eGovernment & eCommerce transactions on websites verified & validated
by a single identity validation service. This should be the future aspiration.

To the extent that the UAE federated identity allows government agencies
to offer controlled access to data or other resources, it has the potential to
enable new levels of collaboration between the different agencies. Identity
management can support process re-engineering for extending access
to valuable resources, using multi-factor authentication mechanisms,
while the integration of systems across governmental and private sector
spheres further broadens the opportunities for supporting eGovernment
and eCommerce applications.
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e-Government in Arab

Countries: A 6-Staged
Roadmap to Develop the
Public Sector?

Abstract: Governments the world over are competing with each
other to be at a leading position in the arena of e-government.
e-Government is seen as a path to modernisation and rendering
more efficient and effective public sector services. Recent
practices in the field have focused on bringing the government
closer to the people. As such, governments worldwide adopted
various government-to-citizen (G2C) e-government modelsin an
attempt to improve and provide round the clock availability of all
government public services.This article provides a review of the
current e-government field with a focus on Arab countries. We
present a conceptual six-staged roadmap that illustrates our
account of idealisation on how Arab countries should prioritise
their e-government short and mid-term efforts. It is a simplified
model that represents mega functions that governments need
to bear in mind whenaddressing the changing development
needs of the globalised world we live in today. We argue that the
stagesof the proposed roadmap have the potential to support
the development of the public sector and the emergence of the
Arab bloc as strong revolutionisedcitizen-centric governments.

Keywords: e-government, citizen-centricity, participation, inclusion,
Arab countries.
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4. Al-Khouri, A.M. (2013) "e-Government in Arab Countries: A 6-Staged Roadmap to
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1. Introduction

“E-government has been a bipartisan1 effort, today it becomes
bicameral 2 as well... The era of big government is over we are
committed to a smaller, smarter government. New information
technologies are tools to help us achieve these goals.”

Joseph Lieberman

It comes as a paradox when we attempt to examine the definitions of
“government” and “e-government”.The commonly recognised definition
of government refers to it as being“the act or process of governing;
specifically: authoritative direction or control” (Merriam-Webster, 2011).
All other definitions expressed in dictionaries and the literature indicate
government to be an ‘authority’, ‘enforcer’, and ‘controller’ and so on
(MWD, 2011).

On the other hand, e-government is associated with terms such as
development, services, access, relationship, etc. As per the United
Nations’ definition of the concept of e-government, or “digital government”,
it can be understood as “the employment of the Internet and the world-
wide-web for delivering government information and services to the
citizens” (United Nations, 2006; AOEMA, 2005).

Therefore, e-government in its essence is about transforming relations
with citizens, businesses, and other arms of government with the objective
to enhance the overall efficiency and effectiveness of service delivery in
the public sector (Hai, 2007; World Bank, 2012). See also Figure 1.

E-government is more to do with enablement and facilitation.
E-government facilitates and enables citizen relationships with the
government as it takes the process of governance closer to the people.
After all, governments are meant to improve life quality and instil a sense
of inclusion among its population. Accordingly, e-governmentenables
and facilitates this specific objective through the delivery of services to
the citizens and residents at their personal convenience, allowing secure
personal transactions with the government with a choice of channels and

1 Bipartisanship is a political situation, usually in the context of a two-party system, in which
opposing political parties find common ground through compromise.

2 Bipartisanship is a political situation, usually in the context of a two-party system, in which
opposing political parties find common ground through compromise.
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Figure 1: e-GovernmentContext

time, thereby bringing them closer to the government authorities. The
potentials are endless.

The aim of this article is to provide an overview of the existing body of
knowledge in the field of e-government, and relate it to the discussed
topics around citizen-centricity and the delivery of public services.
The discussion in the second part of the article focuses more on
e-government practices in Arab countries. The major contribution of the
article is presented in the form of a six-staged roadmap that illustrates
our account of idealisation on how Arab countries should prioritise their
e-government short and mid-term efforts. The roadmap can be used
as a tool for progress monitoring and measurement. The stages of the
proposed roadmap are envisaged to have the potential to support the
development of the public sector and address the changing needs of the
globalised world we live in today.

The article is organised as follows. Section 2 outlines the concept of
citizen-centric e-government. It emphasises the need to adopt a strategic
planning model to ensure successful e-government implementation.
Section 3 presents a number of e-government maturity models to
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illustrate e-government in the context of its progressive phases. Section 4
emphasises the need to develop information societies to ensure ‘inclusive
growth’ and shifting towards citizen-centric systems. Section 5 presents
some recent statistics reported by the United Nations on the development
index and evolution of e-government globally. Section 6 sheds light on the
e-government maturity in the context of Arab countries. In section 7, the
proposed roadmap is presented and its phases are discussed in detail.
Finally, some reflections and thoughts are presented in section 8, where
the article is concluded.
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2. Citizen Centric Government

“Government of the people, by the people, for the people, shall
not perish from the earth.” Abraham Lincoln (1863)

Citizen-centricity is the crux of governance in modern government
terms. It redefines the parameters on which governments interact with
their citizens.It also calls governmentsfor more openness, transparency
and collaboration. At its most fundamental level, citizen-centricity is a
mind shift from an “institution-centred” view of government to a “citizen-
centred” view of government (Suthrum &Phillips, 2003).

Citizen-centricity is not an option for governments in today’s vocabulary.
In the face of political and economic unrest around the globe, a need
arises to redefine the balance between the governing parties and their
constituents, in a citizen-centred paradigm that will bring the human
factor back into the centre of the equation and will focus on the citizens
and their well-being (Rahav, 2012). It is about changing the priorities and
opting to put the citizens and their well-being at the heart of government
policies and systems (Bhatnagar, 2008; Kearney, 2011; OECD, 2008;
Rahav, 2012).

Current research indicates the need for the very effort of stretching the
view of the future.lt prompts governments to be more practical in how
they exploit new opportunities for innovation and transformation to shape
their strategic priorities and meet their citizen needs (Di Maio et al.,
2005).Numerous models have been developed to support governments
in this domain of application. Theypresent conceptual frameworks to
transform government infrastructure and enable citizens to become more
participative and inclusive in the governance process itself.

However, practices in the field of e-government point out the difficulty
of developing systems thatcan meet today’s increasingly changing and
complexvalue landscape (Goldkuhl, 2012).The literaturesurrounding
e-government, in general, denote that governments need to follow a
strategic planning model to ensure successful implementation (Homburg,
2008; Lowery, 2001; Otenyo & Lind, 2011; Sherry et al., 2012). Lack of
such strategies is argued to be among the primary causes for existing
gaps in coordination and/or communication between various stakeholders
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and initiatives. It is also attributed to the existence of so-called “islands of
automation” and “stovepipes” within and between levels of government
(Seifert & McLoughlin, 2007).

2.1 Gartner 2020 Government Scenario Planning Tool
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Figure 2: Gartner 2020 Government Scenarios (Di Maio et al., 2005)

One of the often cited scenario-planning toolsin the literature for creating
long-term government strategies is depicted in Figure 2. This was
developed by the Gartner research group. The model gives a picture
of how governmentswill use and be shaped by technology in 2020. The
framework uses two primary driving forces.

The first force is related to the degree of government intervention in the
economy, and captures the different attitudes that governments can take
vis-a-vis the regulation of economy. The second driving force relates to
citizen attitude to privacy and surveillance, and ranges from governments
with the freedom to access citizens’ personal information to situations in
which laws protect citizens’ private information.

In the scenario of low government intervention and restrictive regimes,
the development of the economy is nearly defunct and remains a status
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quo. In a case when the government intervenes heavily and citizen
participation is highly restrictive, the development is purely a function
of the government initiatives. On the other hand, a low participation
from the government, combined with a free and highly permissive
environment,represents a pure capitalist form of government where
the development is determined solely by the free enterprise. An all-
round development, well-regulated and participative, is the ‘Good Big
Brother’ approach where the government and citizens participate alike in
determining the development of the nation.

In practice, we may see all four scenarios to some extent carried out
throughout the world, with each country adopting transformation models
that better fit their national priorities and policies. In fact, and in the past
few years, many countries launched different initiatives for transformation
of their governments to increase the inclusiveness of their citizens and
residents,all striving to reach out to their citizens and improve life quality
(Al-Khouri, 2012; CARICOM, 2009; Nordfors et al., 2006). The essence
of these initiatives is to “take the government to the citizen”,and move
forward from the conventional concept of government offices.

In such transformed operating models, the government is no longer
confined to four walls, file cabinets and service counters. It also means
that governments can be available on a 24/7 basis, (e.g. over the Internet
and through mobilephones, public kiosk machines,digital TV, and call
centres, as well as through personal computers).In such operating
models, governments attempt to create service-oriented architectures
(SOA® )and develop a single window platform through which public
services are provided.

Prior to digging deeper in the literature to explore governments’ maturity,
we attempt in the next section to shed light and define the term ‘maturity’
in the context of e-government and existing developed models to gauge
its progress.

3 In software engineering, a Service-Oriented Architecture (SOA) is a set of principles and
methodologies for designing and developing software in the form of interoperable services.
SOA design principles are used during the phases of systems development and integration to
define how to integrate disparate applications for a Web-based environment and use multiple
implementation platforms. SOA is not just an architecture of services seen from a technology
perspective, but the policies, practices, and frameworks by which we ensure the right services
are provided and consumed.
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3. e-Government Maturity Models

“It is the framework which changes with each new technology
and not just the picture within the frame.” Marshall McLuhan

e-Government literature in general classifies its focus areas among three
primary groups: (1) citizens, (2) businesses, and (3) the government. The
different available models indicate development of relationships between
the government and citizen (G2C), government and businesses (G2B),
and between government agencies (G2G). See also Figure 3.

To (destination)

G (Government) B (Business)

C (Citizen)

G2G G2B G2C
Back office conversion Front office input Front office input

From B B2G B2B B2C
(origin) Front office input (E-business) (E-business)

Cc Cc2G c2B c2cC
Front office input (E-business) (E-community)

Figure 3: Electronic Interactions of e-government (Song, 2006)

3.1 Forrester e-Government Maturity Continuum

One of theillustrioustransformation models that depicts the evolution of
e-governmentwas developed by Forrester Research called e-Government
Maturity Continuum. Today, e-government initiatives fall somewhere within
the three phases of the framework, namely access era, interaction era,
and integration era. See also Figure 4. The framework is used to depict
the evolution and transformations that took place over a period of 20
years, starting in 1993, the year in which major e-transformations for
citizen-centric governments really began.

The era of access: in this first phase of citizen-centric government
initiatives, citizens are able to access government information online. This
is the information dissemination and information sharing phase. The idea
is to provide real-time information to reach out to the confidence of the
people.

The era of interaction: this phase is to allow transactions. In this stage
of development, there is some level of transactions taking place between
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Figure 4: Citizen-Centric Government Phases

Source: Forrester Research, Inc.

the government and the citizen. Many governments today have adopted
Access and Identity Management (IAM*) systems to enable and facilitate
such transactions.

The era of engagement: this is the last phase of the citizen-centric
e-government maturity. It is about enhancing the participation of the
citizens in the different aspects of government decision-making in a
proactive rather than an impersonal way. Decision-making is no longer
the realm of a handful of bureaucrats or a few politicians. Decision-making
is heavily influenced by the citizens who are able to cast their voices to
shape the policies that govern their lives. At this stage of development,
government websites are topically or user-group oriented, enlightened
by insights about the constituents they serve. These sites span multiple
agencies and multiple levels of government, are more intuitive to use, and
reach across multiple channels seamlessly.

Two other famous e-government models are depicted in Figure 5 and
Figure 6. Both of the models complement Forrester's e-government
maturity model.

4 Access and Identity Management (AIM) is a term that describes the management of
individual identities, their authentication, authorisation, and privileges/permissions within or
across system and enterprise boundaries with the goal of increasing security and productivity
while decreasing cost, downtime, and repetitive tasks.
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3.2 Layne and Lee’s e-government model

Layne and Lee (2001) regarded e-government as an evolutionary
phenomenon and proposed a four-stage model (see Figure 5):

( M

Horizontal integration

- Systems integrated
across different functions

- Real one stop shopping
for citizens

Complex }

Vertical integration

- Local systems linked
across different functions

- Real one stop shopping
for citizens

Transaction

- Services & forms online

- Working database
supporting online
transactions

Catalogue

- Online presence
- Catalogue presen
- Downloadable forms

Technological and organizational complexity

Simple

Sparse Integration Complete

Figure 5: Layne & Lee’s e-Government Model

1. Catalogue stage: This stage delivers some static or basic
information through web sites.

2. Transaction stage: This stage extends the capability of catalogue
and enables citizens to do some simple online transactions such
as filling government forms.

3. Vertical integration stage: This stage initiates the transformation
of government services rather than automating its existing
processes. It focuses on integrating government functions at
different levels, such as those of local governments and state
governments.

4. Horizontal integration stage: This stage focuses on integrating
different functions from separate systems so as to provide users a
unified and seamless service.
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3.3 Public Sector Process Rebuilding (PPR) Model

Andersen and Henriksen’s (2006) Public Sector Process Rebuilding (PPR)
model is argued to be an extension of the Layne and Lee Model. See
Figure 6. They make a case that the PPR model expands the e-government
focus to include the front-end of government with a focus on the activity
and customer-centric approach rather than the technological capability.

s N
o
2
o
o .
° Phase IV : Revolution
E - Data mobility across organizations
% - Application mobility across vendors
= - Ownership to data transferred to customers
o
[} .
(0] Phase Il : maturity

- Abandoning of intranet
- Accountability + transparent processes
- Personalized web-interface for customer processes

Phase Il : extension
- Extensive use of intranet
- Personalized web-interface for customer processes

Customer centric

Phase | : cultivation

- Horizontal & vertical integration within government
- Front-end System

- Adoption & use of intranet

Exeption, sparse

Few, rare

Activity centric applications Widely applied

Figure 6: The Customer and Activity Centric Maturity Model

The PPR model consistsA of four phases:

1. Cultivation phase: shelters horizontal and vertical integration
within government, limited use of front-end systems for customer
services, and adoption and use of Intranet within government.
Organisations in this group are not likely to have digital services
and will rarely have instant processing capabilities on the net.
Less attention is given to the use of the Internet to increase user
frequency, services provided, and/or the quality and speed of
services. The downside is that the public institution in this phase
will be experienced as inaccessible, have long case processing
time, and no accessibility for accessing the processing of requests.

2. Extension Phase: involves extensive use of intranet and adoption
of personalised web user interface for customer processes. It may

e-Government in Arab Countries: A 6-Staged Roadmap to Develop the Public Sector | 119




be characterised to involve costly user interfaces, no integration
with other systems, expensive maintenance, and fading out of
old software and data format. Thus, there are still many manual
routines, while the user might find many forms and information
where the agency re-directs users to information at other agencies.

3. Maturity Phase: Organisations in this phase mature and abandon
the use of the intranet, have transparent processes, and offer
personalised self-service web interface for processing customer
requests. In this phase, Internet and intranet applications are
merged to lower marginal costs for processing the customer
requests for services.

4. Revolutionary Phase: This phase is characterised by data mobility
across organisations, application mobility across vendors, and
ownership to data transferred to customers.

3.4 Other Models for e-Government

Several different researchers have developed models to explain the
growth of e-government. A short outline about some of these models is

provided in Table 1.

Despite the various models that have been developed to support
e-government progress and maturity, governments in practice have
gained limited success in the development of a ‘24-hour Authority’. This
is argued to be due to the fact that such initiatives require governments to
overcome politics and standardise internal processes and data in order
to integrate back-office functions across the public sector (OECD, 2009).
Some researchers argue that governments need to redefine the term
“access to government’and instead be referred to as “participation”. It is
also argued that governments need to go beyond superficial initiatives,
towards a more radical reengineering of the government processes across
its agencies to enable citizen-centric systems and the development of
information societies.
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Table 1: E-government Maturity Models

Source/
proponent(s)

Phases

Description

Chen (2002)

Phase 1: Information
Phase 2: Communication
Phase 3: Transaction
Phase 4: Transformation

1. Government “information” is created, categorised, and

indexed and delivered to its citizens through the Internet.

2. E-gov services support two-way ‘communication,” with
citizens communicating requests through web forms, email,
or other Internet media.

. “Transaction” services between citizens and governments
are supported. Government branches also use the Internet
for transactions among themselves.

. An opportunity for the ‘transformation’ of government
practices and services is exploited. Applications such as
e-voting and e-politics that may alter the democratic and
political processes are instituted.

&

IN

Chandler &
Emanuel
(2002)

Stage 1: Information
Stage 2: Interaction
Stage 3: Transaction
Stage 4: Integration

=

. Government services are delivered online. One-way
communication between government and citizens is put in
place.

. Simple interaction between citizens and governments are
supported.

. Services enabling transactions between citizens and
government are supported.

. Integration of services across the agencies and
departments of government are put in place.

N

w

IN

Howard (2001)

Phase 1: Publish
Phase 2: Interact
Phase 3: Transact

Information about government activities is available online.

. Enables citizens to have simple interactions through emails
with their governments.

. Provides citizens with full transaction benefits over the

internet with services such as purchasing licenses and

permits.

I

w

West (2004)

Phase 1: Billboard

Phase 2: Partial service
delivery

Phase 3: Full integrated
servicedelivery

Phase 4: Interactive
democracywith public
outreach andaccount-
ability

1. Government websites (usually static at this stage) are used
for information display.

Government websites have more capabilities and
functionalities to include sorting and searching of
information.

One-stop centre is created with full integrated online
services.

Government website develops into a system-wide political
transformation, with executable and integrated on-line
services. Customised information service is available.

N

©

e

Gartner’s group
model in

Baum & Maio
(2000)

Phase 1: Web presence
Phase 2: Interaction
Phase 3: Transaction
Phase 4: Transformation

Government uses the web to provide basic information.
Government provides a website equipped with search
engines, documents downloading capability and emails.
Citizens can carry out enhanced online transactions.

All government services and processes are integrated,
unified and personalised.

Eal o

Deloitte &
Touche (2001)

Phase 1: Information

publishing

Phase 2: Official two-way

transactions

Phase 3: Multi-purpose
portals

Phase 4: Portal
personalisation

Phase 5: Clustering of

common services

Phase 6: Full integration
andenterprise
transformation

EN

. Government creates websites (static) to provide information

to its citizens.

Enables customers to have electronic interaction with

government services such as television licenses renewal.

Enables customers to obtain government services and

information from a single point.

Government provides customers and its agencies with

opportunities to customise portals according to their needs.

5. All government services and processes are clustered so as
to provide unified and seamless services to citizens.

6. Government changes its structure to enable the provision of

more sophisticated, integrated and personalised services to

its citizens.

P ® DN

UN Public
Administration
Programme
(2010)

Phase 1: Emerging
Phase 2: Enhanced
Phase 3: Transactional
Phase 4: Connected

N

. Government provides information and basic services on its
web site.

2. Government websites deliver enhancedone-way or simple
two-way communicationbetween government and citizens
throughthe use of downloadable forms.

. Government websites use advanced
two-waycommunication between government and its
citizens. The websites processtransactions such as
e-voting, filling of taxes,and licenses and certificate
applications.

. Government websites change the way itcommunicates with
citizens; they are proactive in requesting opinions
andinformation from their citizens; they createand
“empower” citizens with more voice indecision making.

w

IS

Source: (Ifinedo & Singh, 2011)
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4. Information Society

“The empires of the future are the empires of the mind.” Winston

Churchill
( A
Natural Sustainable  Unsustainable
Resource Information Information  Information
Intensity ’ Intensity Society  Society

Today
Industrial Society
Industrial Society’

Yesterday

Agricultural Society

Natural
Resource

Yesterday Intensity

Labour Intensity

Labour Intensity

Figure 7: Visions of the Information Society (Hilty, 2011)

Information society is a term associated with the development of a more
open, inclusive and sustainable information-based society. See Figure
7. It refers to a society where the creation, distribution, diffusion, use,
integration and manipulation of information is a significant economic,
political, and cultural activity (Beniger, 1986). The aim of the information
society is to gain a competitive advantage, through using information
and communication technology (ICT) in a creative and productive way
(Feather, 2008; Mattelart, 2003). The knowledge economy is its economic
counterpart, whereby wealth is created through the economic exploitation
of understanding the different influencing factors and the role of people.
People who have the means to partake in this form of society are
sometimes called digital citizens. Table 2 provides an elaboration of the

three main characteristics that symbolise information societies.

Many countries have followed different transformation models to enable
participation and development of citizen-oriented systems (Birch, 2002;
Gibson et al., 2005; Hayden et al., 2002; Lowndes et al., 2001; Suh,
2007). The following two subsections provide a short overview of relevant
government practices to promote citizen participation and development
of information societies,namely the Swedish and European experiences.
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Table 2: Characteristics of Information Society

Characteristics Description

Information is used as an Organisations make greater use of information to increase their efficiency, to
economic resource stimulate innovation and to increase their effectiveness and competitive
position, often through improvements in the quality of the goods and
services that they produce. There is also a trend towards the development
of more information-intensive organisations that add greater amounts of
value and thus benefit a country’s overall economy.

More intensive use of Itis possible to identify greater use of information among the general public.
Information People use information more intensively in their activities as consumers: to
inform their choices between different products, to explore their entitiements
to public services, and to take greater control over their own lives. They also
use information as citizens to exercise their civil rights and responsibilities.
In addition, information systems are being developed that will greatly extend
public access to educational and cultural provision.

Development of an The function of the information sector is to satisfy the general demand for
information sector within information facilities and services. A significant part of the sector is
the economy concerned with the technological infrastructure, the networks of

telecommunications and computers. Increasingly, however, the necessity is
also being recognised to develop the industry generating the information
that flows around the networks: the information-content providers. In nearly
all information societies, this information sector is growing much faster than
the overall economy. The International Telecommunications Union (ITU)
estimates that, in 1994, the global information sector grew by over 5% while
the overall world economy grew by less than 3%.

4.1 Swedish “Information Society of All” Policy

In 2000, Sweden set the policy goal to become the first country to be
an ‘Information Society for All' (European Union, 2012). Since then, the
Swedish Government’s priority activities have been to enhance public
confidence in IT, and help to improve user skills and foster access to
IT services. According to the Sweden 24-hour Public Administration
Strategy, public information and services should, to the maximum degree,
be electronically available 24 hours a day, seven days a week. Another
major aim of the strategy was to strengthen democracy by enhancing
transparency and citizen participation in the policy and decision-
making processes. The strategy for delivery was based on the Swedish
decentralised model for Public Administration. Next to small policy
ministries, a large number of agencies are responsible for implementing
Government policies. The agencies are managed by a system of
performance management, where the Government sets targets, allocates
resources and appoints managers while following up and evaluating the
results.

Sweden remains the most competitive economy as measured by the
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European Union’s (EU) own competition benchmark, the Lisbon criteria,®
followed by Finland, Denmark and the Netherlands, according to the
World Economic Forum’s Lisbon Review 2010 (World Economic Forum,
2010). Figure 8 depicts a chart that compares Sweden’s performance,
vis-a-vis the US and East Asia benchmarks. In the figure, Sweden’s
performance is represented by a blue line, that of the US is in grey, and
that of East Asia is in black. Dimensions in which the blue line extends
further out than that of the US or East Asia indicate areas where Sweden
outperforms these comparators.
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Figure 8: Swedish performance benchmark vis-a-vis the US and East Asia

4.2 European”Information Society”’Development Framework

Europe’s Information Society policies are brought together under the i2010
Initiative,being the EU framework for addressing the main challenges
and developments in the information society and media sectors in the
years up to 2010 (European Commission, 2010). The initiative promotes
an open and competitive digital economy, research into information and
communication technologies, as well as their application to improve social
inclusion, public services and quality of life.One of the frameworks that
has been developed to trigger debate and discussion in the European
Union is depicted in Figure 9.

5 The World Economic Forum’s study is a biennial review series that assesses the progress
made by EU Member countries in the far-reaching goals of the EU’s Lisbon Strategy of
economic and structural reforms. In addition to assessing the performance of 27 existing
EU Members, it also measures the competitive performance of EU candidates and potential
candidate countries.
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Figure 9: A Framework for co-operation in developing the information
society in Europe (digital inclusion and capacity building):
An instrument to stimulate debate

Source: Basic Document- Network 13 A EuropeAid Publication (Lozano et al., 2003)

The origin of the framework goes back to 1995, when the European Union
launched an initiative for decentralised cooperation networks between
cities and towns cutting across geographical boundaries. The framework
seeks to provide complete inclusion of citizens in different stakeholder
roles for promoting best practices for the cooperation between the cities/
towns in building information societies. It depicts a multi-dimensional
matrix of the stakeholders in the cooperation, namely: (1) government,
(2) people, (3) enterprises, and (4) at the decentralised level-the urban
environment.

Government focus areas for citizen inclusion and cooperation would be
e-government, e-services, e-participation, and online public services.
These result in higher transparency and higher efficiencies in service
delivery. The efficiencies, productivity and citizen satisfaction are
determined by the accessibility to the services by the citizens. The access
mechanism itself is determined by the content of the services, the type of
applications available for the services and service delivery, and the type
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of networks enabling this access. Participation of people is enhanced by
the knowledge and skills available using different access channels. All
the systems need a sustainable management to ensure continual and
continuous improvement in the practices to be adopted and followed.

People factors include special interest groups, education and training,
health, entertainment and overall community development. Practices
attributed to these factors lead to an improvement in the quality of life of
the people. Enterprises contribute heavily in the economic development.

SMEs, entrepreneurship, development and support centres for economic
growth, and facilitation of e-Commerce are the focus areas of enterprises.
The importance of access mechanisms, skills sets, knowledge and
sustainable management cannot but be underscored in the development
of best practices.

Last but not the least is the urban environment in the cooperation and
citizen inclusion framework. The urban environment constitutes the key
decentralised governance domain contributing to citizen inclusion,
directly leading to higher cooperation between diverse geographic
locations.

Having said this, the next section presents some recent statistics
reported by the United Nations on the development index and evolution of
e-government worldwide, and we shall take a closer look at e-government
in Arab countries in the subsequent section.
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5. United Nations e-Government Assessment

“There is no discipline in the world so severe as the discipline
of experience subjected to the tests of intelligent development
and direction.” John Dewey (1859-1952)

The United Nations has been tracking the development and evolution
of e-governments for the past decade. The UN e-government
survey provides a bi-annual assessment of national online services,
telecommunication infrastructure and human capital of 192 member
states. The UN’s e-government maturity model indicates that countries go
through primarily four phases of maturity, as depicted in Figure 10.

-

Connected

/ " Transactional \

Enhanced

/ Emerging \

Figure 10: The UN'’s Four Stages of Online Services Growth

As per the latest e-government survey in 2012,countries that have
advanced to higher growth levels on their e-government projects are
the ones with relatively high Web measure/online service index scores.
South Korea was rated first for its comprehensive online infrastructure
and user involvement level, with a development index of 0.9283, followed
closely by the Netherlands with 0.9125. The rest of the top 10 countries
included the UK, USA, Denmark, Norway, France, Sweden, Finland, and
Singapore. It is interesting that these countries have very little differences
in the composite index that determine their ranking. All the top 10
countries have similarities in how they have implemented e-government.
What is more interesting is the list of countries that are identified as the
emerging leaders in e-government development. See Figure 11. This is
the list wherein each country is distinct in its demographics and political
content.
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In addition, the listof emerging leaders in e-government development
brings another very interesting observation to the fore. The list prominently
features three Arab countries, namely UAE, Bahrain and Saudi Arabia.
These countries are leading the transformation of governments in
the Middle East region. With the increasing use inthe internet, social
networking, communication technologies combined with a fast-growing
educated population, these Arab countries are attempting to create for
themselves examples of citizen-centric governments. The next section
further elaborates on this.
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6. E-Government in the Context of Arab Countries

“No one ever teaches well who wants to teach, or governs well
who wants to govern.” Plato

According to the United Nations 2012 Survey, the average e-government
development index in the Western Asia continent, that largely comprises
Arab nations, is well above the world average, i.e.0.5547 to 0.4882 in
2012 (UNPAN, 2012). See Figure 12. This shows an increase of 6%
over the ratio reported in 2010, as they have shown more growth in the
e-government development indexes.
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Figure 12: Arab countries e-government development index

(United Nations, 2012)
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This growth has been enabled by the double digit growth rates in the past
few years in the telecommunications industry in West-Asian countries.
Telecom companies like ETISALAT (UAE), QTEL (Qatar), BATELCO
(Bahrain), STC, Mobily, and Zain (Saudi Arabia), have transformed the
telecommunications landscape in the region. They moved from basic
telephony providers to provide converged telecommunication services
with 3G and 4G services on mobile phones, and providefibre-optic
networks across their countries,resulting in faster roll-out and more
reliable internet connections.

Figure 13 provides a quick glance at the latest statistics published by
Internet World Statistics, which reveal that the internet penetration in the
Middle-East is higher than the rest of the world(IWS, 2012). For instance,
a higher Internet penetration has enabled a larger number of countries
in the region to host government web portals as eminent channels to
disseminate information. Furthermore, mobile telecommunications are
enabling these governments to deliver services through diverse channels.
According to the United Nations (2011),United Arab Emirates, Kuwait,
and Estonia have made the same amount of progress in less than two
years.

Internet Users in the Middle East and in the world

Middle East Region Population Pop.% Internet Users Population % Users Facebook
(2011 Est.) of World 31 Des 2011 (Penetration) % World 31 Des 2011

Total Middle East 216,258,843 3.1% 77.020,995 35.6% 3.4% 18,241,080
Rest of the World 6,713,796,311 96.9%  2,190,212,747 32.6% 96.6% 780,851,080
World Total 6,930,055,154 100%  2,267,233,742 32.7% 100% 799,092,160

Notes:

(1) Internet usage and population statistics for the middle ease were updated as of December 31, 2011

(2) Population numbers are based on data contained in the US Census Bureau

(3) The most recent Internet Stats come mainly from data published by Nielsen online, ITU, Facebook, and other trustworthy sources,
(4) DATA ON THIS SITE MAY BE CITED, giving due credit and establishing an active link back to interetWorldStats.com

Figure 13: Status of Communications and Service
Delivery Channels in Arab Countries
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6.1 Arab countries and Government Portals
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Figure 14: Top 20 Countries in Online Service Delivery (United Nations, 2012)

All Arab bloc countries have strong leadership backing and funded
initiatives to modernising existing public service delivery infrastructures.
As some Arab countries continue their investments into digital
knowledge-based economies, the regional ICT Infrastructure is growing
exponentially. Internet penetration and household usage of technology
for communication shows a year after year growth in double digit figures.

UAE, Bahrain and Saudi Arabia are considered to be leading the Arab
countries in the delivery of online public services.UAE and Bahrain in
particular are setting examples in taking a Whole-Government and
people-centred development approach. Some of the key initiatives
launched in the recent years to support citizen-centric e-government
development in these countries are related to:(1) network readiness, (2)
infrastructure readiness, (3) service availability, (4) citizen inclusion, and
(5) development of a national identity management infrastructure.
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The UNPAN e-Government Survey 2012 stated that the: “United Arab
Emirates (0.7344) is especially notable as it advanced 21 positions to
the ranking of 28thglobally and 5th in Asia. The rapid progress of the
United Arab Emirates is a best practice case highlighting how effective
e-government can help support development. With double the population
and three quarters of the GDP per capita, the United Arab Emirates has
achieved around the same level of online services as those offered in
Norway, a global leader at the 8th position.”

This is validated by the Global Information Technology Report 2011 of the
World Economic Forum that provides an index for the overall readiness
of the world nations for e-government maturity (Dutta & Bilbao-Osorio,
2012). The following Figure from this report shows the achievements of
the Middle-Eastnations in their endeavours and quest of e-government.

»

When we compare this table with the readiness scores sub-indexes,
where UAE ranks #5 on individual readiness and #3 on Government
Readiness, it shows a clear intent of UAE in making itself an example of
a successful e-government case study. This intent can be generalised to
the region itself. Qatar, Bahrain, Oman, Saudi Arabia, Jordan, Lebanon,
Yemen, Egypt, Tunisia, rank among the top 100 countries in e-government
development. All development indexes in the Global Information
Technology Report 2011 indicate that the regional average is well above
the world average. See Figure 16.

Figu

2010-2011 2009-2010

Country/Economy Rank Score Rank Score
Sweden 1 - 5.6 1 5.65
Singapore 2 - 5.59 2 5.64
Finland 3 A 5.43 6 5.44
Switzerland 4 - 5.33 4 5.48
USA 5 = 5.33 5] 5.46
Taiwan, China 6 A 5.3 1" 52
Denmark 7V 5.29 8 5.54
Canada 8 Vv 521 7 5.36
Norway 9 A 5.21 10 5.22
South Korea 10 A 5.19 15 5.14
Netherlands 1 Vv 5.19 9 5.32
Hong Kong 12 v 5.19 8 5533
Germany 13 A 5.14 14 5.16
Luxembourg 14 A 5.14 17 5.02
UK 15 V 5.12 13 5.17
Iceland 16 Vv 5.07 12 5.2
Australia 17 v 5.06 16 5.06
New Zealand 18 A 5.03 19 4.94
Japan 19 A 4.95 21 4.89
France 2 Vv 4.92 18 4.99
Austria 21 Vv 4.9 20 4.94
Israel 22 A 4.81 28 4.58
Belgium 23 Vv 4.8 22 4.86
UAE 24 Vv 4.8 23 4.85
Qatar 25 A 4.79 30 4.53
Estonia 26 Vv 4.76 25 4.81
Malta 27V 4.76 26 4.75
Malaysia 28V 4.74 27 4.65
Ireland 29V 4.71 24 4.82
Bahrain 30 Vv 4.64 29 4.58
Cyprus 31 A 4.5 32 4.48
Portugal 32 A 45 33 4.41
KSA 33 A 4.44 38 4.3

Figure 15:Source: World Economic ForumGlobal Information
Technology Report 2011

Source: (Dutta & Bilbao-Osorio, 2012)

Figure 16 }>
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7. Potential Roadmap of e-Government in Arab Countries

“To effectively communicate, we must realise that we are
all different in the way we perceive the world and use this
understanding as a guide to our communication with others.”
Anthony Robbins

Based on our review of the literature and the information we gathered from
our experience in the field of e-government, we developed a six-staged
roadmap that provides guidance on how Arab countries should plan and
develop their e-government initiatives. The roadmap provides a more
focused view of what the e-government journey needs to concentrate
on to.

The proposed roadmapconsists ofsix main phases. The first phase in the
roadmap is more about transformation and automation of back offices
and administrative processes to deliver basic services efficiently to their
citizens.The second phase is concerned with the unification of service
delivery architectures to enable the delivery of government services
through multiple channels, i.e. Internet, kiosk machines, etc. The third
phase is concerned with providing digital identities to populationsto
facilitate the development of innovative e-services. This is followed by
integration of service channels in the fourth phase to providea highly
satisfactory user experience. The fifth and sixth phases of the model
entail interoperability across the vertical and horizontal dimensions of the
government, leading to regional and international interoperability.

The model is simplified to support key decision makers to focus on
outcomes rather than the current activities-based and outputs approach
that is currently followed in practice. Activities and outputs relate to
“what we do.”Outcomesrefer to “what difference do we make.” In the
proposed roadmap, the completion of the phase should indicate that the
expected outcomes have occurred. The roadmap can be used as a tool
for progress monitoring and measurement. We argue that the stages of
the proposed roadmap have the potential to support the development of
the public sector. The next sub-sections discuss each of the six phases
of the model in more detail, using existing literature to clarify and provide
examples where needed.
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Figure 17: A Six Staged e-Government Roadmap

7.1 Back Office Process Automation

Back office tasks are those that do not require direct interaction with
citizens and can be performed more efficiently and effectively offsite.
Major reforms took place in the public sector administration in Arab
countries in the past 10 years, and more intensively after the global
financial crisis. Arab Governments have shown interest and been striving
to improve the efficiency and effectiveness of their operations. Central
to these reforms has been the establishment of governance practices,
including the application of modern technology in delivering information
and transaction services to citizens.

Arab Governments have shifted many of the front desk processes
in the public sector to be performed by back office operators. They
have succeeded to some degree in introducing systemsthat automate
and streamline back office business processes under the umbrella of
e-government. However, existing back office operationsin Arab countries
are very much paper and labour-intensive.Thus, many of the government
services still require citizens to visit different departments to access
public services, even after the introduction of ICTs, as systems are not
interconnected (UNDP, 2007).
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The primary reason for this is that Arab countries have focused on
process automation rather than conducing a process re-engineering
(transformation) prior to automation, i.e. same old procedures put in
automated forms. This is considered, in our opinion, to be one of the
factors that has hindered e-government progress in Arab countries.

Arab governments need to pay more attention to re-engineering initiatives
that take a holistic view of the government as a whole and attempt to create
a business case for enhanced cost-to-income ratios, increase operational
efficiencies, and gain a greater share of the citizens’ satisfaction. The
same initiatives need to focus on capturing the undocumented knowledge
and standardising repeatable processes across government agencies.
This should be the first step in pursuit of operational excellence in the
public sector. Such initiatives have the potential to enable harmonisation
of customer service levels across government agencies, and bringing
significant productivity gains, i.e. reduced processing cycle times and
improved quality, visibility and transparency of operations.

7.2 Single Window System to Deliver Public Services

In a single window system, access to public services is realised through
a governmental portal. Most governments in Arab countries have their
own national governmental portals. However, despite the efforts and
investments made to date, those portals are still in the first and second
phases of Layne and Lee’s (2001) e-government evolution model (Al-
Khouri & Bal, 2008).Based on our knowledge and interaction with
e-government initiatives in the Arab world, we tend to argue that the
majority of e-government in Arab countries fail and are stuck in the Access
phase of Forrester's maturity model. The other evolved Arab countriesin
e-government are still in the early steps of the interaction phase.

Success in the delivery of public services depends on numerous factors
such as flexibility, accessibility, completeness, easiness, security, etc.A
single window system that delivers public services and combines all
these factors is among the hot topics in government business today. A
single window system or ‘one stop window shop’ concept refers to the
integration of public services from a customer of public services’ point
of view (Wimmer & Tambouris, 2002). It allows citizens, businesses and
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other authorities to have 24-hour access to public services from their
home, their offices or even on the move using different access media and
devices (ibid.).

A significant trait of a single window system is accessibility, whichshould
enable multiple delivery and interaction channels between citizens and
the government.Each of the channels may have its uniqueness and its
value added in terms of speed, convenience, and in the way it allows
citizens to interact and communicate with the government at designated
offices, call centres, or through the Internet, mobile devices, cable TV,
etc.

A single window system should allow citizens to have 24-hour access to
electronic public services from their homes, libraries, schools, shopping
malls or even on the move. Figure 18 provides an overview of the various
service channels and their applicability and general effectiveness.

Service Service Service Service ID Service Service| Service
Type Category Scope Availability Requirements Channels Owner | Recipient
. Service Request General
1 On-Site-Over | Infomatonal | pmssos Not Required Public
The Counter . —
i ister
Transactional | Dejivery 8hr x 5d Strong ID proof required oTc U:g'r
. Service ) Identified
Commercial | Fyfilment D Required with signature for proof of delivery User
. . Service Request General
2 On-Site-Over | Infomational | g yrisaion 16hrx5d | Not mandatory, but godd to identify Self Service Kiosks Public
The Machine iy
Service . ) . Registerd
Transactional Delivery 16hr x 5 Strong ID proof required Assisted Kiosks ° ==
) Service y . ) ° Identified
Commercial | Fyfilment 8hrx 54 D Required with Digital signature with time stamp - o
Service R > General
. . ervice Request . o eneral
3 OFF-Site-Over | Informational Subm\ssioqn Not mandatory, but godd to identify Self Service Kiosks o Public
The Machine N - y
Service . ) o Registerd
Transactional Delivery 16hr x 7d Strong D proof required Assisted Kiosks U
Service ) o Identified
Commercial | Fyfilment D Required with signature with time stamp O | user
Service Request General
4 Remote-Over | Informational Subm\ssioqn Strong ID proof required Web Browser z Public
The Internet . ) Reqisterd
I istef
Transactional | Deivery 24hrx7d | Strong ID proof required Smart Phone ) UE‘Q‘,
; Service ) Identified
Commercial | Fyfilment D Required with signature with time stamp U
. Service Request General
5 Remote-Over | Inomatona | Qs 24hrx7d | D Validation required Smart Phone Public
The Phone Seni Registerd
ervice egister
Networks Transactional Delivery NA ° IPhone Usgr
y Service . Identified
Commercial Fulfilment NA > Androids User

Figure 18: Service Types and Channels
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Implementing a strategic plan is always a big challenge and a channel
strategy is no exception. This is to say that developing a single window
system with multiple delivery channels is a complex and multifaceted
domain that is not only associated with technological systems but also
organisational, legal and social. Providing services in a citizen-oriented
view calls for a new, service-oriented design approach (eEurope, 2002).

For an effective citizen-oriented system, we suggest that service providers
in the public sector need to adopt hybrid models that enable citizens to
interact with the government using multiple channels. Such multi-channel
strategy can address objectives of today’s public bodies akin to improving
the services provided to the user community and/or reducing the costs of
providing its services (European Commission, 2004).

In hybrid service models, a communication established through one
channel should be available from another channel to provide a seamless
user experience. This also allows unified modes of service delivery and
service fulfilment to provide enhanced service options for the citizens to
choose from.

As the services and delivery channels mature, service delivery capability
maturity sets in. As service maturity improves, responsibility and
accountability in public service become apparent and the government
as a whole can stand to guarantee availability of the delivered services.
Service level agreements could be openly published and efficiency of
public service measurements publicly available.

A government that can guarantee such service level agreements for its
citizens would then be a true citizen-inclusive e-government. But the
journey has only just begun- there is a long way to go before citizens are
able to interact seamlessly and derive the true benefits of e-government.
This seamless experience is possible when a unified identity is established
for the citizen, as the next section elaborates.

7.3 Digital Identities Profiles

In order to build trust in e-government, we have emphasised in our
previous articles on the need to develop digital identity management
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systems to provide services such as user identification, authentication,
and authorisation in an e-government environment (Al-Khouri, 2012).
A digital identity management system is based on (1) a schema for
representing digital identities (a database subset, for example,that
includes name, last name, date of birth, photo, certificate, serial number,
etc.) and (2) authentication mechanisms and protocols that entities use
to demonstrate they are the owners of a given digital identity (Windley,
2004). Accordingly, the purpose of a digital identity is to tie a particular
transaction or a set of data in an information system to an identifiable
individual. With the help of a digital identity, a user can be identified and
authorised to use a given resource or service (Corradini et al., 2007).

Identities and identity management are of primary importance for
governments as they encompass the identification of citizens and their
interactions with public services and government institutions (Mont,
2002). Trusted, secure and accountable identity management solutions
are key e-government enablers. Current systems used in e-government
schemes generally do not address security needs, as they merely rely
on fixed information to authenticate a user whose full identity might be
revealed.

Many of the Arab countries have initiated advanced national identity
management programmes in the last 10 years, e.g. UAE, Oman, Bahrain,
Qatar, Saudi Arabia. These initiatives are based on sophisticated
technologies such as biometrics, smart cards and a public key
infrastructure that, altogether, provide strong government-issued digital
identity profiles for their population.

The digital identities in these countries are packaged in different ways
based on the individual national policies. For instance, the national
identity card of UAE has rolled fingerprint biometrics, digital certificate
and a unigue identity number that,in total,constitute the digital identity
of the cardholder. Other countries have either one or two of these three
parameters with different biometric systems,e.g. iris recognition, facial
recognition. The impact of the digital identity profile is on the types of
services that can be delivered across different channels.

A trusted, secure and accountable identity management system is a
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principal facilitator for governments to go up the ladder of e-government
maturity. Governments need to understand that identity management
is about the management of digital identity and profile information.
Governments in the phase need to deploy and promote widespread
adoption of an open, flexible, policy-driven, context-aware identity
management system that scales across multiple-service contexts;
it needs to be integrated with other management aspects including
authentication, authorisation, provisioning and data consolidation, along
with related trust, security and privacy aspects (Corradini et al., 2007).

7.4 Integrated e-Services:

E-Government and Service Delivery Frameworks

Multi-channel integration opens up opportunities to move more processes
to self-service channels, reducing costs for the banks and increasing
access for citizens. In fact, it presents opportunities for government
agencies to standardise and automate business processes that contribute
unequivocal value.

Integration, as a more abstract concept, could mean to bring some
parts together and make them a coherent whole (Goldkuhl, 2008). Such
integration could mean that different information systems are integrated
into one system. Integration could, however, also mean that the parts
remain as separate entities but that they work together in a well-functioning
manner as federated systems (ibid).

Many countriesworldwide havestruggled with e-government and service
delivery frameworks. The subject of the right enterprise architecture
models has been controversial and debatable. In Arab countries, deployed
customer relationship modelsvary from one country to another in terms of
access channels, execution, delivery and customer service criteria. UAE,
for example, has developed the eServices Delivery Excellence Model that
provides mandatory standards and optional best practices that guide
government agencies in Dubai on how to develop and deliver eServices,
as well as how to evolve toward a culture of e-government excellence
(DEG, 2009).
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This phase in our model focuses on areas such as usability and ease of
service delivery process, performance, reliability and connectivity and,
most importantly, security. While end-users may not encounter these
issues directly, they still contribute to the e-service access, delivery and
execution and,together, will provide a means of seamless and user-
centred service delivery.

Rabaiah & Vandijck (2009) proposed a comprehensive e-government
framework that defines some strategic building blocks to develop
e-government and citizen services. The framework, which has been
modularised for flexibility, extensibilities and customisability, incorporates
very important components of the front office and back office views. See
Figure 19.The entire e-government development is based on a strong ICT
approach with interconnected government departments and integrated
databases offering single window services to the citizens over multiple
channels. This is the essence of e-government.

Figure 19 }>

Rabaiah & Vandijck’s (2009) framework interestingly suggests channel
integration for a unified service delivery mechanism. E-government
initiatives are primarily focused on the citizen and the enablement of the
inclusion of the citizen in the government. At the basic level, one would
look at providing information over multiple channels that citizens can
choose from to interact with the government. With the evolution of the
e-government practices and enhanced back-end integration, maturity
in delivery of services over unified channels is achieved. As the citizen
satisfaction with the services increases, the same channels could mature
into popular and transparent decision-making tools for the citizen voice to
be heard through the government, thus shaping the policies of the nation.

Federated identity management plays a key role in this phase. Federated
identity management (FIM) refers to an infrastructure that consists of
technologies, standards and use-cases which serve to enable the
portability of identity information across otherwise autonomous security
domains. FIM enables users of one domain to securely access data
or systems of another domain seamlessly, and without the need for
completely redundant user administration (Bertino & Takahashi, 2010).
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144 | Article 4

(Rabaiah & Vandijck, 2009)

Use of FIM can increase security, lower risks, and reduce cost by
eliminating the need to deploy multiple identity management systems. It
can also drastically improve the end-user experience by eliminating the
need for account registration through automatic “federated provisioning”,
i.e. authenticate the user once and use the same identity information
across multiple systems(also referred to as single sign-on).

7.5 Government Interoperable Systems:

an Interoperability Framework

As the Arab governments march ahead in their quest for an evolved
e-government, they need to keep an eye on the evolving integration
models. This is critical for government agencies thatplay a role in the
development of public services. Interoperability of the electronic services
and the interoperability in communication protocols, unified identity
management, and business process integration form some of the various
parameters of interoperability.

Interoperability, as defined by the United Nations Development
Programme,refers to “the creation of systems that facilitate better decision
making, better coordination of government agency programmes and
services inorder to provide enhanced services to citizens and businesses,
the foundation of a citizencentric society, and the one-stop delivery of
services through a variety of channels” (UNDP, 2007).

Itis imperative that, within each country, the e-initiatives are able to benefit
the entire rather than a dispersed narrow section served by isolated
departments. In the UAE, for example, the seven emirates launched their
own e-services and service channels. Each of the emirates provides its
own e-government portal that enables the local population to interact with
the governments. Until recently, these initiatives were confined to each of
the Emirates.

Standardisation and interoperability is being sought now and work is afoot
to ensure seamless integration of the services across the seven Emirates.
The UAE’s government identity management infrastructure is envisaged to
play a key role to standardise how people will access information and be
authenticated across the Emirates. The application of a federated identity
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management system,combined with the public key infrastructure and the
national population certification authority (CAS),isexpected to bring in a
paradigm shift in the citizen experience in how they are introduced to
e-services.

Identitymanagement integration is a major contributor to interoperability.
A complete interoperability model would have to be based on more
considerations to data exchange, information exchange,communication
protocols, networks interoperability, and process integration.

The definition of interoperability, put forth by the European Commission’s
European Interoperability Framework, is seen as very relevant in the
Arab bloc. Itdefinesinteroperability, within the context of European public
service delivery, as “the ability of disparate and diverse organisations to
interact towards mutually beneficial and agreed common goals, involving
the sharing of information and knowledge between the organisations,
through the business processes they support, by means of the exchange
of data between their respective ICT systems” (European Union,2011).

Seenin this context of interoperability, and keeping the regional sensitivities
and socio-political environment development of Intra-Government and
Inter-Government interoperability, is seen more as a need than a mere
idea of formation.

However, repeated failures to build working systems show that the
task is not only difficult but also poorly understood (Navakouski &
Louis, 2012). Navakouski & Louis (2012) proposed a framework for
understanding interoperability in the e-government context and how to
address its requirements and challenges from policy making and system
development perspectives.See also Figure 20.

6 In cryptography, certificate authority, or certification authority (CA) is an entity that issues
digital certificates. The digital certificate certifies the ownership of a public key by the named
subject of the certificate. This allows others (relying parties) to rely upon signatures or
assertions made by the private key that corresponds to the public key that is certified. In this
model of trust relationships, a CA is a trusted third party that is trusted by both the subject
(owner) of the certificate and the party relying upon the certificate. CAs are characteristic of
many public key infrastructure (PKI) schemes. Governments worldwide have started owning
their own CAs specifically as part of their identity management systems, such national ID card
me, electronic passports, etc.
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Interoperability Levels
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Figure 20: e-Government Interoperability Model

The proposed framework has three primary components:technical,
semantic, and organisational. These components are governed by legal,
political and socio-cultural factors. At the basic level, interoperability
should enable data exchange at the technical level, where systems can
exchange data securely. These are essentially database integration, web
services, SOA protocols, etc., and depend on network connectivity.

At the next level is exchange of information that enables the content
exchange in terms of the meaning of the information. At the third level
is the business process integration and agreements on processes in
different departments to basically agree with and complement each other.
This handles the policies and procedures to ensure that there is no cross-
dependency or counter-dependencies. The last thing one would want
is two government departments working at loggerheads! This counter-
dependency is even more relevant in the Arab bloc of countries that share
common borders and common cultural sensitivities.
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7.6 International Interoperability

Interoperability issues also have an international facet, including
different levels of conformance and implementation strategies across
countries and regions.Even in a world where the international community
cooperates to minimise interoperability problems, parallel ongoing
development activities in Asia, Europe, and America will inevitably lead to
interoperability issues (Gallagher & Jeffrey, 2006).

The e-Government Interoperability Framework (e-GIF) introduced by
the UK government in 2004 covers communication, not just within
government,but the exchange of information between government
systems and citizens, intermediaries, businesses (worldwide), and
other governments (UK/EC, UK/US, etc.) (OeE). The framework covers
technical policies and specifications for achieving interoperability and
ICT systems coherence across the public sector. It defines the essential
prerequisites for joined-up and web-enabled government and aims to
reduce the costs and risk of operating information technology systems,
while keeping the public sector in step with the global internet revolution.

Another framework is the European Interoperability Framework (EIF)
adopted by the European Union (European Commission, 2010). It
provides a basis by which to move on effectively with the implementation
and realisation of interoperability in the area of e-government services
and move on to more and better public services in Europe.

The Framework sets a number of general principles, whichshould be
considered for any e-government service to be set up at a pan-European
level:accessibility, multilingualism, security, privacy, subsidiarity, use
of open standards, assessing the benefits of Open Source Software,
and use of multilateral (or ‘many-to-many’) solutions. Based on these
principles, the EIF addressesfive distinct interoperability levels that need
to be considered for the development of cross-border and pan-European
e-government services (See Figure 21):
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aligned priorities, and focused objectives Political Context

Legal Interoperability
Aligned legislation so that exchanged data is >
accorded proper legal weight

Legislative Alignment

Coordinated processes in which different Organisational Interoperability
organisations achieve a previously >
agreed and mutually beneficial goal Organisational and Process Alignment

Precise meaning of exchanged information SeIante Interoperablllt}l

Which is preserved and understood by all parties

Semantic Alignment

. L . o Technical Interoperability
Planning of technical issues involved in linking

computer systems and services i
Interaction and Transport

Figure 21:European Interoperability Framework Levels

(European Commission, 2004)

¢ Political interoperability: is concerned with political support and
sponsorship to provide better, more user-focused public services
and cross-border interoperability efforts to facilitate cooperation
among public administrations.

¢ Legal interoperability: contributes to the provision of a European
legal framework that is related to the exchange and protection of
data between member states to provide European public services,
the validity across borders.

e Organisational interoperability:is concernedwith the definition
of business goals and processes by different administrations
working together to deliver a service.

e Semantic interoperability: refers to the possibility for the precise
meaning of exchanged information to be understandable by any
application not initially developed for this purpose.

e Technical interoperability: covering the technical issues of
linking-up computer systems, including key areas such as open
interfaces, middleware, accessibility and security services.
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Arab governments need to agree on and follow similar frameworks that
should facilitate business across national borders. To meet this objective,
Arab governments need to design and maintaintheir own version of e-GIF
that can take into consideration cultural, political and other technical
contexts. This should ensure that the adopted e-GIF provides Arab
government agencies with a supportive framework that is aligned with
the international environment of interoperability policies, standards and
guidelines. We emphasise that the Arab e-GIF framework needs to be
based on the use and adoption of internationally accepted standards, as
such bespoke policies, standards and guidelines will only be developed
where deemed strictly necessary. Wherever feasible and relevant, the
e-GIF should:

e (tilise existing information and technology policies, standards
and guidelines to enable the seamless flow of information across
government/public service organisations;

e mirror established and open international standards for
interoperability;

e draw upon the interoperability framework developed in other
jurisdictions, e.g. the EIF and UK e-GIF;

® set practical standards using stable and well-supported products;

* provide support, guidance and toolkits to enable the standards to
be met; and

e provide a long-term strategy that is able to accommodate and
adapt.

Global interoperability requires the architecture to support operations
between different systems that represent and handle digital identity using
different formats and schemas and have no previously-established trust
relation (Safelayer Labs, 2012).

Arab countries need to pay attention to interoperability of identity
management systems between governments that may be seen as a
desirable requirement to prevent fraud and theft, e.g. in the case of a
biometric passport which needs to be readable and holders’ identity
verified at the departure and arrival port of two different international
airports (EU JRC, 2005). Interoperability needsto evolve towards higher
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levels of flexibility and capability to react to global changes. Their
functionalities need to be orchestrated with other management aspects,
including trust, privacy and security management.

GCC" countries have initiated multiple projects related to advanced
applications development of their electronic identity (e-ldentity) schemes.
GCC countries are currently working on developing a unified e-identity
infrastructure to enable identification and authentication of GCC citizens
at any of the GCC member states (Al-Khouri & Bachlaghem, 2011). This
is argued to raise serious interoperability issues due to the different and
complex infrastructure setups at each member state and would likely
challenge such a project (ibid).

All'in all, there is a growing recognition worldwide that interoperability
is essential to the InformationSociety (Miller, 2004) and to deliver on
the promise of government transformation (Pardo &Burke, 2008).In an
increasingly interdependent global economy,the task of developing
interoperability standards for practical applications becomes more
complicated, but the rewards become even greater(Miller, 2004).
Interoperability and the use of data for management, decision-making,
and governance can be powerful forces for development and prosperity
across the globe, or they can effectively divide countries, people, and
markets into independent and separate groups (ibid).

Interoperability within a country or between Arab countries requires
leadership and authority. Regardless of context, local, national, or
international interoperability is an important foundational capability for
government transformation (Pardo &Burke, 2008).A more interoperable
government system can change the nature of democracy and citizen
participation, and provide systems for services improvement, efficient
and effective operationsof government, and the development of stable
and vital economies (ibid).

7 GCC is the acronym for Gulf Cooperation Council, also referred to as the Cooperation
Council for the Arab States of the Gulf (CCASG). It includes six countries, namely Bahrain,
Kuwait, Oman, Qatar, Saudi Arabia, and the United Arab Emirates. The GCC population is
estimated to comprise of around 40 million people.
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8. Conclusion

“The most important thing in communication is to hear what
isn’t being said.” Peter F. Drucker

Our research presents some useful implications for both research
and practice. With regard toresearch, we have attempted to provide a
focused view of the existing literature surrounding e-government and its
potential role in improving public sector performance. It also provided
some deeper insights to support understanding of related practices in
the Arab world.

With regard to practice, our study offers implications for policy makers and
public administrators. The proposed roadmap provides governments with
six primary stages as possible determinants of e-government progress in
their contexts.Accordingly, more attention may be placed on such noted
stages to enhance e-government maturity in their settings.

By and large, the presented roadmap in this article was an attempt to
provide a high level conceptual set of steps for Arab governments to focus
on in order to progress in the field of e-government and transform the
public sector. The roadmap promotes business process transformation
at government back offices rather than existing blind automation efforts.
It also emphasises the provisioning of integrated e-services through
a single, one-stop window and pays heed to interoperability, both at
government and regional levels. The proposed roadmap can help Arab
governments to move in the direction of building citizen-centric systems
and looks at development priorities from the eyes of the citizens.

Arab governments need to shake their existing knowledge base about
e-government. The existing body of knowledge is, to some extent,
perplexing where government practices have been shaped and
influenced by mere IT suppliers or private sector consultancy firms.
Governments need to create the ‘intent’ to accept change;the change
in mindset that citizens must be in the heart of any development plan.
The change should be from within the government and must reflect their
practices and deployed systems.
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The citizen-centric government should seek to provide higher levels
of customer satisfaction. Governments need to treat themselves as
service delivery organisations, where citizens become customers and
are integrated in the delivery system design and development. Such
delivery systems need to be designed to provide citizens with multiple
and integrated interfaces and channels to transact with the government
through a single window system.

From a technical perspective, providing integrated services can only
be realised if all public authorities are interconnected and their systems
are interoperable. Governments need to recognise that cost reduction
and quality improvement can only be achieved when processes are
redesigned, databases integrated and, perhaps, certain tasks centralised
(Kubicek & Cimander, 2005). In many of these cases, ITsystems have to
be redesigned as well, and systems which once stood alone have to be
integrated and be able to exchange data with other systems (ibid.). They
have to become interoperable.

Arab governments need to have the ability to monitor e-government
progress and evolution in their countries. This should support sustaining
the momentum of complex, cross-departmental projects, promoting good
governance, and ensuring that the change management challenges of
government level projects are overcome successfully. The proposed
roadmap was developed for this specific need.

In short, Arab public administration needs a radical transformation. The
modernisation of public administration is a long-term task, requiring
tenacity and innovative thinking. Some Arab countries are now embarking
on a new phase in the development of e-government. Arab governments
need to pay more attention to the overall e-government concept in
modernising their nations and building stronger economies that can
speak the language of the future.
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e-Voting in UAE FNC
Elections: A Case Study®

Abstract: Electronic voting (e-voting) has been attracting the
attention of governments around the world. Many countries
have pursued implementing e-voting systems in their national
elections. This article presents a case study of an e-voting
system deployment in the United Arab Emirates (UAE). The
UAE has conducted its Federal National Council (FNC)
elections for the 2011-2015 session of the National Assembly
using an advanced e-voting system with biometric-based smart
cards to verify voters> identities. The article provides detailed
insights on the phases of the project, from the design phase
up to election day. The article also provides a comprehensive
overview of the current literature around e-voting in order to
enhance understanding of the field and of global practices.
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1. Introduction

Electronic voting is gaining in popularity around the world. It has become
well-established in countries such as Belgium and Switzerland, and has
been deployed in many European countries like UK, Denmark, France,
Ireland, etc. Electronic voting has been considered to be an efficient
and cost-effective alternative compared to the traditional classic voting
procedures (IPI, 2001). See also Figure 1. Electronic voting technologies
that have been in use varies from punch cards, optical scan voting
systems and specialised voting kiosks, including self-contained direct-
recording electronic (DRE) voting systems. Additional technological
components may also enable the transmission of ballots and votes via
telephones, personal handheld computer devices, and the Internet.

The purpose of this article is to provide a more thorough analysis of a
government e-voting system deployment experience. The case study
provides an overview of the UAE Federal National Council (FNC)
elections that was based on an advanced e-voting system. The voter-
recognition system in the UAE FNC elections was based on a smart card
with biometrics and public key cryptography.

The structure of this paper is as follows; in section 2, we describe the
methodology adopted. Section 3 presents an introduction to the concept
of elections and voting, and the different approaches to voting. Section
4 provides an overview of the existing literature around e-voting. Section
5 provides a brief glance at e-voting systems deployment experiences
around the world. Section 6 presents the UAE FNC elections case study,
outlining the different phases of the project, from the design phase up to
election day. Section 7 presents some key factors that contributed to the
overall success of the elections. In section 8 we outline some lessons
learnt from the implementation of the UAE FNC e-voting system. Finally,
in section 8 we draw some conclusions and provide some pointers for
future work.
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2. Research Methodology

The research content presented in this article aims to provide an
understanding of the issues surrounding the use of electronic voting in
practice. It thus provides a review of the existing literature in the field
of e-voting to outline some of the critical points in the current body of
knowledge. The researcher uses an action-based case study method to
provide a contextual analysis of a recent government implementation of an
e-voting system. Indeed, there is a continuum between the "describer" of
case studies and the "implementer" of action research (Waddington, 1994).

The case study method was used to describe relationships that exist in
reality (Yin, 1984) and to produce an understanding of the context of the
information and the process whereby the information system influences
and is influenced by the context (Walsham, 1993). Action research aimed
to develop outcomes and solutions that are of practical value to the
stakeholders with whom the research is working, while at the same time
developing and contributing to the existing body of knowledge (Rapoport,
1970; Susman and Evered, 1978).

The senior role of the researcher in the reported project as a member
of the higher national election committee, and head of the technology
team, as well as a member of other management and legal committees,
enabled him to have a more in-depth and working view of the case, and
acquire understandings of specific situations. In addition, the researcher's
fieldwork involved the design of the system and the overall observation of
the implementation case, from the early phases of preparation, design,
during the run-up to the election and on the actual polling day.

An agile project and system development methodology was adopted,
which is discussed in some detail in section 6.3. Semi-structured workshops
with key stakeholders and commercial suppliers’ staff were undertaken
before the system implementation to allow for government concerns
and requirements to be addressed. The researcher’s observatory role
on election day took place at the operations management centre, which
was set up to handle the technical and organisational issues that arose.
The researcher was also part of the verification processing team at the
end of election day. All this supported the research work and provided
the opportunity to acquire hands-on experience of the implementation,
management, and administration of the e-voting system.
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3. Elections and Voting

Figure 1: P -
Conventional ballot-based -
voting system

»

An election is a formal decision-making process by which a population
chooses an individual(s) to hold public office position(s) (Britanica,
2012). Elections are associated with the term "Electoral reform", which
describes the process of introducing fair electoral systems, or improving
the fairness or effectiveness of existing systems that should altogether
reflect the public opinion.

Electronic voting is a term that may encompass several different types of
voting, embracing both electronic means of casting a vote and electronic
means of counting votes. Electronic voting systems were first debuted
when punched card systems were introduced for the 1964 presidential
elections [Saltman, 1975]. Then, optical scan voting systems emerged
that allowed computer systems to count voters’ marks on ballots, i.e.

direct-recording electronic (DRE) voting machine.

DRE voting machines collect and tabulate votes in a single machine, and
have been used in elections in Brazil and India, and also on a large scale
in Venezuela and the United States. They have also been used on a large
scale in the Netherlands, but have been decommissioned after public
concerns. There has been controversy, especially in the United States,
that electronic voting, especially DRE voting, can facilitate electoral fraud.
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Nonetheless, the concept of e-voting has been gaining popularity in many
countries. Windley (2005) accounts the lure of e-voting and the growing
applications of digital technologies to voting systems, to the simple idea
that computers, and the Internet, have fundamentally changed other parts
of our lives; he states that, since voting is one of the basic processes of
democracy, it seems a natural candidate for electronic automation.

Advocates of e-voting argue that the use of advanced information
technologies not only speeds up the counting of ballots, but also brings
about advanced features of uniqueness, accuracy, completeness,
verifiability, auditibility, privacy, and uncoercibility.

In general, two main types of e-voting can be identified:

e e-voting: physically supervised by representatives  of
governmental or independent electoral authorities (e.g. electronic
voting machines located at polling stations); this is the most
common and preferred approach (see also Table 1 for e-voting
systems); and

¢ j-voting: also referred to as remote e-voting, where voting is
performed within the voter's sole influence, and is not physically
supervised by representatives of governmental authorities (e.g.
voting from one's personal computer, mobile phone, television via
the internet). Internet voting systems have gained popularity and
have been used for government elections and referendums in the
United Kingdom, Estonia and Switzerland, as well as municipal
elections in Canada and party primary elections in the United
States and France.
There are also hybrid systems that include an electronic ballot marking
device (usually a touch screen system similar to a DRE) or other assistive
technology to print a voter-verified paper audit trail, then use a separate
machine for electronic tabulation..
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Table 1: Types of e-voting systems

Voting system Desc

Paper-based
electronic voting
system

Also referred to as "document ballot voting system", first emerged
as a system where votes are casted and counted by hand, using
paper ballots. With the advent of electronic tabulation came
systems where paper cards or sheets could be marked by hand,
but counted electronically. These systems included punched card
voting, marksense and later digital pen voting systems.

Most recently, these systems can include an Electronic Ballot
Printers (EBPs), that allow voters to make their selections using an
electronic input device, usually a touch screen system similar to a
DRE machine, that produce a machine-readable paper or electronic
token containing the voter’s choice. This token is fed into a separate
ballot scanner which does the automatic vote count..

Direct-recording
electronic (DRE)
voting system

Adirect-recording electronic (DRE) voting machine records votes by
means of a ballot display provided with mechanical or electro-optical
components that can be activated by the voter (typically buttons or a
touchscreen); that processes data with computer software; and that
records voting data and ballot images in memory components. After
the election, it produces a tabulation of the voting data stored in a
removable memory component and as printed copy.

The system may also provide a means for transmitting individual
ballots or vote totals to a central location for consolidating and
reporting results from precincts at the central location. These
systems use a precinct count method that tabulates ballots at the
polling place. They typically tabulate ballots as they are cast and
print the results after the close of polling.

Public network
DRE voting
system (Internet
voting systems

With internet voting systems, votes are transferred via the Internet
to a central counting server. Votes can be casted either from
public computers or from voting kiosks in polling stations or more
commonly from any Internet-connected computer accessible to a
voter.

OMR Systems

Optical and digital scanning systems which are based on scanners
that can recognize the voters’ choice on special machine-readable
ballot papers. OMR systems can be either central count systems
(where ballot papers are scanned and counted in special counting
centres) or precinct count optical scanning (PCOS) systems (where
scanning and counting happens in the polling station, directly as
voters feed their ballot paper into the voting machine).

These are normally used to improve the accuracy of the counting
process and reduce potential manual counting errors. However, the
quality of the count depends on the correct marking of the ballot
paper and the quality of the ink used by the voter.

Polling stations

At a polling station, use of one medium to record the vote, which is
then registered in a ballot box on another device. This system differs
substantially from a DRE in that nothing is storVVed in the DRE and
it is impossible for a voter to manipulate the memory containing the
vote.
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Table 2 provides an overview of the typical strengths and weaknesses
that different e-voting solutions tend to have compared to paper-based
equivalents (Internet voting vs postal voting; voting machine vs paper
voting in controlled environments) (IDEA, 2011).

Table 2: Strengths and weaknesses of e-voting systems’

q DRE DRE Electronic
compmectrhisstes, v | "amet | without | with
P pap 9 9 VVPAT VVPAT printers
Faster count and tabulation Strength Strength Strength Strength Strength
More accurate results Strength Strength Strength Strength Strength

W e el eompltezieel el Strength Strength Strength Strength Strength

systems

Lmaﬁg‘t"”fa‘;s::se"'a“°” Sl camysiteziizd Mixed Mixed Mixed | Weakness |  Mixed
Increased convenience for voters Strength Mixed Mixed Weakness Mixed
Increased participation and turnout Strength Neutral Neutral Neutral Neutral
Addressing needs of a mobile society Strength Mixed Mixed Neutral Mixed
Cost savings Mixed Weakness | Weakness | Weakness Weakness
Prevention of fraud in polling station Neutral Strength Strength Strength Strength
Greater accessibility Mixed Mixed Mixed Weakness Mixed
Multi-language support Strength Strength Strength Weakness Strength
Avoidance of spoilt ballot papers Strength Strength Strength Strength Strength

Floilailiyy ifen @ tigies gl @ Strength Strength Strength Weakness Strength

deadlines
Prevention of family voting Strength Neutral Neutral Neutral Neutral
Lack of transparency Weakness Weakness Mixed Mixed Mixed

Only experts can fully understand the

voting technology Weakness | Weakness Mixed Mixed Mixed
Secrecy of the vote Weakness Mixed Mixed Mixed Mixed
Risk of manipulation by outsiders Weakness Mixed Mixed Mixed Mixed
Risk of manipulation by insiders Weakness | Weakness | Weakness | Weakness Weakness
costs of introduction and maintenance Strength Weakness | Weakness | Weakness Weakness
Irgt(;iisrt;umc;:z enzicnpentl Mixed Weakness | Weakness | Weakness Weakness
lack of e-voting standards Weakness | Weakness | Weakness | Weakness | Weakness
Meaningful recount Weakness | Weakness Strength Strength Strength
Vendor - dependence Weakness | Weakness | Weakness | Weakness Weakness
Increased IT security requirements Weakness | Weakness | Weakness | Weakness Weakness

> ID

Note:

e Details in the matrix would vary depending on specifics of context and systems.
Cases where these details are very important are classified as ‘mixed’; cases where
e-voting has little or no impact are classified as ‘neutral’.

e VVPAT: Voter-verified paper audit trail (VVPAT).

e PCOS: Precinct count optical scans.




4. Literature Review

The amount of reported work on the subject of e-voting is considerably
significant. The literature of electronic voting states that the field needs
significant improvement (Alexander, 2001; Besselaar and Oostveen,
2003; Cranor, 2000; IPI, 2001; Hargrove, 2004; Liptrott, 2006; Manjoo,
2003a; Manjoo, 2003b; Millar, 2002; O'Donnell, 2002; Oostveen and
Besselaar, 2006; Shamos, 1993; Xenakis and Macintosh, 20086).
Advocates of e-voting point out that electronic voting can reduce election
costs and increase civic participation by making the voting process more
convenient. Critics maintain that without a paper trail, recounts are more
difficult and may open the door for electronic ballot manipulation, and
that even poorly-written programming code, could affect election results.
Many researchers have produced different studies and approaches to
address these concerns. A sample outline of such research is provided
in Table 3.

Areportworthy of note around e-voting was produced by an MIT Universality
Team in the United States. The Caltech/MIT Voting Technology Project
that was established in December in 2000, following the controversial
election recount of the 2000 presidential vote in Florida, assessed the
magnitude of the problems surrounding voting systems, their root causes
and how technology can reduce them (Caltech-MIT, 2001). The report
provided a set of recommendations on the various issues related to voting
and proposed a framework for a new voting system with a decentralised,
modular architecture in which vote generation is performed separately
from vote casting. The report emphasised the importance of developing
a permanent audit trail. It also stressed the fact that the vote generation
machine can be proprietary, whereas the vote casting machine must be
open-source & thoroughly verified and certified for correctness & security.

The National Institute of Standards and Technology draft report, issued in
2006, proposed vote verification through a parallel process of electronic
and ballot count (NIST, 2006). It indicated that voting systems should allow
election officials to recount ballots independently from a voting machine's
software. The recommendations endorse "optical-scan"' systems in which
voters mark paper ballots that are read by a computer, and electronic
systems that print a paper summary of each ballot, which voters review
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Table 3: Research around e-voting systems

Researcher(s)  Contribution

Recommended a list of generic voting criteria to enhance the security of the
overall voting systems and resistance to failure. These include confidentiality,
Neumann integrity, availability, reliability, and assurance for the involved computer
(1993) systems. He also concluded that, operationally, no commercial system is likely
to ever meet all requirements, and that developing a suitable custom system
would be extremely difficult and prohibitively expensive.

Her philosophy is very similar to Neumann's . She invented her own method
. for electronic voting; also referred to as Mercuri method. Her method is similar
Mercuri to the Caltech/MIT proposal where the voting machine in her method is
(1993; 2002) designed to produce human-readable hardcopy paper results, which can be
verified by the voter before the vote is casted, and manually recounted later
if necessary.

Presented a worthy to note system design that provides voter verifiability,
i.e., to provide voters with the capability to verify that their vote is accurately

Chaum included in the tally - even if all election computers and records were
compromised. Such trust would provide a high degree of transparency that
(2004) allows close auditing of the vote capture and counting process if needed.

Chaum's proposed system design preserves ballot secrecy, while improving
access, robustness, and adjunction, all at lower cost.

Provided a sharp counterpoint to Neumann and Mercuri's views, but was
less impressed with paper ballots than are Neumann and Mercuri. He

Shamos recommended DRE machines with decentralization design to make fraud
difficult to commit and easy to detect. He contribution also involved the
(1993) development of “Six Commandments "summary of requirements for a voting

system. The list of requirements can be used to critique voting systems and
as basis for public inspection.

Kosmopoulos Pointed out issues related to the development of secure platforms and issues
(2004); related to the simplification and usability of voting machines, development of
H

) audit-trails, support for disabled voters, security problems of absentee ballots,
Rivest (2004) e,

Presented a secure electronic polling system which does not rely on
persistent network connections between polling places and the vote-tallying
server. They build the system on a disconnected (or, more accurately, an
(2000) intermittently connected) environment, which works well in the absence of
network connectivity.

Clausen et al.

Stressed on the need to provide a trustworthy base for secure electronic
voting, and how to prevent accidental or malicious abuse of electronic
voting in elections. Others refer to the opaque nature of the technologies
Volkamer involved, which few understand, and that it is crucial that electronic voting

(2009) systems provide a voter-verifiable audit trail, which will act as a permanent
record of each vote that can be checked for accuracy by the voter before the
vote is submitted, which will make it difficult or impossible to alter after it has
been checked (Kosmopoulos, 2004).

Presented a remote voting system design to higher the levels of privacy,

Klein universal verifiability, convenience and untraceability, but at the expense
of receipt-freeness. The suggested design applies the technique of blinded
(1995) signature to a voter's ballot so that it is impossible for anyone to trace the

ballot back to the voter.
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and elections officials save for recounts. NIST indicated in its report that
the lack of a paper trail for each vote "is one of the main reasons behind
continued questions about voting system security and that it diminished
public confidence in elections."

The California Internet Voting Report [CIVTF, 2000] suggested aninnovative
strategy to enable remote internet voting to improve participation in the
elections process, i.e. providing voters with the ability to cast their ballots
at any time from any place via the Internet. On the contrary, experts
argue that the internet isn’'t ready yet for "prime time" national federal
elections over the internet, given the current state of insecurity of hosts
and the vulnerability of the Internet to manipulation and denial-of-service
attacks (Hisamitsu and Takeda, 2007; Kosmopoulos, 2004; Rubin, 2002;
Schneier, 2004). They also identify security issues in social engineering
and in using specialised devices and other factors that could undermine
the sanctity of an Internet-based election process, and that the current
infrastructure is inadequate for remote Internet voting (ibid).

Another report produced by the National Institute of Standards and
Technology (NIST) in 2008 concluded that widely-deployed security
technologies and procedures could mitigate many of the risks associated
with electronic ballot delivery, but that the risks associated with casting
ballots over the Internet were more serious and challenging to overcome
(NIST, 2008).Another recent NIST report (2011) concluded that Internet
voting systems cannot currently be audited with a comparable level of
confidence in the audit results as those for polling place systems.

Other researchers point out that building secure online voting systems is
far from being possible and that a small configuration or implementation
error would undermine the entire voting process (Wolchok et al., 2012).
Reference is made to the pilot project of an online voting in Washington,
D.C. and how researchers at University of Michigan were able to break
through the security functions and gained complete control of the election
server in less than 48 hours. Researchers argue that fundamental
advances still need to be made in security before e-voting will truly be
safe (Cramer et al., 1996; lkonomopoulos et al., 2002; Schoenmakers,
1999; Wolchok et al., 2012).
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Researchers indicated that operationally, no commercial system is likely to
ever meet all requirements, and that developing a suitable custom system
would be extremely difficult and prohibitively expensive (Neumann, 1993).
Others indicated that any catastrophic failures and sweeping fraud made
possible by imperfections in electronic voting machines are also likely to
occur in a real election(Shamos, 1993).

Shamos (1993) refers to the fact that the real source of election problems
is the result of human limitations. He describes that the chief source of
the issue is the willingness of unsuccessful politicians to embrace any
conceivable reason for their loss, except that the voters didn't want
them. His reflective recommendation proposes that government efforts
expended in meeting threats to the election process should be rationally
related both to the probability of the threat and the seriousness of its
effects.

Other researchers argue that the progress of e-voting relies on the
advancement of standards and technical solutions, which should take
into account discussions on general requirements, threat perceptions
and the economic, political and sociological implications surrounding
the use of electronic voting systems (Alexander, 2001; Cranor, 2000;
Hillman, 2007; Hoffman, 2004; Jones, 2001; Shamos, 1993; UK POST,
2001; Volkamer, 2009). Rubin (2002) argues that technologists should
take on a role to educate the policymakers about the issues surrounding
an e-voting system and enable them to develop more effective strategies.

Another part of the literature deals with public trust and confidence. It
argues that, if the public perceives elections to be unfair, the foundation
of the government is weakened. Whether electronic voting systems are
fair may not even matter; it is the public perception that is crucial (Bonsor
and Strickland, 2011).

On a different standpoint, the International Institute for Democracy and
Electoral Assistance published a policy report that identified some
essential considerations for e-voting systems to gain public trust and
confidence (IDEA, 2011). It introduced a pyramid of trust that consists
of three levels: credible electoral process, socio-political context, and
operational and technical context. See also Figure 2.
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The top level represents the ultimate goal of the electoral reform and the
introduction of the e-voting system, and is a factor that is dependent on
the two levels shown below. Public trust is seen to be determined by
the socio-political context in which e-voting is introduced. Some factors
in this context can be directly addressed by a comprehensive e-voting
implementation strategy, while others, such as a general lack of trust in the
Election Management Body (EMB), or fundamental political or technical
opposition, will be more difficult to change. A negative socio-political
context has the potential to create serious risks, even if the technical and
operational foundations of the e-voting solution are sound.

Chiang (2009) developed a technology acceptance model that constitutes
four trust variables, namely ease of use, perceived usefulness, attitude
of usage, and security. The research results showed the effect of '‘ease
of use' on voters’ attitude towards using the e-voting system required
'‘perceived usefulness' as a medium. Then, the effect exhibited positive
and significant influences among ease of use, perceived usefulness and
attitude towards using the e-voting system. Security of the e-voting system
has a positive and significant effect on attitude and trust in the e-voting
system. The study concluded that the security of the e-voting system
plays an important role in establishing user trust. Overall, the literature
identified key elements that e-voting systems need to heed. These are
listed in Table 4.
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Table 4: Voting Systems Requirements

Requirement Description

Privacy To ensures the secrecy of the ballots.

Universal To ensure that all valid votes have been included in the
Verifiability final tally.

Robustness The system can tolerate a certain number of faulty

participants.

Receipt-freeness

The voters cannot provide a “receipt” that shows what
they voted.

Fairness

No partial tally is revealed before the end of the elections.

Dispute-freeness

The fact that the participants follow the protocol at any
phase can be publicly verified by any casual third party.

Self-tallying

The post-ballot-phase can be performed by any
interested third party.

Ballot Secrecy

To ensure secrecy of what takes place. The only thing
revealed about the voters’ choice is the final result.

Authentication

Ensure that individuals cannot be impersonated

Ability to ensure that each individual's vote is recorded

EHITEE] and counted

Timelines ‘(I]'zi éﬁﬁlmd information and to have the results available
Accessibility To have a system that is accessible to all and easy to use
Security To guard against manipulation and interference.

Though debate on the issue of e-voting has been and will continue to
be passionate, most critics recognise that a move towards an electronic
voting system is an inevitable step in the evolution of the voting process
(2007).Governments seem to be motivated to adopt e-voting systems,
despite the issues and concerns reported in the literature, as the next
section will present.
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5. e-Voting Deployment around the World

"No one would buy a safe that could easily be opened, but everyone who
has ever bought a safe has bought one that can be cracked. The same
is true for voting systems. The issue is not whether they are secure, but
whether they present barriers sufficiently formidable to give us confidence
in the integrity of our elections." (Shamos, 1993)

Despite what the literature raises in terms of risks and the reasons why not
to go for electronic voting systems, governments worldwide seem to be
motivated to implement these systems. The following world map depicts
the adoption of the e-voting systems across the world, as well as some
examples of e-voting trials and uses worldwide.

As we can see from the map in Figure 3, though countries in the west had
initiated e-voting, developing countries have taken some noticeable lead
in adopting e-voting systems at a national level for their election systems.
In fact, e-voting system adoption seems to be closely associated with the
maturity in the election processes worldwide. The following sub-sections
will highlight the use of electronic voting systems in Australia, India and
Estonia.

g ey gy by g ey s [ Fam, s e ey by | sy (] 5 gk {040
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Figure 3: e-voting around the world (source e-Voting.cc)
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5.1 Australia

Australia has the distinction of compulsory voting adopted at the Federal
and State levels. Every enrolled eligible voter must vote. Failure to vote
can lead to legal implications and fines. Driven by this need of compulsory
voting, Australia first used the remote voting by electronic means in 2001.
In the subsequent elections of 2004, 2007 and 2010, widespread usage
of technology ensured successful deployment of electronic voting. The
desire to include all sections of eligible voters, backed by the compulsion
in voting, made Australia adopt i-voting as (assisted voting) for the visually
impaired voters. The i-voting system is also available for Australians who
live overseas. As a result, Australia is now firmly entrenched in the world
map of e-voting as a pioneer in adopting e-voting systems.

5.2 India

India is another example of a large nation with eligible voters. India is
unique in its size and complexity and the sheer logistics support required
to conduct nation-wide elections. It follows precinct voting, as in many
countries. There are nearly 740 million eligible voters spread across
nearly 830,000 polling booths. Certain sections of the Indian elections
were plagued by voting malpractices and fraudulent voting. Handling,
managing and manning 1 million polling stations, as well as the paper
ballots and ballot boxes, posed severe security problems.

India first adopted electronic voting machines (EVMs)in 1982, allowing
voters to cast their votes in electronic machines in about 50 polling
stations. Indeed, the country has come a long way in deploying the EVMs.
Since 2004, Indian elections have been using EVMs fully and it is reported
that, in the 2009 general elections, 1,368,430 EVMs were used. It is now
mandated for the EVMs to be provided with ballot printouts for paper
audit trails. In 2011, Gujarat State was the first Indian state to adopt and
use Internet voting for the state elections, with around 26 million eligible
voters.

The success of Indian electronic voting systems can be gauged from
the fact that, today, countries like Bhutan, Nepal, Kenya, and Fiji are set
to use these EVMs with India exporting the machines, technology and
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the resources. While Australia continues to use EVMs in precinct voting
mode, India is moving to a hybrid mode of EVMs and i-voting. Large-
scale urbanisation, Internet availability and accessibility and encryption
technologies are making it possible for India to begin utilising i-voting.

5.3 Estonia

Estonia is a classic example of a country leveraging technology in
conducting national elections using i-voting. Central to their theme was
the issuance of an ID card with PKI (digital certificate) capabilities for
voter identification, authentication and, finally, casting an encrypted vote
ensuring privacy and voter secrecy combined with anonymity.

The digital certificate in the ID card in Estonia is envisaged to enable the
voting system to more robustly verify the credentials of the cardholder.
The certificate itself is submitted to the voting system through the card
using the cardholder’s PIN. The certificate is verified for authenticity and
validity. Once validated and authenticated, the user is provided access
to the on-line voting site. The voter selects the candidate and submits the
vote. The vote submission is akin to the voter sealing the paper ballot in a
secure envelope and dropping it into the ballot box. The digital certificate
is used for digitally signing the vote and encrypting, using the private
key of the card holder and the public key of the e-voting system. The
vote, thus, is submitted as if sealed in a secure envelope. At the server
end, decryption of the vote takes place using the election keys, while the
signature validity of the voter is checked. At no point is the voter’s identity
revealed.

Overall, the key success factors for e-voting and i-voting systems in
these countries are considered to be due to the (1) existence of a legal
framework and legal validity of the use of these systems, and (2) the
availability of an audit trail of the counted votes. The later point enables
the voter to go back to the voting system to check and confirm if his/her
vote was indeed considered in the counting of the votes.

From our reading of the existing practices, it is interesting to note the
factors that have driven countries to adopt e-voting systems. Each country
is driven by different factors that were key in their adoption of the e-voting
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systems. Australia is driven by its need to ensure “inclusive voting” — that
is, every eligible voter should be able to vote and should be provided with
the access and ability to vote. This includes overseas Australians, visually
impaired citizens, etc. This is as a result ofits rule of “compulsory voting”.

India is driven by its need to contain election fraud and to reduce the
complexity in the logistics of handling manual ballots. Estonia is driven
by its need for providing citizen convenience and to increase voter
participation. The elections conducted in Estonia were beset with
problems of low voter turn-out.

The USA has moved to machine-based (EVM) e-voting primarily because
of the problems it faced with the punch card voting systems in 2000. The
Florida elections were found to have discarded votes, which otherwise
were eligible votes and, had they been counted, the elections results
would have seen a different conclusion.

France, Germany, and Belgium have basically taken advantage of their
home-grown technologies and adopted e-voting systems. Brazil had
similar issues as in India, but the adoption of DRE (Direct Recording
Electronic Voting) Machines were used which were far different from
the EVMs used in India. Thus, our understanding is that local political
needs and socio-economic factors contributed to the adoption of e-voting
systems in different countries.

The purpose of this section was to provide a short overview of some
successful implementations of electronic voting systems globally. The
next section will present the main content of this article, namely the use of
an e-voting system in the UAE FNC elections.
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6. UAE FNC Elections

On 2 December 1971, with the adoption of the constitution, the federation
of the United Arab Emirates was officially established. A few months later,
in February 1972, the country’s first ever federal national council (FNC)
was set up as the country's legislative and constitutional body. The FNC
consisted of forty members appointed by the rulers of each of the seven
emirates.

In 2005, the UAE had its first national elections. The presidential resolution
stipulated that half of the FNC members (out of 40 members) would be
elected by citizens and the other half would be appointed by the Ruler
of each Emirate. This was recognised as a step forward to enhance a
well-structured political participation in line with citizens’ aspirations, and
as a major milestone towards modernisation and development of the
federation.

Indeed, the introduction of this partial election system was seen as the
first step in a gradual process aimed at empowering and enhancing the
role of the FNC, and developing more effective and vital channels for
coordinating between the FNC and the government, thereby opening
new prospects in the parliamentary life of the UAE. In the first electoral
experience in the UAE in 2005, the NEC approved electronic voting
instead of traditional voting procedures.

The same election model was used for the 2011 FNC elections, except for
the electoral college, where the number of voters increased from around
6,000 to almost 130,000. The 2011 FNC elections were considered to be
more challenging due to the short time frame and the size of the electoral
college, as well as the fact that the majority of voters were first-time voters
and had never seen a ballot box (see also Figure 4). The government
decided to take innovative steps to encourage participation and
introduced technology-driven systems to facilitate the overall program.
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FNC Elections 2006

Electoral Colleges 3 Days Basic
6 59 5 voting program e-Voting System
. 16.18.20 Dec., 2006

FNC Elections 2011

Electoral Colleges 1 Day Advanced
6 59 5 voting program e-Voting System
. 24 Sept 2012

Figure 4: 2006 vs. 2011 FNC elections

6.1 Forming a National Election Commission (NEC)

Organisation is an important element of the overall management process.
It is next to planning in importance. Organising involves the integration
of resources in order to accomplish the objectives. In management
terms, organisation is both the process as well as the end-product of
that process, which is referred to as organisation structure. The success
of the management process will be determined by the soundness of the
organisation structure. Therefore, such structure acts as the foundation
on which the whole super-structure of management is built.

Clearly, a sound organisation structure was fundamental to ensure that
the elections management activities are conducted in an efficient and
effective manner. A National Election Commission (NEC) was formed in
February 2011 (7 months before the elections) by a presidential decree
consisting of 10 government officials representing key government
organisations and entities that were envisaged to support the efforts of
regulating the electoral process in additional to three public figures. The
NEC was empowered to oversee the whole election process, including:

e Setting out the overall Election Framework

e Supervising the elections

e Supporting efforts to raise electoral awareness
¢ Developing elections guidelines

e-Voting in UAE FNC Elections: A Case Study | 179




e Locating Polling Centres in each Emirate

e Approving regulatory measures for establishing the electoral legal
framework

¢ |ssuing and seeking approval for the governing rules for the lists of
Electoral Panels Members

e Setting the date of elections.

Current research states that defining roles and responsibilities within the
e-voting system implementations could provide a better understanding
of who is responsible for doing what in the different process stages so
that the planned election result is produced (Xenakis and Macintosh,
2006). As such, the commission developed an organisation structure
with 20 sub-units to support the elections program. With the flat
hierarchical organisation structure, the National Election Commission
(higher committee) was responsible for establishing strategy and overall
direction, whilst the lower level units had the responsibility for a specific
function, as illustrated in Figure 5. More details about the functions and
responsibilities of each unit in the structure are provided in Annex-1.
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Figure 5: National Election Commission Structure

6.2 Opting for an e-Voting System

The National Election Commission opted for introducing an advanced
electronic voting system for the conduct of the 2011 elections. The
national identity management infrastructure maintained by the Emirates
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Identity Authority (EIDA) was seen to construct the primary foundation
for the desired e-voting system and enhance its overall security, i.e. (1)
the use of the Population Register: to extract the electoral roll of eligible
voters, and (2) the utilisation of biometric-based smart identity card
issued to citizens (e-ID Card) to authenticate the voters.

It was also decided that the e-voting system would be developed with
a de-centralised architecture. This was because of concerns over the
permanence and stability of the e-voting system, lack of reliability on
the internet communications, and to ensure continuity and simultaneous
operations of the electoral process. This was in line with recommendations
reported earlier in the existing literature.

Most of the Emirates had multiple voting centres for contingency and
capacity-planning purposes. Voters were expected to visit the polling
centres in their representative Emirate of domicile to cast their votes.
The information of each voting centre was synchronized with the voting
centres within that emirate. The aggregated participation information per
Emirate was sent manually to the Main Abu Dhabi site, but the ballots
of each Emirate were not synchronized to the main Abu Dhabi site. See
also Figure 6. The following section will outline the e-voting deployment

methodology.
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Figure 6: FNC e-voting system architecture
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6.3 E-Voting System Deployment Methodology

The UAE FNC elections were planned to occur on only one day. The
challenge was in getting the system right from the beginning. Besides,
the new electronic voting process was envisaged to promote integrity,
accuracy, time savings, reliability, accessibility, and auditability. Thus,
there was a clear need for systematically developed requirements
specifications for the e-voting system, which took into account the
requirements imposed by the existing legal framework, the functionality
reflected by the conventional voting procedures, and the required security
attributes that the system should exhibit.

The project team applied an agile methodology to elicit requirements
specification in an accepted format. The agile development methodology
was adopted for the design, development, deployment and implementation
of the e-voting system. Semi-structured workshops with key stakeholders
and commercial suppliers’ staff were undertaken before the system
implementation to allow for government concerns and requirements to
be addressed.

The adopted agile development stressed rapid iterations to the e-voting
system, as well as evolving requirements facilitated by direct user
involvement in the development process. It provided a framework by which
to visualise scope, orchestrate mundane and repetitive development
tasks, and enforce process. See also Figure 7.
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Figure 7:UAE e-voting deployment methodology
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6.4 e-Voting Business Process

Multiple workshops were conducted to articulate and document business
processes. Requirements were elicited through a set of use cases, along
with specifications of similar systems implemented worldwide. These
were later translated into functional requirements for the e-voting system
design. See also Table 5 for adopted design principles.

Table 5: e-voting design principles

Objective Desc.

Voter the voting platform shall ensure only eligible voters are allowed to
Authenticity vote.

The voter privacy regarding the selected voting options shall be
Voter protected at all levels. Nobody — including the system administrators
Anonymity and election authorities— shall be able to associate a voter’s ID with

his selected voting options.
Election The election system shall ensure only one ballot is cast per eligible
Integrity voter, and ballots are processed and counted as defined.
Service The voting platform shall be available during the prescribed election
AVa“abillty time limits.

. It shall be possible to demonstrate the accuracy, integrity, and fairness

Open Auditing of the election process.
Service All the components from the voting services shall be resistant to
Protection system failures, denial of service and security attacks.

The primary input for the business processes was taken from the UAE
Elections Legal Framework that was reviewed and approved by the
Federal National Election Commission. It basically outlined the overall
electoral processes. In general terms, the following were identified as the
main requirements for the e-voting system:

e Authentication of the voter will rely on the UAE e-ID card,;

e De-centralised vote feature will be implemented in each Emirate,
which will be synchronised with the central database;

¢ A voting sequence should allow a selection of candidates up to
the number of candidates valid for each Emirate;

e Ballot copy with vote cast will be printed for audit purposes;

¢ Ballot copy will contain: election banner, Emirate, voting centre,
candidate(s) selection (Number and Name). See also Figure 8.
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Figure 8: Approved design of the FNC ballot paper

On the other hand, the business processes related to the e-voting system
were categorised in three different stages, as outlined in Figure 9 and
explained below.

p——
Electoral college preparation

Pre-Election Candidates Nomination

Election Configuration
Process b
Deployment of e-Voting System

-—_

Pre-opening check

Voter Authentication

. Voter Casts an Electronic Ballot
EIeCtlon Voter Casts a paper Ballot
Process Printing of paper copy

Voter finishes voting

Monitoring

End of Voting Period
Validate Synchronization

Paper Ballot Consolidation

Post-Election
Process

Decryption and tabulation of e-Votes
Results Declaration

Final Auditing

Archiving and Decommissioning

Figure 9: e-voting business process categories
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6.4.1 Pre-Election Period:

a) Electoral College: The electoral college represented the selected
electors (also referred to as ‘electoral roll of eligible voters’) who
would vote for the candidates in their representative Emirates.
Each of the seven Emirates had its own electoral college. The
electoral college list was extracted from the population register
database maintained by EIDA'. An application was developed
and deployed in all the seven Emirates, where each Ruler Court
selected its representative electoral college.

b) Candidate registration: The candidates came from the same
electoral college list. A clear, standardised, equitable and
transparent registration candidate and application review process
was essential to maintain the electoral integrity and to ensure that
each candidate had an understanding of the requirements and
were able to register if qualified. Timely notification of acceptance
or rejection, and the right to an appeal if required.

6.4.2 Election Day:

c) ldentity Verification: Voter verification was carried out using the
state-of-the-art smart ID cards issued by the ldentity Authority to
all the UAE citizens. Voter verification was enabled through the
identity toolkit developed by the Identity Authority and integrated
with the voting system.

d) Voting: Electronic voting machines utilising touch screen monitors
for casting votes were deployed. Election servers were deployed at
all seven Emirates conducting simultaneous polling electronically
in 14 centres across the UAE.

e) Ballot box: The e-voting was complemented by a paper print of the
e-vote 1o provide a paper trail & verifiability of the electronic vote count.

1- Emirates Identity Authority is a federal government organisation in the UAE established in
2004 to develop and maintain a national identity management infrastructure. Its role involves
enrolling all the population in the program by 2013 and issuing them with advanced smart
identity cards with their biometrics stored in the chip. The Authority is envisaged to become the
primary reference for population demographics data to support strategic planning and decision
making in the country. The Authority>s role also involves setting up a national validation gateway
to support e-government and e-commerce, which all identity verification and authentication
transactions will need to go through before the service is availed. Advanced capabilities are
possible through the UAE national identity cards, like multi-factor authentication (biometrics,
pin, digital certificates), encryption and digital signature
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6.4.3 Post-Elections:

f) Vote Count: Votes were electronically collected from multiple
centres, mixed, tallied and results published within minutes of the
closure of the voting.

g) Reports and Statistics: From the encrypted databases that
provided long-term secure storage, reports were extracted to
indicate voter participation, turnout and other vital statistics
required by the Government on demand.

A more detailed overview of the finalised business processes implemented
in the UAE FNC e-voting system is presented in Annex-2.

6.5. Voters Volumes and Flow in the Voting Centres

Compared to the UAE Elections in 2005, the number of voters for the
2011 FNC elections was 20 times the previous election, 6000 in 2005
and around 130,000 in 2011. This required detailed planning in the areas
of site preparation and capacity computation, technical infrastructure
development, communication planning, addressing logistical and staff
requirements, and the overall specifications of the electronic voting
system. The planning phase was fundamental to ensure effective
implementation of the electoral process and to encourage and allow a
large number of voters to successfully participate in the election.

First, and based on the expected numbers of voters in each Emirate,
NEC identified a number of voting centres to accommodate voter
capacity in each and every Emirate. See also Figure 10, which depicts
the demographics of the FNC electoral college. Next, an analysis using
the Erlang model 2 based on expected voter turnout, average acceptable

2 Erlang is a declarative language for programming concurrent and distributed systems,
which was developed by the authors at the Ericsson and Ellemtel Computer Science
Laboratories. Agner Krarup Erlang (1878-1929) was a Danish mathematician who developed
a theory of stochastic processes in statistical equilibrium - his theories are widely used in the
telecommunications industry. Erlang’s model primitives provide solutions to problems which
are commonly encountered when programming large concurrent real-time systems. The
module system allows the structuring of very large programs into conceptually manageable
units. Error detection mechanisms allow the construction of fault-tolerant software. Code-
loading primitives allow code in a running system to be changed without stopping the system.
Erlang has a process-based model of concurrency. Concurrency is explicit and the user can
precisely control which computations are performed sequentially and which are performed in
parallel. A message passing between processes is asynchronous; that is, the sending process
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Percentage of Women and Men in Electoral Colleges

399, 48% 47% 52%
Women Wi Women Women
61% 52% omen 53% 48%
Men Men Men Men
Ajman Sharjah Dubai Abu Dhabi
Women 1.529 Women 6.700 Women 17.801 Women 24.492
Men 2.391 Men 7.297 Men 19.713 Men 22.952
Total 3.920 Total 13.937 Total 37.514 Total 47.444
33% 38% 30% o,
Women Women Women ok
Women
67% 62% 70% 54%
Umm Al Quwain Ras Al Khaimah Fujairah Total Emirates
Women 1.073 Women 6.472 Women 1.924 Women 59.991
Men 2.212 Men 10.378 Men 4.400 Men 69.283
Total 3.285 Total 16.850 Total 6.324 Total 129.274
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Figure10: FNC electoral college composition and demographics
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waiting time, peak hours and turnout expected during peak hours helped
determine the number of voter validation desks and voting booths . (agy on
required at each voting centre.
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Figure 11 illustrates the different calculations and models that were used
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Figure 11: Calculation Scenarios

continues as soon as a message has been sent. The only method by which Erlang processes
can exchange data is message passing. This results in applications which can easily be
distributed - an application written for a uniprocessor can easily be changed to run on a multi
processor or network of uniprocessors.
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6.5.2 Vote Anywhere

Vote Anywhere was a feature adopted in the UAE FNC e-voting system
to facilitate voting from any voting station without geographic limitations.
Technically, a UAE voter could vote in any voting station across the
country. However, as per UAE regulations, voters could vote only in their
respective Emirates. Thus, the Vote Anywhere feature enabled voters to
vote in any of the polling stations in their respective Emirates. For example,
voters in the emirate of Abu Dhabi had the option to vote in any of the four
voting centres. The use of the UAE national identity card provided higher
trust and confidence to enable this feature. The UAE national identity
card was the primary identification document that provided authenticated
access to the voting system. Once a vote was cast, the ID card chip
was updated with a flag of “voted” and it could not be used for voting
again. The ID verification system was synchronised across the voting
stations in each emirate with the information of the voter verification. The
verification system was available in real time across the voting stations in
the Emirates. The verification terminals were the starting point for voting,
and only when cleared were voters able to proceed to the voting terminal.

6.5.3 Voting Centres Layout

NEC determined an effective voting centre layout for each voting centre
to facilitate smooth voter flow during the election day. See also Figure 12.
This ensured that only the relevant people had access to relevant areas
in the voting centre. This was also supported by a robust technical design
set up to ensure accessibility and availability on election day. Figure 13
depicts a network design of a typical voting centre.

Figure 12 and 13 }>

On election day, more than 400 volunteering staff were stationed at the
voting centres with various roles to support the electronic voting process.
Some of these staff were responsible for training voters on the electronic
voting system.
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Figure 12: Voting centre layout

Figure 13 >>
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6.6 Legal Requirements

The e-voting system needed to meet strict security and privacy
requirements, and comply with specific constitutional, legal and regulatory
contexts related to the electoral rules in the UAE. In general, the following
electoral rules were defined:

Natva e Each voting centre to have an Electoral Chief Officer responsible

for the voting centre.

for each Emirate independently and the voting centres’ Electoral
_ Chief Officer will be the principal member.

—_—t e Electoral Board (EB) and Administration Board will be established

ml_ﬂa"_lﬂl_uq_‘ | Ratee

1t fimsmnaaim

'| | |
I_'n& ,ﬁ Oppearions Gt e The Mixing and Counting process should be initiated and
st Berrr performed in presence of the candidates of the correspondent
S Vaimcation KN Emirate for transparency purposes.
000 000 00 ] _"Q‘g‘g‘g‘g‘ﬂ‘g‘g e The results of the voting process should be announced and
RN n JI8 558 published by the Electoral Chief Officer of each Emirate.
In addition, three legal systems elements were identified and dealt with in
rFrypwrpypypy LR B BB R | detail for the elections. These elements were:
FPPrPrFrrEFyy L E R R LN ] 1. Voting systems.
2. Operational instructions.
FPEPPFPPFPFP LB BB B R
3. Department of appeals.
FrPrFPFPEPF LB B B LB | The voting systems detailed the type of voting terminals and the
technology requirements of the overall voting system. The voting stations,
e rPrerpy SN vt polling booths and connectivity with the central locations were defined.
& - [ The e-voting infrastructure was laid out. Operational Instructions detailed

J s P g e """

the voting process. One Voter-One Vote was the defined voting policy.
The number of representative seats for each Emirate was defined using
proportional representation. Thus, Abu Dhabi and Dubai Emirate had
four candidates each to be elected. The Emirates of Sharjah and Ras Al
Khaimah had three to be elected, while the Emirates of Ajman, Umm Al
Quwain and Fujairah had two each to be elected.

Figure 13: Voting site network design

It was also mandated to have a paper ballot printout with the vote cast
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so that the voting could have a paper ballot trail for count validation. The
Department of Appeals allowed appeals for any disputes, or challenges
in the post-election phase. It was of paramount importance to ensure the
voter and the vote’s secrecy. It was thus mandated that the voting system
should separate the voter’s information from the vote and that there was
no way of linking the two.

6.7 Switching from e-Voting to Paper Vote

A contingency procedure was documented and put in place to address
any requirement to switch from e-voting to manual paper voting. The
procedure was required to be authorised by electoral authorities. In this
case, the steps to follow were:

e The voting centre officer should announce the situation to the
candidates, as well as the voters & the public witnessing the event.

e The voting centre officer should also announce that the vote
anywhere option is disabled (for the voting centre) and only a voter
assigned to the voting centre will be authorised to cast the vote?.

e Assistant Technicians will verify that e-votes cast were synchronised
with central server.

e The voting centre officer will authorise the procedure and
technicians will shutdown the e-voting solution.

e Poll-workers receive the pre-printed clean ballot papers to be
handed to the voters.

¢ Poll-workers also receive the authorised list of voters of the voting
centre (from the poll-book application) including the information of
the voter who had already cast the vote.

¢ Poll-workers will resume the voting process, providing to the voter

the paper ballot instead of the ID credential to vote. See also
Figure 14.

3 When authorised, the ‘voting anywhere’ system was to be procedurally disabled owing to the
non-availability of the e-voting system. Keeping this contingency in mind, voters were mapped
to the voting stations nearest to their residences. Thus, for example, all Al Ain-based voters
were pre-mapped to the voting station in Al Ain, while voters in Jumeira city were mapped
to the voting station in Dubai World Trade Centre. Poll workers were trained to refer to the
vote’s list with this mapping, and direct the voters to their respective voting stations in such a
contingent situation.
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Figure 14: Procedures of switching to paper voting

6.8 Security Features in the System

The analysis conducted by the technical committee concluded that
the overall security of the e-voting system is dependent on the level of
protection provided by the operational processes put in place, rather than
the security features of the system itself. This is also in compliance with
the findings of Hisamitsu and Takeda (2007), who stated that the security
issues in e-voting systems arise from lack of protection mechanisms and
procedures on tabulation machines. Each and every one of the almost
800 voting stations and 300 pool-workers laptops were hardened i.e. the
basic software was restricted and their connectivity features limited so
they could only be used for the election.

Overall, the computerised e-voting system was required to meet all the
security aspects of manual voting. The committee defined the following
measures to be implemented to support the overall security of the system.

6.8.1 Software Certification

e The e-voting software itself was an international commercial
e-voting solution that was based on proprietary source codes. The
e-voting system was required to be certified by an international
body. The core e-Voting Solution was certified by an independent
international body following EU guidelines, namely the Austrian
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Centre for Secure Information Technology (A-Sit), an independent
renowned certification Authority appointed by the Federal Ministry
of Science and Research to certify the security of the software.
The audit was carried out applying the e-voting standards of the
European council as well as analysing the security architecture
and source code of the e-voting software in accordance with the
Austrian students’ law. The used software development processes
and methodologies were audited against ISO/IEC 15408.
Certification process guaranteed that the machines and software
were reliable and secure.

6.8.2 Security of voting centre equipment and communication

e Network segregation was used for the local networks at the voting
sites, including networks for voting terminals and poll-books,
database network, and external network connection.

e All servers use local firewalls.

e All operational machines (laptops and voting terminals) were
locked to allow only authorised changes to the software installed
on these machines.

6.8.3 Data Security

e SSL connections were established between voting terminals and
application servers.

e \oting options were encrypted at the voting terminal with a digital
envelope using the Election Public Key.

* The digital envelopes containing the voting options were digitally
signed using anonymous digital certificates.

6.8.4 Voter Authentication

e \oters were authenticated using their biometrics stored in the
national electronic ID cards.

¢ A secure flag was recorded on the ID card to indicate that the
voter had been verified and was then allowed to vote in the same
site.

e The verified card could then be used to vote.

e At the voting station, a digital certificate was used to authenticate
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the voter and to secure the voting session.
e The digital certificate was also used to encrypt the electronic vote.

e Once the vote was cast in the voting system, the card was flagged
to prevent the voter from accessing the voting system again.

6.8.5 Voter Anonymity

* The encrypted votes were digitally signed with anonymous digital
certificates.

e The signed votes were decrypted only using the election private
key, which was constructed from the individual keys of the electoral
board members. This step was done after the voting was complete
in order to start the counting.

¢ During the mixing, the system broke any correlation between the
encryption envelope and the vote content. The outcome of this
step was that the contents of all votes were cast into the system
during the voting, with no links whatsoever between each vote and
the identity of the voter.

e Temporal or residual information managed by the voting
applications (e.g. cookies or temporal records) were destroyed
after the vote casting, removing any possible trace containing the
voter information or vote selections.

6.9 Pilot Test

The e-voting system was piloted two weeks prior to election day. More than
600 volunteering staff of EIDA participated in the testing of the system.
Although no major technical issues were identified, many of the reported
issues were related to usability and overall organisation. Much attention
was needed to be given to the training of support staff on election day.

Meticulous planning went into the pilot testing. All systems were setup
in the actual voting site in Dubai. This was a mock system working in
actual voting conditions. The pilot itself was a culmination of the factory
acceptance tests, followed by detailed user acceptance tests (UAT)
conducted on the e-voting systems. The test scripts used for the UAT set
the tone for the pilot testing. The pilot thus was the actual dry run prior to
the elections.
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The dry run served two purposes. The first was to test the resilience of the
e-voting system, while the second was to ensure that human resources
were trained and acquainted with the voting systems for the election day.
The scope of dry run was also to test:

1. The complete e-voting solution required to run the voting process
on election day with the required IT Infrastructure; and

2. The actual voting process as prescribed for UAE elections 2011.

Dubai was chosen as the location for the dry run. The identified voting
centre at the Dubai World Trade Centre was setup with the coordination
and cooperation from the DWTC team.

Table 6 outlines some additional elements that took place during the pilot
test.

Table 6: Pilot test constituents

Objective Desc.

Environment A mock election instance was setup in the local servers at the voting centre..

1. File dump was prepared with electoral roll and the candidates
2. A mock election was defined and configured for

a. Institution, Election Event and Election identification

Test Material b. Dates, start and end time

c. Electoral rules (replica of actual election rules)

Users in each user role were identified and teams constituted to
complete end to end voting process.

Complete voting centre setup comprising of all equipment (servers,
network, switches, voting terminals, voter identification terminals, 1D
card readers, biometric readers etc) required at the voting centre on
Equipment the election day were put in place.

Dry run participants used both the national ID cards and the contingent
white smart cards to cast the votes.

Emirates identity authority mobilized nearly 600 of its staff to
participate in the dry run in addition to the people deployed from
Resources Takatuf (an organization providing volunteers).

A formal mock Electoral Board was constituted and the pilot election
was opened for voting.

A key element in the pilot planning was communication. A detailed
Communication communication plan was worked out and resources were reached out
to make the dry run a success.
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6.10 The Election Day

Early preparation activities started a few days in advance with election
system configuration and final setup for each Emirate. This involved
updating the e-voting system in each Emirate with voters and candidates
list, configuring the election start and end date/time for elections in each
of the seven Emirate, etc. The electoral and administration board in each
Emirate was the responsible team to authorise the beginning and the end
of the election in their Emirates.

The election commenced on September 24th, 2011 at 8 am. Election
day activities started with a team briefing by the voting centre manager,
after which designated and trained staff started the procedure of booting
up the voting terminals and initiated the process of voter identification
applications. See Figure 15. Technical and support staff were present at
the voting centres to assist voting centre staff in electronic voting process
related matters.

Figure 15: Election day snapshot

Following were the primary set of rules governing voting procedures
related to what happened at polling centres. See also Figure 16. Voters
arriving at the voting centre were:

1. Guided by receptionists to training areas. Separate group and
individual training areas in the voting centres were setup to
familiarise voters and prepare them for the voting process.

2. Voters were validated at ID verification desks. Individuals arriving
to vote were identified using their ID cards and validated against
the electoral roll. Only valid voters were allowed to proceed to the
voting area.

3. Valid voters cast their votes electronically at the voting terminals.
Voters used their ID cards or smart cards prepared for voting to
cast their electronic vote. The system only allowed a voter to vote
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once. Once the electronic vote was cast, a printed copy of the
ballot was printed.

4. Voters were instructed to fold and insert the ballot copy in one of Th
the ballot boxes and then exit the voting centre. E.FEderaI 5
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As mentioned previously, each voting centre had its own local servers G i$ ﬁ ﬂ . N g&,
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to maintain the record of votes cast during the day. For those Emirates e e = = =
that had more than one voting centre, ballots were synchronized among
voting centres within the same Emirate to maintain a view of participation
within the Emirate. Aggregated participation information of each Emirate
was sent to the main Abu Dhabi site periodically to display aggregated
participation information. The whole voting process throughout the
country was monitored by the higher commission members at the
operations management centre, which was set up to handle the technical
and organisational issues that arose.

LT

Ballot counting started when the election ended at 8:00 pm and the
electoral board of the Emirate authorised the process. An additional hour
was granted in the Emirates of Abu Dhabi due to growing numbers of
voters in the last hours. The results of each Emirate were announced in the
main voting centre of the Emirate. Overall, more than 35 thousand citizens b= ¢ TR kipp - ]
participated in casting their ballots electronically. Figure 17 depicts the

survey results conducted by some international research companies that

outline the overall perception of citizens around FNC elections.

Figure 17: Kippreport survey results
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7. Success Factors

From a technical perspective, the use of advanced cryptographic
protocols enabled all types of election processes to be carried out in
a completely secure, transparent and auditable manner. The solution
accorded the highest levels of security, in terms of voters’ "privacy, ballot
box integrity, and voter-verifiability”.

The key success factors that have led to the success of the FNC e-voting
experience were related to "structure and readiness', which can be
summarised as follows:

a) Organisation Structure: the structure played a key role in getting
together many government departments to work cooperatively
to support the FNC elections. The structure included more than
100 officials representing different government and public sector
organisations, in addition to more than 900 volunteering staff who
supported the 14 voting centres throughout the country.

b) Site readiness: a comprehensive detailed plan (Go-live plan) was
defined to govern the prerequisite activities for the elections day.
Great attention was given to election site preparation.

a) System readiness: the go-live plan mentioned above included
activities related to the voting system deployment in the voting
centres. These activities included thorough testing of the system
after deployment in the voting centres to ensure all equipment was
working properly and to test the sites’ connectivity.

c) Staff readiness: this was achieved by the training and the dry run
(pilot) simulation. A comprehensive training plan was defined and
implemented to cover these activities. Staff training in the new
methods of voting to a level good enough to provide on-sight voter
education and process knowledge-gathering provided valuable
input to the election day.

d) Communication: This was recognised to be the most critical
success factor. The key to strong communication was the ability
to define the process and timescales at the outset. There was
constant communication at every level of the election planning and
execution process with the stakeholders through public meetings,
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workshops, local conferences, etc.

e) Social Media: The use of social media and its social networks
supported the success of the FNC elections, as it turned
communication into an interactive dialogue between the NEC
commission, local communities and individuals. Social media
played an important role in widening accessibility and scalability
of communications.

In addition to the above critical success factors, the application of the
UAE population register and smart identity card was considered to have
added significant contribution to the overall success of the NFC elections.

7.1 Using the UAE Population Register in the Voting System

1. The UAE National Register was used to extract the list of the
electoral colleges. The Register is the most accurate and unique
population database in the country, as it depends on advanced
technologies to link the biographical information to the individuals,
namely facial and fingerprint biometrics.

2. The voters’ list was uploaded to the voting system before the
elections. This list was used to verify voters and ensure only
legitimate voters were using the voting terminals to cast their
electronic votes.

3. In addition to the voters list, the national register was also used
to extract the list of candidates, which was also uploaded to the
voting system.

4. General voter information available on the national register was
also used in the voters’ list. The information included was age,
gender, profession, Emirate, etc. This information was used by the
voting system to provide statistical reports and dashboards during
and after the elections.

5. The mobile numbers available in the national register were also
useful to send awareness SMS messages to the voters before and
on election day.
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7.2 Using the ID Card for Voting

The UAE biometric-based national identity card was an important
component which made secured e-voting possible. The importance of
the electronic ID card is summarised by the following points:

1. The card was used to verify the identity of voters. Biometric
verification was used in the verification process, and in cases when
physical verification using picture comparison was not possible.

2. The card was also used to ensure that only verified voters could
access the voting terminals.

3. After the vote was cast in the system, the card and e-voting system
were flagged to ensure the voter could not use his card to vote
again.

4. In the above process, vote buying was not possible, as was the
case in other voting systems where electronic ID cards were not
used. This was due to the fact that only the card owner could use
his/her card to vote after being verified.
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8. Lessons learnt

The UAE e-voting system was conceived, designed and deployed, and
worked exceptionally well albeit with some glitches and operational
issues. Although it did not pose any serious risk to the overall and final
election results, a few of the identified issues need to be heeded by
election officials during planning and execution phases.

Some of the major challenges faced on election day were:

1. Some of the electronic voting systems developed unanticipated
screen freezes, leaving voters wondering whether their ballots had
been properly recorded. Despite this situation, voters were able
to try to cast their ballot electronically again, but they got error
messages informing them that they have already voted or they
were not allowed to vote again. On-site support was provided to
check whether the ballot was casted correctly or not.

2. Some printers went into sleep mode, which needed supervisor
intervention to print the votes cast. Some printers were on the
default settings to go on the sleep mode if unattended for a
few minutes. The technical staff needed to visit each and every
printer to change the default settings. With these printers in sleep
mode, the ballots were not successfully printed but they were
stored electronically. A reprinting feature was accessible with a
specific password, although it seemed to be unknown by some
participants. This feature is further described at Annex 2.

3. Some voters by-passed the voter identification and went straight
to the voting terminals only to find that the system did not allow
them to cast their votes, leading to confusion among the voters.

4. During the mixing and tallying period, the data synchronisation
between two major polling stations stalled and it took some time
for the data synchronisation to be completed. This delayed the
announcement of the election results in the Emirate of Abu Dhabi
for about an hour. The issue was related to the MPLS data link
between Abu Dhabi and Al Ain that had some problems and the
ballot synchronisation speed was slow. This affected the mixing
process, as it could not be executed until all the information was
synchronised. This was not a mixing problem, but a data-readiness

e-Voting in UAE FNC Elections: A Case Study | 205




problem i.e., the pre-requisite of the mixing process was to have
all the information synchronised.

5. Some voters’ identity could not be verified when they used the
national ID cards; thus, they were issued with white smart cards in
the voting centres to enable them cast their votes. This scenario
was defined as a fallback scenario for voters whose identity card
was damaged and their chip was not readable. This scenario
is further described at Annex 2. Thanks to having this scenario
defined and implemented, all voters were able to cast their ballots.
A similar verification process was executed with these voters.

Serious as they seem, all these challenges were overcome quickly due
to the contingency measures put in place in the e-voting system and
the overall procedures. For every issue reported, trained technical staff
identified the root cause and set in motion the contingency plans to
enable restoration of the voting process.

The local area network was quickly brought up and the voting system was
restored for casting votes where the screen freezes were reported. The
screen freeze was attributed to the inability of the LAN to load the voting
applet on the voting terminals from the server.

Specifically during the first three hours, management and technical staff
were on the move within the voting centres to ensure that the printers were
kept active throughout the voting period. Stricter controls were enforced
ensuring that the voters did not approach the voting terminals without
their identity being verified, thus enabling a smooth voting process. The
network was fine-tuned to ensure data synchronisation between the
affected sites.

As indicated above, and where the national ID card could not be verified,
authorised voterswere provided with “White Cards” enabling them to cast
their votes on the e-voting terminals. Interestingly, the majority of those
people who had shown up on election day and reported that their national
ID cards did not work, were later recognised as not being in the electoral
college in the first place. As a result, those individuals needed to be dealt
with very carefully.

Another important lesson learnt related to the fact that the UAE e-voting
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system only printed voters' copies that were put in the ballot boxes by the
voters. No separate receipts were printed for voters' own records. Some of
the voters expressed concerns and wondered if their votes were actually
counted. It is, therefore, recommended that, for the following elections,
NEC should put in place kiosk machines with an application to allow
voters to check whether their votes were counted after the mixing stage.
Instead of a separate receipt issuance, national identity cards could be
used as a token to be inserted into such kiosk machines for electronic
verification. This step is envisaged to enhance voters’ confidence and
trust levels.

Taken as a whole, these contingency measures, combined with on the
ground leadership from the top management (Higher Election Commission
members),ensured a successful culmination of this ambitious project of
e-voting in the UAE. The following would stand out as the main highlights
of the UAE FNC elections exercise:

e Successful completion of the elections using e-voting

e All voting results for winners announced the same day and within
hours of the closing of voting

e Successful deployment of national ID card for ID verification

e Tremendous coordination effort in organising, deploying and
running the e-voting system, involving many entities and
individuals across the country. This more than amply demonstrates
the leadership qualities and the organising abilities of the project
management team and the project sponsoring committee, i.e. the
NEC.

The success of this e-voting system has laid the foundation for the UAE to
step forward towards full i-voting system deployment. The UAE now has
all the technological and technical components required to make this a
reality. These are as follows:

1. Proven national ID card that carries the digital certificates from
the Population PKI that should enable identification, validation,
authentication, digital signing and encryption.

2. Proven e-voting system that was designed based on browser-
based voting on PCs. The voting terminals were designed as

e-Voting in UAE FNC Elections: A Case Study | 207




kiosks with touch screen PCs embedded in the kiosks, with ID
Card readers and biometric units.

3. Proven e-voting system that has been successfully deployed and
fully integrated with the national ID card as a verification tool.

4. Proven nation-wide interconnectivity and bandwidth that enables
remote voting.

5. Robust e-voting practice and process that enables secure and
reliable voting remotely.

6. A legal system that has had experience with using the national ID
cards as the primary token for identification.
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9. Conclusion

As computing technology and security technologies has evolved, so
too has the adoption of e-voting technologies for conducting national
elections evolved. Technologically advanced countries and countries
with electoral maturity have set the pace for the e-voting adoption.
Although countries have had different experiences with electronic voting
systems, there seems to be a consensus among governments on the
importance and the positive impact of electronic voting systems on the
overall election systems. The literature identified numerous advantages
of electronic voting systems over traditional paper ballot voting, namely
convenience, usability, simplicity, cost savings, reliability, etc. These
factors explain to some extent the underlying reasons behind the growing
interest of governments to deploy electronic voting systems.

Inthis article, we attempted to provide an overview of elections and e-voting
systems. We covered the existing literature to review the critical points of
current knowledge, including substantive findings and contributions to the
particular topic of e-voting. The article then moved to provide an overview
of the UAE FNC elections in detail. The presented research content is
considered to be of great support to similar endeavours, specifically as
countries worldwide are showing greater interest in the application of
e-voting systems.

In general, the FNC 2011 elections were seen as one of the most
successful initiatives of the year in the UAE. The e-voting system was
considered by the government to be a major improvement to the manual
voting process in terms of:

¢ |Integrity: The e-voting system is an extremely secure system
that cannot be tampered with by anyone, including system
administrators.

e Speed: Vote counting and results announcement was done based
on the electronic votes in the system within less than an hour after
closing the voting centres.

e Transparency: The entire voting process was observed by the
candidates and their representatives as well as the media. The
system was open for audit by external and internal auditors. Vote

e-Voting in UAE FNC Elections: A Case Study | 209




counting was done automatically and entirely by the system.
Preliminary results from the system were presented in each of
the 14 voting centres that promoted transparency, and for the
candidates to see them before the official announcement of
results.

The voting procedures announced through different media channels
played a major role to encourage participation and turnout. The use of
the government-issued advanced smart national identity cards to identify
the voters and candidates acted as an effective enabler of the e-voting
system. By and large, the automated e-voting system enabled smooth
and fast elections across the seven Emirates to be conducted and closed
on the same day.

9.1 Future Work

Research in the field of e-voting is an important factor in improving the
overall knowledge, where it can provide much valuable information
from sharing the results of different pilots and experiments in countries
worldwide. Such a range of experience provides a wealth of practical
information, knowledge and inputs. The content of the research and the
lessons learnt from the deployment of the e-voting in the FNC election in
the UAE can serve as a set of valuable guidelines for the future design
and deployment of e-voting systems in Arab countries and worldwide.

Indeed, the case study approach adoptedinthisresearchhasits limitations;
generalisability is not possible due to the information source being from
a single case. However, it needs to be heeded that the UAE e-voting
system design and procedures from technical, legal, management and
other dimensions were benchmarked with other implementations in other
countries. This reduces and addresses the concerns over case study
limitations.

The government of the UAE is in the process of trialing an internet-based
e-voting system. The application will be available for deployment for any
election requirement in the public sector. The system will rely greatly on the
smart identity card capabilities for strong authentication. The public key
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cryptography will form the foundation on which secure communications
will be established. The government trusts that biometrics, smart cards,
and national cryptography will, altogether, provide strong mechanisms to
protect the integrity of voter registration information and overall elections
process.

In our opinion, the use of government-issued smart cards adds a new
dimension of security and contributes to the overall trust and confidence
of the public. More research is inevitable, such as the Internet, in order to
explore how such cards could support the development of more secure
electronic voting over public networks.
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Annex-1 1. National Election Commission (NEC)

The National Election Commission (NEC) was formed in February 2011
by a presidential decree consisting of government officials and public
figures. The National Election Committee (NEC) was empowered to
oversee the whole election process, including:

Functions and Responsibilities of the National Election Commission
and its sub-committees

e Setting out the overall Election Framework

e Supervising the elections

e Supporting efforts to raise electoral awareness
HATIONAL ELECTION COMMITTEE

¢ Writing down elections guidelines

e Locating Polling Centres in each Emirate

EMILATES COMMITTEE -""'?-E& e Approving regulatory measures for establishing the electoral legal

framework

¢ |ssuing and seeking approval for the governing rules for the lists of
Electoral Panels Members

e Setting the date of elections

2. Election Management Committee

¢ Directing, supervising, and monitoring its staff as per applicable
regulations and NEC decisions.

¢ Coordinatingwithrelevantbodies, and coordinating subcommittees
activities in these bodies, to ensure full implementation of
prescribed duties and functions.

e |dentifying manpower and financial needs required for
implementing assigned tasks and reporting them to NEC.

e Recommending necessary decisions and regulations for the
functions of Election Management Committee (EMC), and its
subcommittees; and reporting them to NEC for approval, and
monitoring their implementation.

e Monitoring the implementation of NEC electoral decisions and
guidelines directed to subcommittees concerning the preparation
for elections, and reporting the same to NEC in a timely manner.

e Preparing elections budgets.
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e Taking all necessary actions to ensure safety of elections.
e Assessing appeals for later submittal to NEC.

e Submitting statements of votes to NEC, before announcing final
results.

¢ Any other functions assigned by NEC.

e The Committee may take all necessary steps for the implementation
of its assigned tasks. It may also procure the services of
experienced professionals, as appropriate.

2.1 Project Management and Excellence Committee
e Suggesting strategic and operational plans; and setting out and
prioritizing policies, and how to measure them.

e Preparing and developing these plans, along with work programs,
in coordination with other relevant organizational units in the
Committee.

¢ Designing performance indicators, and submitting performance
reports to all these units in the Committee and concern parties.

¢ Monitoring strategic plans, evaluating performance and enhancing
services at EMC. The Office shall also provide appropriate
procedures, evidences, and systematic documentation for all
operations, based on excellence requirements.

¢ Managing projects based on established methodologies.
e Ensuring excellence criteria are met in all measures taken.

e Handling Chairman of the Committee’s reports and
correspondence, whilst making all necessary arrangements and
follow-ups for his meetings with relevant bodies.

e Measuring all concern parties results and conducting excellence-
compliant questionnaires

2.2 Infrastructure and IT Services Committee

¢ Implementing EMC-approved policies, strategies, standards,
procedures, and regulations

e Providing highly effective IT services to cope with elections needs.

220 | Article 5

Identifying IT programs and systems requirements to enhance
networking connections as required for Election Management
Committee, whilst setting the IT work plan and needs.

Designing and developing computer systems to be used for
elections, and ensuring they meet preset standards.

Setting IT budget.

Documenting the system throughout deployment and operation
phases.

Supervising the upgrading of IT networks required for making well-
developed systems.

Checking the specifications of networks and connection lines
currently in operation

Preparing and presenting back-up plans in cases of emergencies.

Training systems users; informing them of their advantages and
methods of operation.

Technically supervising the website, in coordination with the Media
and Communications and Electoral Processes Unit.

Laying down different scenarios for e-voting, in terms of connection
and IT requirements.

Ensuring the readiness, safety, and security of IT systems.
Providing all IT needs for media centres and Polling Centres.

Any other functions assigned by EMC.

2.3 Key Services

2.3.1 Election Processes

Setting and implementing relevant policies, strategies, standards,
and procedures for highly efficient electoral service provision

Preparing, saving, and classifying Electoral Panel members’
records and databases

Informing Panel members of their electoral responsibilities
Registering Electoral Panel members

Updating Panel members databases
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Organizing and registering candidates

Identifying the appropriate method for announcing the Names of
the Electoral Panel Members (Newspapers, phone calls, or SMS)

Coordinating with the 7 Emirates Rulers’ courts to acquire the
names of the Electoral Panel Members

Providing an appropriate form which includes all required data of
the Panel Member. This form must meet and befit electoral needs
and requirements and facilitate research and studies

Launching and updating website pages displaying the names of
the Electoral Panel Members in coordination with the Media and
Communication Unit and the IT Committee

Furnishing the Contact Centre with the Electoral Panel Members’
names

2.3.2 Coordination and Follow-up

2.3.3.

Streamlining communications and follow-up for different Emirates
committees.

Monitoring how far Committees’ decisions are put into action.

Assessing and handling complaints and feedbacks, except for
appeals.

Working closely with election partners; by showing good
understanding and response to their needs.

Providing all what is necessary to enhance coordination
between the Emirates committees and the Election Committee,
whilst enacting relevant procedures by arranging Committees’
agendas, documenting their individual minutes, monitoring the
implementation of recommendations, and fully coordinating
with relevant bodies concerning the functions of the Emirates
Committees Coordinator, and any other relevant coordinating
functions.

Studies

Setting goals and plans for research and studies according to
Committee requirements, whilst supervising the implementation of
each.

Providing research, advisory, and consultation services concerning
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electoral affairs.

Conducting research, studies, questionnaires, and evaluation
forms that aim at measuring public opinion trends concerning
EMC activities and related issues.

Preparing reports, briefs, whitepapers, and working papers for the
Committee to submit to other entities.

Setting and implementing information service plans based on the
Committee’s needs

Preparing the final NEC Report.

Collecting data and statistics.

Providing the Committee with the studies and research required.
Reporting candidates’ expenditures in election campaigns.

Managing legal affairs and auditing procedures.

2.4 Support Services

Setting and implementing policies, strategies, standards, and
procedures for providing highly effective human resources
services

Planning human resource requirements and preparing necessary
budgets

Setting job plans and descriptions for human resources required
for elections

Attracting and selecting competent staff (permanent/temporary/
reserve)

Registering staff and issuing ID cards

Training (staff in elections/ contact centres)
Distributing staff and managing their affairs
Personnel affairs management during elections

Developing an appropriate method for calculating compensation
of staff participating in administering elections

2.4.1 Financial and Administrative Services

Setting and implementing policies, strategies, standards, and
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procedures for providing highly effective administrative and
financial services

Preparing budgets for Election Management Committee , and
monitoring budget execution

Performing purchase procedures, settling due amounts, and
issuing checks

Passing accounting entries in different original journals

Preparing budget allocated for the committee, setting budget
for media campaign/ technological needs/ office needs/
logistic requirements/ Polling Centres/ hospitality/ reception/
transportation/ accommodation, etc

Establishing compensation system for committees members/staff
organizing elections/subcommittees

Setting and managing petty loans for officials at Polling Centres
Collecting fees (for registration/appeals)
Conducting EMC-related public relations (PR) activities

Identifying the type of forms, applications, and reports specifically
required and used in elections

Supplying Polling Centres with all required equipments

Providing accommodation and transportation for invited media
representatives, between the hotels and the Polling Centres

Providing logistic needs and services for Polling Centres and
media centres

Arranging official communications and correspondence with other
regulatory bodies and units based on applicable powers

Managing archiving processes

2.4.2 Human Resources

Setting and implementing policies, strategies, standards, and
procedures for providing highly effective human resources
services
Planning human resource requirements and preparing necessary
budgets

Setting job plans and descriptions for human resources required
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for elections

Attracting and selecting competent staff (permanent/temporary/
reserve)

Registering staff and issuing ID cards

Training (staff in elections/ contact centres)
Distributing staff and managing their affairs
Personnel affairs management during elections

Developing an appropriate method for calculating compensation
of staff participating in administering elections

2.5 Media Awareness

Implementing the communication strategy as per the “Guide for
Media Handling of the Elections”

Implementing the draft plan prepared for the media and advertising
campaigns

Carrying out different media-related activities and developing
effective communication tools with relevant parties

Holding regular meetings with Editors-in-Chief and journalists
covering the elections to keep them updated

Supervising media centres, coordinating with mass media, and
providing coverage materials, and bilingual media coordinators
(fluent in Arabic and English)

Training official spokesmen on how to deal with the media and
relevant messages

Enacting regulations for communicating with media officials for
elections officers to abide by

Monitoring media coverage of NEC, FNC Elections and political
participation in UAE, whether in local or global mass media

Distributing official elections results over media entities

Allocating special areas and seats for media representatives at
every Polling Centres

Informing Panel members of their electoral responsibilities, in
coordination with the Electoral Processes Unit
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Holding informative sessions about political participation, along
with discussion panels and groups that cover the elections issue

2.5.1 Contact Centre

Implementing the communication strategy as per the “Guide for
Media Handling of the Elections”

Implementing the draft plan prepared for the media and advertising
campaigns

Carrying out different media-related activities and developing
effective communication tools with relevant parties

Holding regular meetings with Editors-in-Chief and journalists
covering the elections to keep them updated

Supervising media centres, coordinating with mass media, and
providing coverage materials, and bilingual media coordinators
(fluent in Arabic and English)

Training official spokesmen on how to deal with the media and
relevant messages

Enacting regulations for communicating with media officials for
elections officers to abide by

Monitoring media coverage of NEC, FNC Elections and political
participation in UAE, whether in local or global mass media
Distributing official elections results over media entities

Allocating special areas and seats for media representatives at
every Polling Centres

Informing Panel members of their electoral responsibilities, in
coordination with the Electoral Processes Unit

Holding informative sessions about political participation, along
with discussion panels and groups that cover the elections issue

2.5.2 News

Implementing the communication strategy as per the “Guide for
Media Handling of the Elections”

Implementing the draft plan prepared for the media and advertising
campaigns
Carrying out different media-related activities and developing
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effective communication tools with relevant parties

Holding regular meetings with Editors-in-Chief and journalists
covering the elections to keep them updated

Supervising media centres, coordinating with mass media, and
providing coverage materials, and bilingual media coordinators
(fluent in Arabic and English)

Training official spokesmen on how to deal with the media and
relevant messages

Enacting regulations for communicating with media officials for
elections officers to abide by

Monitoring media coverage of NEC, FNC Elections and political
participation in UAE, whether in local or global mass media

Distributing official elections results over media entities

Allocating special areas and seats for media representatives at
every Polling Centres

Informing Panel members of their electoral responsibilities, in
coordination with the Electoral Processes Unit

Holding informative sessions about political participation, along
with discussion panels and groups that cover the elections issue

2.5.3 Media Campaigns

Implementing the communication strategy as per the “Guide for
Media Handling of the Elections”

Implementing the draft plan prepared for the media and advertising
campaigns

Carrying out different media-related activities and developing
effective communication tools with relevant parties

Holding regular meetings with Editors-in-Chief and journalists
covering the elections to keep them updated

Supervising media centres, coordinating with mass media, and
providing coverage materials, and bilingual media coordinators
(fluent in Arabic and English)

Training official spokesmen on how to deal with the media and
relevant messages
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Enacting regulations for communicating with media officials for
elections officers to abide by

Monitoring media coverage of NEC, FNC Elections and political
participation in UAE, whether in local or global mass media

Distributing official elections results over media entities

Allocating special areas and seats for media representatives at
every Polling Centres

Informing Panel members of their electoral responsibilities, in
coordination with the Electoral Processes Unit

Holding informative sessions about political participation, along
with discussion panels and groups that cover the elections issue

3. Emirates Committee

Coordinating with the EMC about technical and administrative
electoral issues in the Emirate, and more specifically:

Locating Committee office whilst maintaining communications with
EMC

Receiving the final list of the electoral panel and sending it to
Committee members

Receiving electoral forms from EMC and providing them in the
Committee office

Coordinating with the Emirate’s police to provide for the sufficient
number of police officers on election day, as per the election
Security Committee guidelines

Collaborating with the local Municipality, jointly with EMC

Recommending Polling Centres location(s) in the Emirate, in
coordination with EMC

Advising candidates of places for holding election rallies

Assessing the Emirate nominations against preset requirements
before submission to EMC

Assessing appeals for providing all information required before
submission to EMC

Monitoring compliance with election controls and measures and
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reporting any violations to EMC

Performing any other functions within the authority of the Committee

4. Appeals Committee

Drafting and implementing the appeals administration process

Reviewing and handling appeals concerning voters’ registration
and the electoral roll

Reviewing and handling appeals concerning lists of candidates
and their registration

Reviewing and handling appeals against voting results

Reviewing and handling appeals of any administrative violations
during elections

Any other function within the authority of the Committee

5. Media Committee

Raising public awareness of elections and encouraging their
participation

Coordinating with different media channels to raise public
awareness of the Federal National Council elections

Setting and implementing consolidated media policies, standards,
strategies, and procedures (before, during, and after elections)

Developing and implementing media programs and plans required
for the elections

Developing a guide on how the Media (whether visual, broadcast,
or print media) covers and handles the elections

Coordinating the use of official mass media in presenting
candidates’ programs to ensure equal-opportunity exposure

Organizing press conferences and maintaining media centres
before, during, and after elections

Collaborating with partner professional media firms

Performing any other functions within the authority of the Committee
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6. Security Committee

Drafting and implementing security plan for elections
Developing security rules and criteria for Polling Centres to follow

Enacting consistent security measures for implementation at these
Polling Centres

Identifying methods of dealing with election-day issues and
problems

Coordinating the provision and implementation of safety and
security procedures and standards with every possible means

Any other function within the authority of the Committee
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Annex-2:
A2-1 Requirements Definition Workshop

The Business Process requirements workshops spanned over four
sessions and covered the following:

Session 1

Business Processes

Agree on business processes.

Objectives: Demonstrate process mapping to existing e-Voting functionality, in
order to identify gaps

All key business representatives;
Attendees:
NEC'’s Legal advisor on Electoral Matters

1. Introduction - Objective of Workshop and next steps
2. Processes
+ Before Election Day
+ During Election Day
+ After Election Day
3. As-is solution demo mapping to these processes
4. Regulatory and legal implications

Session 2

Title: Solution Functionality and User Interfaces

Review and agree on proposed functionality for key solution

Sl components and agree on content/functionality of user interfaces

Attendees: Business Owners and End user representatives

1. Details of functionality of each application

2. Basic wireframes to capture requirements related to screen content
+ Pollbook
+ Dashboard
+ Web Reporting
» Voting Screens and Back office

Topics:

Title: Location, Roles and Responsibilities

Agree on high level requirements for different types of locations,

Objectives: understanding theconstraints and roles required at each location.

Identify exception handling and legal implications.

EIDA/NEC Technical Team; NEC Procurement; Election Organizers;

R NEC Legal Advisor on Electoral Matters

1. Details of requirements and staff roles at each of the following
locations

+ Data Centre
+ Election Operations Centre
Topics: + Warehouse/testing site

+ Voting centers
2. Non-functional requirements
3.Exceptions handling processes
4. Regulatory and legal implications

Title: Information Exchange

Objectives: Discuss and agree on information exchange requirements

EIDA/NEC Technical Team; EIDA/NEC staff who know about Voter

Ll and Candidate information and its format

1. Voter validation/authentication
+ Integration with UAE ID Card

2. Information Exchange
. » Import Information: Voters list, Candidate names and
Topics: pictures

» Export Information: what information is to be exported from
the system after election

3. Review BOM with details of equipment
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These e-voting processes across the three stages are described here
in terms of:

1. Business Process diagrams which illustrate tasks, both manual
and automated, and the roles involved in the execution of end-to-
end electronic voting process, using the voting software.

2. Task description table that describe the various steps in the

automated process.
Each section includes a business process diagram supported
by a table listing process steps. Input, output and pre-requisites
for each key process are also described with the process steps
description.
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1 O e e v

Manual Automated Process Process Off-Page reference connecting
process process Start End process diagrams

Figure A2-1: Key to symbols used in business process illustrations

A2-2 E-Voting Process Diagram

0001 - Voting Process ( High Level)

Customer
Service/Reception

‘SAM device will be connected
Validate Card (oG ) Write to card
EeC T e - Identiy Voter in Voler's rol

check if the Card is issued from |2- Check that voter has not already voted Write the following

% c to card
1 ready to Vote:
FE (C=y No 2" Securiy Token
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=8
o n
o
s Enter EIDA ID Card numb
"::'Ponbwk . pap oo+ }_,‘ Validate Voter Prepare Temporary Card
= Cast Electronic System wrtes Brint Ballot Handover Card
25 Verfy Voter i—" Vote o Card rint Balo To Pollworker
R
] System vil wit fo EIDAID card -
25 Verify security Token on Voted" + Folowing nformation
‘card with that on server - Voting station ID

Date/Time
- Voting Centre

0 O ® orren

Figure A2-2: High level voting process
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A2-3 Pre- Election Processes

After the system preparation and sealing steps have been completed,
Election shall be configured following the Election Configuration process.

Next we describe the steps required to accomplish this task.

Elections System Start Up

Eletion Operations Room >

Various Sites

>

National Election
Committee

1- Prepare Population Register Database for Citizen’s Data
2- Apply selection criteria and prepare Voter list by each Emirate
3- Electoral and admin boards for each Emirate are identfied and constiuted

Upload Create Electoral Create
Election Data & Admin Boards Key Shares

Admin Board

Configure

B}
g
5 Publish
5 Elections Elections
]
S ] .
< View and Verify
= Configuration
° \—I
2k v
o S Witness
T e Election
28 Publishing
o
ug
-
£ i
5 g_ £ Transfer Election
5038 Configuration to a@
& g = local servers
a
) ] ® oftPege
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Figure A2-3: Elections System Start Procedures

5

Table A2-1: Pre-election technical process steps

Process Steps

1. Emirates ID Provides Population
Register Database 3 each Emir
ate for preparing the Electoral
Roll and Analize the kst of aligible
voters.

1. The required Certificate Authaority
(CA) for the election is created,
and any related keys are also
created,

1. The voting software is complied

ane logically sealed.

= Database is physically and
logically secured

All Seven Local Au-
Ermerabes thorities in

EIDA PKI EIDA and
system Solution
Provider

Test site Sofution

and built in a trusted environ- Provider
ment in B suitbble place.
4, The bullt software is deployed Several Solution
locations Provider
= In the data centra anvd Elctian
= [n all the voting servers locat- Authority
ed in the test site
= \oting tarminals and 1D Verifi-
cation units
SYSTEM SEALING
5. The servare in tha data centre  Saeveral EIDA

locations
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A2-3.1 Configure Elections Process

Once the system is setup the Election Configuration process is executed
for each Emirate, in the presence of the Electoral and Admin board of that
Emirate.

Inputs: For each Emirate: Voters list, Candidates list, Voting rules, Election
timings.

Outputs: Election configured and published

Pre-Requisites:
i) Allinformation required to configure election is provided by National
Election Committee in the

desired format
ii) Electoral and Admin boards for each Emirate are formed.

iii) Staff for required roles are assigned and available

Table A2-2: Configuration of Elections Process

Process Steps

ELECTION CONFIGURATION
The election is configured Opera- Business DEFENDENCY: NEC 1o
« Election general data, accord- ::“‘ Cen-  Owner mﬂﬂum‘:ﬁ":ﬂ”‘
ing to reference manual, Auditor Confgure tha shction
= The file{s) with candidates i ki agredd formats
and pictures [associated to ang Bmes,

sach Emirate)} is uploaded in
the voting system

Tha file with the electoral roil

(hist of voters associabed to
each Emirate)

Each Electoral and Administra- Dpers- Business
:In-n Boards are created in the cor-  tions Cen-  ODwner
ant Operational Centar serv- tra

DEPENDENLY: Buui-
ness Cwner Lo deter-

Iuwlnq a sacrat gharing scheme Electoral od for both boards
Board Ad- » Both boards can be
min Board

- 'I‘hn Administration Board is I,
required to publish the alac- 13 keag Lisam

tion and o oo Some adminis- rated ta l'.duc.‘ IM

tration operations Aurmber of ooerAtans

+ The Electoral Board holds the e e Sy
kiey required to decrypt the Fiie “E..mhm"::
cast Ui'w and o sign elec- compeone the Electoral
ten results. Bosrn

taral Board trust i >>
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Table A2-2: Configuration of Elections Process (Cont.)

[ Process Steps

Stops

The election is publishad, .. its con-
Aguration is generated and exported
50 it con be deployed in the other
woting servers of aach Emirate:

= Amy stakoholdar can review
tha configured {!lla {eandi-
datos, dates, &b, )

= The admin board signs the
exported data in the pubdish-
Ing process

Each Elsctoral and Administrstssn
Boards are created in the cormespon-
dant Operationdl Center werver Fal-
lowing a secret sharing schame pro-
(=2} 4

= The Admenistrotion Board is
required to publish the elec-
tion and 10 o some adminis-
tration operations

= The Electoral Boand hoblds the
ey required to decrypd tha
Cast Dalkols and o Mgn akece
tign resulis.

Thar edection i published, Ls. its con-
figuration is gendrated and axpeortod
80 it can ba de i the othar
woling sarvars of asch Emimmte:

= Any stakehoblder can review
the configured data (candi-
dates, dates, oc.)

= The admin board signs the
exported data in the publish-
ing process

Tha configuration files generated an
aach Oparationsl Cantré Sarver are
transferred to the data centre sery-
Ll H

s Thay are uploaded and de-
ployed on each vobing centne
servars of the cormespondent
Emirata.

& Thay are uploaded and de-
ployed on each Instance of the
solution of the correspandent
Emirate in the DO

Degloymant i€ vabdated and sach
decentralized voting server |3 sent
to its destination voting centra

Final Deployment Testing is por-
farmied

= Connectivity fram voting cen-
tres’ voling terminsis and
polibooks.

= Dashboard

ELECTION CONFIGURATION

Dipera- Business
G i i
Centre Austditnr
Agbmin
Banard
Opara- Business
pons Ownaer
Cantre Electoral
Board Ad-
min Boand
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A2-4 Election Day Process

Elections Day: Pre-Opening

Q Manual process

[ Ritrted rosess MM D] Pege rference o process dipas

A detailed process diagram for each stage follows:

Elections Day: Receive and Guide Voter

Voting Centre > Training Area ’
E’, Handover
5] g Pollbook user H Request
5 .
= Credentials 3 Information/ Use Tr_alnlng
> guidance Stations
= E Start-up Voting
& é Terminals and
Servers Inquire i Advise to
B Training RTralr_\ln(gP proceed to
g Requirement el Verification
2 area
a
H 8
S Start-up Voting &
a8 Terminals and Yes
o Servers
>
To Witness VC g @e on
g E Start-Up £ Voting
ga Process E Process

W orPage g

® T O

Figure A2-4: Business Process Diagram (Election Date) Figure A2-6: Voters' guidance procedures

Once the voting centre is opened for votes, the Voting process on the
Election Day shall proceed in three stages.

Elections Day: Voting Process at Voting Centre

g
o
] i
S
Receive voter Verify Voter Cast Vote Present
(0121) (0122) (0123) 10 oo
O Manualprocess [ Automated process @ Of-Page reference connecing process diagrams Validate ) Check Prepare
E-ID Card Valid Voter In Voter Has E-ID Card \ No,| Card for
§ X . Ownership Voter? Eligibility [ >\ Roll? Voted? Damaged?, Voting
Figure A2-5: Voting process at election day
Yes
.
& !
5
; Issue
3 Inform Voter STemTcm v Advise Voter
mart Car
o Cannot Vote to Proceed to
Cast Vote
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Elections Day: Verify Voter

Voting Verification Area - Pollbook station

@ offPage &

QO Manual process O

Figure A2-7: Voter's verification process
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Elections Day: Pre-Opening

Handover
Pollbook user
Credentials

vc
Manager

Start-up Voting
Terminals and
Servers

Poll
Worker

Start-up Voting
Terminals and
Servers

Witness VC
Start-Up

Team

VC Support

Process

Electoral
Board

O Menual process [] Automated process ) Of-Page eference coneciing process diagrams

Figure A2-8: Vote casting process

A2-4.1 Process Steps (Election Date)

Process steps of Election Day has been separated in two identified areas:
Voting Centres and Operations Centres.

In the voting centres

A2-4.1.1. Pre Opening Process

Input: poll worker user credentials

Output: voting terminals and servers are started and connected to central
server

Pre-Requisites:
i) poll worker user credentials are available
ii) staff required to execute the process are assigned and available

i) equipments required for electronic voting is deployed and tested
in the voting centre
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Table A2-4: Centre pre opening check process

Process Steps

PRE-OPENING CHECK

Bafors the voting centre s opened o Veting Poll warkers = Mock Vating and / o
voters, poll workers start up all the Centres zero vobe verification
computers, etc. and check again Voting cen- could be done,
the connectivity tre support s Electoral Board need
team {0 b present At the
mament af InLating
the process

= Candidates or mep-
resentative coud be
present as the Elec-
toral Rube allcw it

A2-4.1.2. Receive and Guide Voter Process

This process will be executed by voting centre Receptionists and does
not involve the use of any automated system.

The Receptionists will be the first point of contact for the voter and will do
the following

i) check if the Voter is carrying Emirates ID required for voting
i) guide voter to training area, if requested by voter
i) guide voter to Voter Verification area if voter is ready to vote

iv) provide general information on voting process, requested by voter

A2-4.1.3.Verify Voter Process
Input: Emirates Identity Card

Output:
i) Verified voter,

i) Verified Emirates ID Card or temporary smart card prepared for
voter to cast vote
Pre-Requisites:
i) Voter has Emirates ID Card

ii) Staff required to execute the process are assigned and available
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Table A2-5: Voter authentication process

A2-4.1.4. Cast Vote Process

Input: Smart card with voter’s credentials

Process Steps

Output: Printed copy of ballot to be placed in ballot box

managing one pollbook

wvice if Required as
First point of Contact
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VOTER AUTHENTICATION
- Prerequisites:
A voter gets into the voting centre  Voting Fall workers = Receplion Area pro- . . o
and is addressed to one poll worker  Centres voters vide Customes Ser i) Voter is eligible to vote

ii) e-Voting system is available to cast vote

= Training srea also
availabis if reguired
The poll-worker validates the iden-  Voting Foll workers  Ewceptions Table A2-6: E-ballot voters cast process
tity and eligibiiity of the voter: Centres Voters Issuat What to do it
= Chocks tha picture in the EIDA the voter has not EIDA
10 ID [but ocher ID un-m; Process Steps
* In some cases, uses biometric . oy
authentication Solution:No Vote al-
« Inserts the EIDA ID in the Shateetlete i
polibook reader Issue: What to do ¥
+ The pollbook automatically el
checks the eligibility of the 6. The voter accesses a voting ter-  Voting Voters
voter (he is in the electoral roll Salutbon: Vote will minal and logs in: entres
gﬂsmgtﬂ and has not proceed. + Inserts his EIDA ID in the ber-
1 Vite tobe stared [o- [T
cally until mr:mm = Touches the screen to activate
stored locally will be S P
gynchronized with BDC
DB. 7. The voter makes his selections iIf  Vating Voters = Sedaction from O to
the authentication is corredt Centres tha max number of
Mote: A speciel page candidates by Emir-
= The terminal displays the can- ate
mm?mmnm gﬂ‘limmmlamd PRI » Blank Vols is allowed
mﬂd iﬂ'ﬂ.;'nlm « The vater makss his selections . I.!er-bﬂlﬁillurnﬂ'l
polibook application will = The vober clearly seas which E hu: le SETIR
be muﬂpl candidate are the selected op-
thons
ISSUE TEMPORARY CARD . Et‘tw presses “continue”
on
Im mgﬂhk:s EII::; ID;?ntkmg& mng Foll workers = Polfboak flmdilurﬂlr-n
able (e.g. n card), a blank ca tres Voters as credential issuing §. The terminal displays the voter a  Voting Voters + Only celectad can-
:II ﬁgn.;t-’ with & valid ere- point confirmation screen with the se-  Centres didates gﬂnmmd
en vote,: tected candidates: il B
* The poll worker search for the = The voter can go back to the ]
voter in the pollbook by typing previous screen and change
his name and last name his selection (previous step)
= The polibook will tell whether voler
the voter is able to vote or not 'm;wwmm;ﬂﬁuﬁﬁ
. Iftirarmrmrl:. duhl:ﬂ: poIrL "cast ballot®
Wil will issued a ca = The ballat i ancrypted in tha
to allow the vater to vota veting tarminal and sent to the »
voting Senvers
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Table A2-6: E-ballot voters cast process (cont.)

Process Steps

PRIITING OF PAPER COPY

8. Tha terminal shows confirmation Vioting Votars
of tha correct storage of the bal-  Cantras
lot and instructions to the vober
ahout the next steps:

= Wit Lill Digital Ballot copy
with selection |5 printed

* Take the ballot copy

* Voter confirms a valid balkot
printing

= Remove the e-10 card

10. The voting termnal retums to Voling Poll workers
the initial stage waiting for @  Centres
new voler Vioten

= The voter is directed by pall
workers to deposit his baliot
copy in the ballot bos.

« Thiz baller box must ba differ-
ant o the ona used to store
any pﬁmur paper hallots
cast

= The voter return the smart-
card in case it was issued by
the: podl-warker.

VOTER FINISHES
11, The voter ledves the voting cen-  Voting Vioters
tre Cantres

Excaptions:

Issue: pronter does not
print the piece of paper

Solution: the voter

and FEquest & new
printing by typlng a
Epecial pastwond,

* Specia paper must
be used for printing
ballots which seould
aliow Lo detect faks
R,

Business Cwmer to con=
Sider Sureying volers
sbout thelr experience
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A2-4.1.5. In the operations centre

This is a resume of actions that can be done during Election Day in the

operation centre:

Table A2-7: Monitoring Dashboard

Process Steps

MONITORING
12. Check the participation data in Opers- Busingss
the dashboard tions Cwiner
Cantre System In-
tegrator
Auditor
13. Check the status of the voting  Opera- System In-
centres (whether they are con-  tions tegrator
t
rced. g fot) Centre Auditor
Bassiness
Crwiner
14. Check the availabilty/perfor- Data Centra
mance of the data centre equip- rechnicians

ment

Comments

» Information displayed
by Emirate

» Dashboard will have
an historic and graph-
s of each VI oon-
nectivity.

« This i5 responsibility
of tha pronvdiar of the
Data Centre.

=« Probably it could ba
resohved by reports
siating every o
Piowers the status of
tihe servers and the
Bandwaoth.
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After Election Day Process: Business Process Diagram

Close Elections and Generate Results

Voting Centre ’ Election Operation Centre
"The process sarts when the election cosing e
5| LETERea R VoG pocess s manualh cosed
b Shut down voting Insert Card
a é terminals In Reader
€ v
S Check votes fotes’ No Follow process to
E ‘Synchronization nehronizatio, ‘Synchronization votes
£
8
L Yes
v
Inform
Follow procedure for o
5 Paper of Paper ballot
o Count
Qg
2
Inform Voting Centre
ready for mixing & Tallying
S§o5
@
= £ 3 Enter Paper | |Initiate Mixing
SE5 Ballot Count and Tallying
2 e
8§90
= -
S EnterKey | | Declare Emirate’s
o g Shares Election Result
2m
[

QO Manual process [ Automated process @ Of-Page reference connecting process diagrams

Figure A2-9: Closing elections and generating results process
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A2-3 Process Steps (After Election Date)

Next are a short description of the steps to be done just after polls close
an in the following days

A2-3.1 Close Elections and Generate Results process

Input: process is triggered automatically, once the pre-requisites are met.
Output: Votes counted and Elections result generated.

Pre-Requisites:
i) Elections is closed manually by VC manager or defined Election
closing time is reached.

Table A2-8: Close Elections and Generate Results process - (1)

Process Steps

END OF VOTING PERIOD

15, At the configured thme (Date/ Vioting Poll workers Exceptions
Tirma), the voting system will  Centres '
Issuad volers still in
S0P Accapting baliots, this voting canbre waik-

Also, poll workers will not aflow ing bto wole when clos
to accete any voler o the wob- ing time happens.
JEpCRONTE: Solution:

(1) IF the Ermarate have
mone than one VC,
then configure the vol-
ng system Lo suto-
matically stop a few
hours after the desig-
nated election closing
fima (8.9 1-2 hours),
and cioee the process
manudty wiheh Ehe wil-
g cenires Mpon no
MO YOLETE Ard press
ant

{2) For those Ermirales
with only one voling
centres n the Emirats
then Electon Admin
board can extend Lhe
“Election Clasing tmes
ot thaelr discredion”

16. The poll workers will shut cown vioting Podl WOrkers
all voting terminals and poll- Cantras
books (log out and switch them
aff)

» Dperatons Cantra will ba noti-
fad that the voting cantre (= >
“closed” for ¥oting

Ao

Note: A documented procedure will be executed at each voting centre to close the election
by not allowing any more votes to be cast including turning off the voting machines or stop the
Pnyx server (side effect: synchronization to the data centre could still not be finished)
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Table A2-8: Close Elections and Generate Results process - (2)

Process Steps

Table A2-8: Close Elections and Generate Results process - (3)

Process Steps

21. The mixing/tabulation process  Opera- Business * The resulits ane also
VALIDATE SYNCHRONIZATION Can stan: tons Qwner displayed in u;m
17. The designated technician/pall \ioting Systam In- Exceptian = The Electoral Board membars Centre Systam In-
worker will check In the local  Cantras tegrator . patiots pendh Insert, one by one, their cards tegrator
servers that all the baliots are il to reconstruct the decryption
synchronized with the central Pall worker kay Auditor
SErVars, Solution: Some ogtions * The hallots are shuffled and Electoral
= Notify operations centre of the et r;ﬂ;jr:nhwﬁﬂwng :glwmq;r Board
checking resul L. Using a batk up
na : mnn;‘ud.lm 1o finish ol
+ Follow agreed procedure If = « The results tabulated are
some balloks are p-endlnlir 2. Export the data o displayed in the mixing server
& DVD and submit i number of votes per cand|-
mlﬂ.ll:i'n':grw Sdtﬁ'}.
i + Also, files with the decrypbed
PAPER BALLOT COUNTING e e A e
18. If Paper Ballot was allowed, Poll  Voting Pall workers DEPENDENCY! DISSEMINA
wur;alvtsltl;promd to count  Centres » NEC to define the i i
paper procedure 19 man-
‘o [ 22. The results are uploaded in  Opera- Business «» The Final Results
* Break seal of ballot boves Lusisos paos the WEB Result application for  tions Owner could be made public
L E?s"“"'" SRUrE U1 Rane e » The Farm will be sim- o Il|ul:m"|-| %ﬂammn' Thmm e Systam In- Sccessoe by o1 the.
* Fill out report with results voting Cancer and wil peper counting and electroni DeanE i)
usually signed by several pol ba blank to ba filed A, Auditor bbbt A
workers. R A e dates also in dash-
* Any other documentation 'mm“ﬁmr board wsing the C5v
and procaduneés associated to ot Blicaton Ilu:pﬂrt e wa hava
R;w ballots handling will be ﬂmﬂmﬁfm
- gt e
19. Local register of results bo the  Voting Poll workers 1t widl bﬂhlhl' daah-
Emirate operations centrea Cantras Operstors mb:he“ we will FINAL AUDITING
" 0 Conire Wil can the Emkate  Space- aotCn e W
tions idate L wit :
operations cenbre to report an‘ the msults of the i b m?m wn:ﬂ mm?m ﬁ:
the results(in ?m whﬂ:rtl the electranic voles. . P:ﬂll;qlur uallnq;fethe"g:“ tra cantra, all validations
voting centre does not include a S&rvers can be va System In- can be done from the
Operations Centra). tg.:'_m that they remain as Data Cen- tglgrmr Operations Centre
« AN operator in the operations e caaling, tre? process
centre will record the results = Other logs can be validated Aurditor Ti:.::ru w;r‘ma:ﬁ
into the system too, mixing md ’
i Lakes tima and wi
DECRYPTION AND TABULATION OF E-VOTES delay thiupublimﬂq
20, wrmmnmnm oy all Vioting tten Ep-era System In- Exceptions
tres that they are ready (step ons tegrator ;
above), and using a Secure  Centre mﬂglﬁﬂszmtl:ﬁr
connection from the operations Auditor
centre, the Electoral board In Business Solution; Mixing and
presence of the candidates at- Owner Tallying process coulkd
tending tha event, will autho- be performed against
rize and Initlate the Online Mix- mﬂ:m ;';CI
Ing and Tallying process. ol o >>
cally for contingency
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A2-3.2 Decommissioning of Equipments

Equipments at the voting centre shall be decommissioned and moved to
designated sites, once elections are declared complete and closed.

Input: Instructions and authorization from NEC to start decommissioning
Output: Equipments decommissioned

Pre-Requisites:
i) All information on server is backed up and secured in the
designated area

Table A2-9: Decommissioning of equipments

Process Steps

24, Archiving the election data Several Buzness Pending to defing wiich
= The required data will be i e e T i
copeed in WORM media [e.g. System In- ballots and mixdng
oVD) &ng celivered to NEC for regrator output, plus all con-
Its custody till the period cpen Miguration Nies anad the
to claims is closed. This data Auditor Electoral Boand and
should allow to redo a mikng/ Administratinn cards

tabudation process IF required.
After this period expires, the
data can be destroyed.

= Data in the servers related to
ballcts and voters should be

ramaved
ARCHIVING AND DECOMISSIONING
25, Auwxlit paper coples of ballots, I Voting Poll workers Manual process, and
raquired. Centres probably only donae on
Busness a fraction of the oaiots
CrwnieEr andfar in a sSngle vot-
ing cenine.

26. Decommissioning of all the  Each vot- System In-

equipment Ing centre tegrator
= Vaoting centres Opera- Busness
= Operations centre :;:"'5 cen- Cwener
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A2-5 Contingencies to the Business Process Exceptions

A2-5.1 Exceptional process

Next, we will represent some exceptional process diagrams correspondent
to equivalent situation foreseen in the voting process.

A2-5.2 Ballot printing fails

e Ballot copy is required to be printed and stored in Ballot box for
auditing purposes

e |f printer fails, Voter should request assistance from Voter Centre
Officer to authorize the reprinting process

e Only three attempts will be authorized by the system.

e Below is the Process diagram representing this exceptional
process

E0001-A - Exceptional Ballot Copy Printing Process

Balotis
Ballot co Ballot copy is m
Prntet Took from depositin
) W Balot Box

Ballot copy Max number
Digital Ballot is.
@—’ sent to printer of Reprints.

No

Voter is notified to
ask for Officer assistance

)

Voter

Voting Centre
Digital Ballot is for Auhorize

sent o printer re-print

Officer took
note of Missing
ballot copy

Voting Centre
Officer

il C

) O

Figure A2-10: Exceptional ballot copy printing process
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Abstract: Mobile identity management has attracted the
attention of both the public and private sectors in the last
few years. In the context of service delivery, modern mobile
communication networks offer more convenient approaches to
developing citizen-centric applications. However, taking into
consideration the need for compelling user authentication and
identi-fication, secure communication in mobile environments
remains a challenging matter. This article explores the potential
role of government-issued smart identity cards in leveraging
and enabling a more trusted mobile communication base. It
delves into the identity management infrastructure program in
the United Arab Emirates (UAE) and how the smart identity card
and overall system architecture have been designed to enable
trusted and secure transactions for both physical and virtual
mobile communications.
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1. Introduction

Now more than ever, the world is transitioning drastical-ly to digital
spheres, in which the best possible use is made of digital technologies.
Our transition to the digital world has been rapid and innovative, and it is
now shift-ing us towards a more converged existence. It was not too long
ago that discrete devices worked in isolation, but now they are ubiquitous
and provide us with a seam-less experience in service delivery that can
be accessed virtually from anywhere and at anytime. For example, one
could submit a service request on the Web, follow and track the delivery
progress using a landline on IVR, call a contact center and update the
request, provide ad-ditional information at a kiosk, pay using a credit card
from a mobile phone, and receive the physical goods at the designated
location and a confirmation of delivery via SMS. This is the reality of a
converged digital world.

In this digital domain, all facets of mobile identity management are gaining
wider attention from both the public and private sectors. Their significance
lies in their contribution towards providing trust for transactions in user-
centric applications and their impact on the overall context of service
delivery [1]. However, this is not as tranquil as it may sound. The primary
challenge is that mobile identity management systems need to be multi-
laterally secure and allow appropriate user access to data, while enabling
privacy and anonymity [2].

Referring to the specificity of the mobile services field in modern networks,
Srirama et al. (2006) state that there are some “characteristics unique to
the mobile paradigm, the increased complexity of emerging handheld
devices, the greater sensitivity to security and load related prob-lems
in wireless infrastructure and increased complexi-ties of scale” [3]. This
implies that we first need to have unified identification criteria that allow
us to identify mobile and virtual individuals [2].The role of an “identi-ty
provider” is crucial to confirm the credibility of the parties participating
in a service or transaction [2]. It should provide sufficient credentials for
service provid-ers’ relying parties” to explicitly authenticate mobile users,
thus enabling trust in the transactions being made securely.

In this article, we examine the role that a national identity infrastructure
could play in the facilitation of mobile environments, with specific reference
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to the United Arab Emirates (UAE). In light of the current shortcomings in
the existing literature about government practices in the field, we attempt
to create govern-ment-published content to support the current body of
knowledge that could support the development of both the practice and
research fields.

This article is structured as follows: Section 2 provides a short overview of
the role of identity, in light of con-verging digital technologies; Section 3
introduces the UAE’s digital identity management infrastructure; Sec-tion
4 briefly describes the UAE’s identity system and its service eco-system;
Section 5 provides an overview of the digital ID profile and how it helps in
establishing trust in the e-transactions; Section 6 presents how the UAE
identity management system supports mobility, both from individual and
enterprise perspectives; Section 7 looks at some government plans that
attempt to inte-grate mobiles phones with its national identity manage-
ment infrastructure to improve the accessibility of its services; and finally,
Section 8 concludes with some perspectives.
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2. Convergence of Digital Technologies

FIXED  gsm  3G8/4G  LyBRID  WIFI  WIMAX
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UNIFIED EXPERINCE- GUI, INFORMATION, SERVICES

Figure 1: Convergence of digital technologies and citizen interfaces

Digital convergence is an evolving reality. A key point is that this
convergence is not just limited to technology, but also outreaches to
user experiences. User interfaces, information, and services are all
converging into com-puter-mediated systems that are independent of
the communication channel and the device or communica-tion tool. See
also Figure 1. The user is geographically unbound and may interact,
communicate, collaborate, and share information in many new and
different ways.

Unquestionably, the body (entity) of central focus in digital environments
is the person seeking the service, or in other words, the transaction
initiator. Different stake-holders in this transaction lend their support, and
the service provider delivers the requested service and en-sures service
fulfillment. A more revolutionary form of business operations may strikeout
when an irrefutable identity is made available for the service seeker, who
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is actually anonymous in the digital world.

Our digital world spreads across several threads, but they all meet in
their needs for identification. In other words, the underlying enabler to our
digital world is identity, which is:

e uniform across multiple channels of communi-cation;

e standardized and usable in all contexts of iden-tity verification;
and

e issued by a trusted identity provider that ena-bles authentication
on demand across various communication channels.

In reality, there are multiple providers of identity for any given entity, all
jostling for space, which enable cross verification and authentication
over diverse ser-vices. Thus, as long as the services are virtual, in-ter-
dependent identity verification can suffice. Yet, with real services like
physical goods, secure communication enablement, and financial
transactions, higher trust re-quirements are needed for the completion of
the transac-tions.

With such needs in mind and in an attempt to build the infrastructure
for digital economies, many governments worldwide have awoken to
the need to provide trusted and ubiquitous identities to their citizens [4]
[5] [6]. In a space with multiple identity providers, govern-ment-issued
identity credentials stand to become the most trusted construct. The issue
that remains with such an identity is usability, which is fraught with risks
of impersonation and identity theft. These risks have been addressed in
other countries, as some have implemented, and many others are in the
process of setting up, a na-tional authentication infrastructure to provide
seamless identification that bridges multiple service channels to enhance
users’ experiences and enable secure digital transactions [7].
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3. UAE Digital Identity System

Figure 2: UAE smart identity card

UAE has set a clear vision for digital identity issuance in the country. Figure
2 depicts the smart identity card issued by the UAE to all of its citizens and
residents. This comes as part of its national identity management program
(also referred to as national identity manage-ment infrastructure) that was
launched in mid-2005. In the seven short years since its launch, UAE has
been a leading country in the Middle East and Africa in issuing more than
8.5 million digital certificates to its popula-tion. This represents 96% of its
total population-99.9% of the citizens and 95% of the expatriate resident
popula-tion. The digital identity provided by the UAE is com-posed of a
set of credentials delivered in the form of a smart card, which includes a
uniqgue national identifica-tion number, biometric data (fingerprints), and
a pair of PKI digital certificates-one for authentication and an-other for
signature(see also [8]).
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4. UAE ID and Service Eco-system

Device
Vender

Emirates ID
Certification Authority

Legend
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e-gov: e-government
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Legal Sys: Legal System

Solution Prov: Solution Providers & system
App Prov: Application Providers & Software Providers

Figure 3: Identity and service eco-system

The secure credentials issued by the UAE national identity management
infrastructure are designed to support their use by the citizens and
residents in both physical and digital environments. Smart identity cards
with digital credentials are provided to facilitate government and public
sector service delivery transactions, from across manned counters to
transactions on the web. This is supported by multi-factor authentication
capabilities and advanced identity verification mechanisms. Figure
3 shows the context of the national identity card and the service eco-
system in the UAE.
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5. UAE National ID Card and Trust Estab-lishment

The UAE national identity card is a smart combi-card with both contact
and contactless communication capa-bilities. The card is an instrument
that is packaged to carry the physical identity details of the cardholder,
along with the digital ID profile, in the smart chip. The digital ID profile
consists of:

1. a unique national identity number (IDN);
2. biometrics (fingerprints); and

3. a pair of digital certificates issued from the population certification
authority (CA) of the public key infrastructure set up for this pur-
pose.

Whenever a card is presented in any electronic (re-mote) transaction,
the online validation center (i.e., na-tional authentication centre) validates
the card by verify-ing its authenticity and the expiry date of the card.
Whenever personal data is read from the card, the data is presented with
the Emirates Identity Authority’s digital signature confirming that the data
on the card has not been tampered with. That the cardholder is who he/
she claims to be is established using multiple factors of au-thentication,
including a PIN verification and biometric verification.

A software development kit (SDK) is available on the government’s
Internet portal to promote usage and inte-gration of the identity card with
service providers’ sys-tems in both the government and public sectors.
An ap-plet is also available online for cardholders to download onto their
personal computers to register themselves and use certain e-services that
require strong authentication. These are but a few examples of the identity
card’s uses for which the SDK and the card applet have supported the
development of auto-ID and mobile applications. Thus, the UAE national
ID card establishes trust in the virtual, digital world and enables online
transactions.
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6. Enabling Mobile Transactions

It is important to note here that the term mobility trans-cends individuals,
enterprises, and the government. Each entity attempts to reach out to its
respective stakeholders and be “available” at all times and over different
com-munication media. Let us look at mobility from both individual and
enterprise perspectives.

6.1. Individual Mobility

As mentioned earlier, individuals in the UAE are pro-vided with smart
cards that carry trusted identity creden-tials issued by the government.
The digital identity asso-ciated with verifiable credentials is now available
in the cardholder’s wallet. This enables the individuals to pre-sent their
IDs and credentials on demand to gain access to government or private
sector services. Thus, the ID card provides verifiable credentials for a
person wherev-er he/she goes.

6.2. Enterprise Mobility

Since verifiable credentials are available on demand, enterprises can now
deliver services at the citizens’ con-venience without the citizens having
to physically visit the service providers’ premises-the service providers’
premises have moved into the citizens’ living rooms. For instance, service
delivery agents carrying mobile PDAs could verify the service recipient’s
identity by reading the identity card data stored in the chip. See Figure 4.

( )

Figure 4: Mobile card reader terminal

Identity and Mobility in a Digital World | 265




Further authentication requirements could be met using PIN verification
and/or biometric verification-both in contact as well as contactless
mode. The current handheld terminals have add-on options for smart
card readers that enable card reading through contact capabil-ities for
example. The contactless capabilities of the identity card on the other
hand enable the NFC mode to communicate with the HHTs/PDAs.

Cryptographic enhancements for biometric authenti-cation on the HHTs/
PDAs are possible by means of se-curity access modules (SAMs), in the
form of SIMs. Al-ternatively, the authentication infrastructure provided
allows the HHTs to communicate securely on 3G/4G networks and to
establish the necessary cryp-to-environment for biometric authentication.

The match-on-card feature for biometric authentica-tion is used in both
contact and contactless modes. This feature opens numerous possibilities
for enabling e-commerce, in which identity is presented in a virtual world
and goods are delivered to real entities that are identified authentically.
A leading bank in the UAE is currently in the process of setting up a pilot
system with the national identity cards for biometric authentication that
uses handheld terminals to deliver bank debit/credit cards to their rightful
owners.

Another initiative being developed is a pilot for open-ing customer
accounts using customer services officers of banks to provide customer
data by reading identity cards and signing to open the account by using
the digital certificates in the identity card. This will follow the use of the
identity card to conduct secure online financial transactions, which will use
digital signatures and timestamp capabilities. This, too, takes the banking
business to the living rooms of their customers. The UAE'’s telecom service
providers are also coordinating to use the national identity cards with NFC
smart phones and enable mobile contactless transactions.
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7. UAE National ID Card and the Future of Mobility

The UAE identity management infrastructure has laid a strong foundation
and framework for identity verification and identity authentication. It
has contributed to the de-velopment of an enhanced technological
environment that facilitates secure transactions with true mobility.
Developments in telecommunication networks and smart phones are
revolutionizing people’s lives. Figure 5 pro-vides an overview of mobile
subscribers worldwide. UAE has nearly 150% mobile penetration, and
smart phones are at nearly 100% utilization. The government is planning
to integrate mobiles phones with its national identity management
infrastructure, in order to improve the accessibility of its services.

Mobile Subscribers per 100 People
[] tess than 27.84
[]2784-723

[ 723 - 109.34

[ 109.34 - 147.16

[l 147.16 - 206.43

[] No pata

per 100 people
Source: ITU /Year: 2010

Figure 5: Number of mobile subscribers by country, per 100 people.

Source: http://chartsbin.com/view/1881

Public Key Infrastructure is an integral part of the UAE identity management
system, with its population certification authority (CA) providing digital
certificates for identity verification and digital signing. This capabil-ity
can be extended to provide derived credentials for mobile users. This
is a very interesting capability, since this infrastructure can be used to
provide a wireless PKI. In other words, the UAE’s government is working
to issue certificates, in conjunction with the national identi-ty, to mobile
subscribers. The telecom networks would facilitate the transport and
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installation of the certificates onto their subscribers’ phones. The private
keys would be secured in an encrypted location on the SIM card it-self,
and not in the operating system of the mobile phones. This would tie-in
the mobile ID credentials to authentic national ID cardholders and valid
phone sub-scribers.

This will serve two major objectives for the UAE. First, it would provide the
ability for all national identity cardholders to conduct secure transactions
with different service providers using their mobile phones, in a manner
similar to the presence of the identity card. Digital sig-natures with
time stamping would greatly enhance productivity and e-government
transactions, and it would enable secure government communications.

Second, it would bring all non-identity cardholders under the realm of the
national identity program. Thus, all visitors subscribing to mobile services
would have digital certificates issued by the UAE national identity
management infrastructure, which would enable them to conduct secure
mobile transactions. This would also ex-plicitly contribute to national
security.

A typical example of using the mobile ID credentials derived from the
UAE’s national ID card is depicted be-low in Figure 6.

( 1)
4 b —Ew ]
ﬁ cp == R Sign &

S | ‘_ vaiidate 01

The user goes to the Registration The user presents his/her smart The user signs a wireless PKI
Authority for wireless PKI from a ID card to prove his/her identity. service contract using digital

telecom operator or shop.

WirelessPKI CA

Personal data is read from card
memory.

WirelessPKI CA

identity credentials (i.e. smart ID
card).

WirelessPKI CA

= —  Public Certificate = . Signature
W b _ Register = N N request M \ ignature |~ M validation 1 -
g, ¢ ..‘e L «—> | — 7]
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The user replaces the old SIM The public key is returned; then, a The user authenticates/signs by

card with the new one; the certificate is issued for the user. entering his/her wireless PKI PIN
wireless PKI backend sends a The certificate is not stored in the code; each signature and
registration message to the SIM SIM card, but in the ID certificate status is validated
card and a key pair is generated. Certification Authority (CA) against the ID CA database

The user chooses a PIN code for database; it is used for signature
their private key.
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service.

storing the wireless PKI
certificates and CRL.

Figure 6: Wireless PKI Registration and Usage

6

The UAE has other exciting developments in the making that will use
the post-issuance scenarios of the identity card to provide additional
mobile services. One of the key initiatives in this direction is the ability of
the na-tional identity infrastructure to provide OTP (one-time-password)
functions using Open AuTHentica-tion (OATH) standards. As a post-
issuance service, na-tional identity cards could be loaded with an OTP
applet that could then work in conjunction with NFC-enabled phones for
an OTP for secure banking and financial transactions.
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8. Conclusion

Most of the initiatives outlined here are likely to be in-stigated by other
governments elsewhere in the world. Although some countries have
initiated similar pilot pro-jects, these are mainly being driven by the
private sector, with little involvement from government bodies. Cer-tainly,
the development of mobile networks and commu-nication technologies
will push governments to rethink their ‘role’ and definition of ‘identity’ in
the digital world.

Governments are facing increasing pressure to im-prove the quality of life
and address the changing and ever-complex needs of their populations.
There will be no choice but to accept the concept of mobile identifica-tion.
The future of ‘mobile identification’ in the infor-mation era will determine the
competiveness of countries and their readiness to survive the challenges
of tomor-row. Let us wait and see.
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Data Ownership:
Who Owns ‘My Data’?’

Abstract: The amount of data in our world today is substantially
outsized. Many of the personal and non-personal aspects of
our day-to-day activities are aggregated and stored as data
by both businesses and governments. The increasing data
captured through multimedia, social media, and the Internet
are a phenomenon that needs to be properly examined. In
this article, we explore this topic and analyse the term data
ownership. We aim to raise awareness and trigger a debate for
policy makers with regard to data ownership and the need to
improve existing data protection, privacy laws, and legislation
at both national and international levels.

Keywords: Data ownership; big data; data protection, privacy
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1. Introduction

Organisations today have more data than they have ever had previously.
Advancements in technology play a critical role in generating large
volumes of data. According to a study published by Information Week, the
average company’s data volumes nearly double every 12 to 18 months
(Babcock, 20086). Databases are not only getting bigger, but they also are
becoming real time (Anderson, 2011; Sing et al., 2010).

Evolving integration technologies and processing power have provided
organisations the ability to create more sophisticated and in-depth
individual profiles based on one's online and offline behaviours. The
data generated from such systems are increasingly monitored, recorded,
and stored in various forms, in the name of enabling a more seamless
customer experience (Banerjee et al.,, 2011; Halevi and Moed, 2012;
Rajagopal, 2011).

The subject of who actually 'owns' the data or, in other words, the term
‘data ownership' has attracted the attention of researchers in the past few
years. Data transmitted or generated on digital communication channels
become a potential for surveillance. Data ownership issues are thus
likely to proliferate. For instance, Facebook’s famous announcement that
users cannot delete their data from Facebook caused a furor, and Mark
Zuckerberg (one of five co-founders of Facebook) was equally famous in
his response,"...It's complicated".

Indeed it is! In today’s interconnected world driven by the Internet,
powered by the gigabyte network operators, we leave a significant and
by no means subtle scatter of data trail. The often-asked question, and
the issue of discussion today, is- who owns this data? In order to answer
this question, it is important for us to step back to examine the very nature
of what we call 'data’.
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2. Data: a Matter of Interpretation

There much confusion about what 'data’ really is in today's world. The
truth is that data are no more than a set of characters, which—unless
seen in the context of usage—have no meaning (Wigan, 1992). Data are
what one uses to provide some information. The context and the usage
provide a meaning to the data that constitute information. Thus, data in
the stand-alone mode have no relevance and therefore no value. When
there is no value in data, then one would surmise that ownership is not an
issue. That is the paradox of data ownership. Figure 1 illustrates a data
value pyramid developed by Accenture. The pyramid has three levels,
starting from raw data, up to the insights and then the transactions levels.
The base of the pyramid features raw, less differentiated, and thus less
valuable data. Moving up the pyramid creates larger value and revenue
opportunities.

( 0

Transactions

Transactions drive the
completion of end-to-end
business processes.
For example, while insights might
reveal the best target-marketing

approach, transactions show how to
execute a full-fledged marketing campaign.

Increasing
value of data

)

Insights
Firms perform value-added predictive and descriptive
analytics to extract key market and consumer insights from the data.

Raw data
Companies sell source data not yet in an easily consumable form.
This requires the least effort but offers the lowest amount of ic differentiation and

Fig 1: Data value pyramid. Source: Banerjee et al., 2011

As such, governments and public sector institutions consider data a public
utility (WEF, 2011). They tend to label our personal data as 'corporate
data' and argue that without data, they cannot function (Holloway, 1988).
It is no wonder that the volume of stored data in today's organisations has
increased exponentially.
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It is in this context that ownership of data needs to be considered. As
data are generated, then data are stored. When we speak about data
ownership, we refer to the storage process. If so, then the ownership
of data storage resides with the owner of the storage. Thus, we as
individuals, the government as our governing agent, law enforcement
agencies and the courts, security agencies, our service providers, and
our network operators who enable us to move our data are all our data
owners. They own the storage systems and thereby the data held within
such systems. In addition, the emergence of customer data integration
(CDI) and of master data management (MDM) technologies has enabled
the integration of disparate data from across multiple silos into commonly
defined, reconciled information accessible by a range of systems and
business users (Dyché, 2007).

We would like to pause here and examine the concept of 'My Data'. Just
what is 'My Data'? Do we consider information of friends and family that
we hold to be ‘My Data’? Do bank statements and credit statements sent
by banks qualify as 'My Data'? Would the financial statement sent by a
company to me as a shareholder qualify as 'My Data'?

We would argue no. 'My Data’, in its strict sense, comprise just our
personal attributes—no more. This is the data that | own. | use '‘My Data'
as information to identify myself for my personal gains, whether physical,
logical, or emotional. 'My Data' are thus in the open and either implicitly or
explicitly shared. When | share the data, | delegate the ownership. Thus,
my data have multiple owners, and the number of owners increases with
each share. Figure 2 provides an illustration of this viewpoint.

a2 Py

As the number of transactions increases with 'My Attributes', 'My Data’
grow and, in turn, increase the number of data owners. What essentially
is happening is that with every transaction, information is shared as data.
Each time information is shared, new data are generated. As new data are
generated, new ownership is created. The diagram (Figure 2) illustrates
just a tip of the proverbial iceberg of data generation from '‘My Data'!
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Fig. 2: Potential owners of 'My Data'
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3. Personal Data Ecosystem and Ownership

Typically, organisations can capture different personal data in a variety of
ways (Marc et al., 2010):

e Data can be “volunteered” by individuals when they explicitly
share information about themselves through electronic media, for
example, when someone creates a social network profile or enters
credit card information for online purchases;

e “Observed” data are captured by recording users’ activities (in
contrast to data they volunteer). Examples include Internet-
browsing preferences, location data when using cell phones, or
telephone usage behaviour;

¢ Organisations can also discern “inferred” data from individuals,
based on the analysis of personal data. For instance, credit scores
can be calculated based on a number of factors relevant to an
individual’s financial history.

Each type of personal data (see Figure 3)—volunteered, observed,
or inferred—can be created by multiple sources (devices, software
applications), stored, and aggregated by various providers (Web retailers,
Internet search engines, or utility companies), and then analysed for
a variety of purposes for many different users (end users, businesses,
public organisations).

(2 =

Regulatory environment
Communication standards

Personal data creation Storage, Analysis,
Personal datd P0G 9 sofwareJ 2dregation BredchEzton

Volunteered Mobile phones/ A 0s Web retailers Market research
smart phones fppSP,s data exchanges End users
Declared interests or FSs Internet tracking
Desktop PCs, companies
Preferences laptops A 0s Ad exchanges
o ps) Internet search Government
Communication for phones engines . agencies and
networks Electonic Medical Medical records public organisations
Observed Apps for < exchanges
Electronic notepads, dical devi records providers
Browser history (UEBIEECOULES Small
Location Identity providers intelligence systems enterprises.
Smart appliances Apps for -
_consumel Mobile operators, »
devices/ appliances  nternet service providers Credit bureaus 2 .
Sensors Network N o 2 Medium
Inferred etworl Financial institutions £ enterprisos
= management Public a
Credit score Smart grids software Utility companies administration a
Future consumption Large

enterprises

Fig. 3: The Personal data Ecosystem:

A complex WEB from data creation to data consumption.
Source: Bain & Company. WEF, 2011
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So, in all this chaos of data generation and delegated ownership, where
does true ownership lie? The answer to this question is found in truth,
veracity, and therefore verifiability. Each time information is generated, a
set of data related to this information is created. This data, when relayed
further, should stand up to scrutiny and verification. The contention is
that the source that can verify this data and confirm the veracity of the
information is the "True Owner' of the data. Figure 4 presents a conceptual
model to illustrate the source of truth and data ownership.

~
Data Processing Information
. === Network Provider B+ S5 Network Provider S -
> mmmm DataOwner Bals "B Data Owner s Data Owner
SMVEES
[ Data Owner | [ Data Storage £ [Data Storage £. |

SOURCE OF TRUTH

Fig. 4: Source of Truth of Data Ownership

Even in the context of complex Web transactions, this statement would
remain valid. Intimately linked to the growth of 'Big Data' are such
technology trends as the growth of mobile technology and wireless
devices, the emergence of self-service channels, the broad adoption
of cloud-based services, and the expansion of social networking and
remote collaboration (SAP, 2012). For instance, Google is synonymous
with its search engine and provides a host of services that require a user
to login. When a logged-in user searches the Web, data are generated
related to the user’s search patterns. While the search information itself
does not belong to Google, the data collected on the search patterns
do. Any analysis based on these search patterns can be traced back to
Google’s search data.

Delegation of Ownership
Delegation of Ownership

As depicted in Figure 5, “Big Data” companies collect and analyse
massive amounts of data under the argument that they can spot trends
and offer users niche insights that help create value and innovation much
more rapidly than conventional methods. This generates more data,
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the analysis of which is—more often than not—as useful as the original
information. This analytical information now belongs to the person and/or
the organization that performed the analysis. This brings up the critical
issue of data usage and information usage.

Figure 5 }>

For example, in a well-publicized incident that occurred in August 2006,
America Online published a dataset of search results. These data were
collected from the searches conducted by users and were intended
to provide analytical material to researchers. The data published were
anonymous, without any reference to the users who carried out the
searches. The searchers’ identities were distinguished as numbers. Five
days later, however, The New York Times was able to locate one of those
searchers by linking her search history to other public data, such as the
phonebook (Barbaro and Zeller, 2006).
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The estimated size of the digital universe in 2011 was 1.8 zettabytes. It is predicted
that between 2009 and 2020, this will grow 44 fold to 35 zettabytes per year. Awell
defined data management strategy is essential to successfully utilize Big data.

Fig. 5: Big Data

Source: http://www.brainflash.com/2012/10/18/big-data-is-that-a-career/
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4. The Need to Redefine the Ecosystem

So who possesses the right to use the information and data that truly
do not belong to one’s self? This is an issue that transcends borders
of commerce, ethics, and morals, leading to privacy issues and the
protection of privacy. It is trivial that the current personal data ecosystem
is fragmented and inefficient (WEF, 2011). For many participants, the risks
and liabilities exceed the economic returns. On the other hand, personall
privacy concerns are inadequately addressed, and current technologies
and laws fall short of providing the legal and technical infrastructure
needed to support a well-functioning digital infrastructure (ibid.). Instead,
they represent a patchwork of solutions for collecting and using personal
data in support of different institutional aims, and subject to different
jurisdictional rules and regulatory contexts (e.g., personal data systems
related to banking have different purposes and applicable laws than
those developed for the telecom and healthcare sectors).

It is of importance that governments play a more active regulatory role
in modernising their existing policy frameworks to protect personal
data from the unlawful processing of any data (Robinson et al., 2009).
The government should move away from a regulatory framework that
measures the adequacy of data processing by measuring compliance
with certain formalities, and towards a framework that instead requires
certain fundamental principles to be respected, and that has the ability,
legal authority, and conviction to impose harsh sanctions when these
principles are violated (ibid.).

A recent report published by the World Economic Forum recommended
that the personal data ecosystem be debated and redefined (WEF,
2012). This prompts all stakeholders to come to a consensus on some
key areas, including the security and protection of data, development of
accountability, and agreements on principles or rules for the trusted and
allowed flow of data in different contexts. See also Table 1.

Table 1 >>
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Table 1. Key principles to guide the development of the personal data ecosystem.

Guiding Principle Description

Accountability Organizations need to be held accountable for appropriate security
mechanisms designed to prevent theft and unauthorized access of personal
data, as well as for using data in a way that is consistent with agreed upon
rules and permissions. They need to have the benefit of “safe harbour”
treatment and insulation from open-ended liability, when they can
demonstrate compliance with objectively testable rules that hold them to
account.

Enforcement: Mechanisms need to be established to ensure organizations are held
accountable for these obligations through a combination of incentives, and
where appropriate, financial and other penalties, in addition to legislative,
regulatory, judicial, or other enforcement mechanisms.

Data permissions: Permissions for usage need to be flexible and dynamic to reflect the
necessary context and to enable value-creating uses, while weeding out
harmful uses. Permissions also need to reflect that many stakeholders—
including but not limited to individuals—have certain rights to use data.

Balanced stakeholder roles: Principles need to reflect the importance of rights and responsibilities for the
usage of personal data and strike a balance between the different
stakeholders—the individual, the organization, and society. They also need
to reflect the changing role of the individual from a passive data subject to
an active stakeholder and creator of data. One perspective that is gathering
momentum, though it is far from being universally accepted, is that a new
balance needs to be struck that features the individual at the centre of the
flow of personal data, with other stakeholders adapting to positions of
interacting with people in a much more consensual, fulfilling manner.

Anonymity and identity: The principles need to reflect the importance of individuals being able to
engage in activities online anonymously, while at the same time establishing
mechanisms for individuals to effectively authenticate their identity in
different contexts, so as to facilitate trust and commerce online.

Shared data commons: The principles should reflect and preserve the value to society from the
sharing and analysis of anonymised datasets as a collective resource.

Source: WEF, 2012

These principles should be global in scope, but also applicable across
sectors and focused beyond merely minimizing data collection, storage,
and usage of data to protect privacy. The principles need to be built on
the understanding that to create value, data must move, and moving data
requires the trust of all stakeholders. Organisations will need to develop
and implement a comprehensive data governance program that should
be based on these guiding principles. This should help organisations to
design and implement more comprehensive structures and to put in place
solid accountability that altogether establishes a coordinated response to
key issues of trust, transparency, control, and value.
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5. Conclusion

The term 'data ownership' is likely to attract more attention from both
practice and research fields. The private sector will continue to use
data as a source of competition and growth. Advocators will always
justify their practices that this contributes to productivity, innovation, and
competitiveness of entire sectors and economies (Manyika et al., 2011).
Governments will need to play a more active role to protect citizens’
privacy rights, in light of the evolving world we live in today.

Governments will inevitably need to redesign and enforce data protection
privacy laws and legislations. This will require establishing policies at
both the national and international levels. As such, governments will
need to open up dialogue to establish comprehensive data protection
and privacy laws that could be implemented globally. This should be
followed by a clearly articulated set of standards, policies, procedures,
and responsibilities regarding data ownership and data-related activities
that may minimize any detrimental outcomes in an event of a data
breach (PTACT, 2010). Governments should also focus on enforcing
transparency. Public education programs might be a good initiative to
support understanding of how individuals can protect their personal data,
and how such data are being stored and used (Manyika et al., 2011).

As time passes, we are likely to see increasing public concerns about
privacy and trust in today’s interconnected online environments.
Governments will need to help the public to understand where they should
position themselves within this spectrum. It will be challenging times for
governments to keep up with the pace of technology development, and
those lagging will have a hard time indeed.
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Triggering the Smart Card
Readers Supply Chain®

Abstract: In the last 12 years or so, many governments have
launched modern identity management systems. These systems
typically integrate a set of advanced and complex technologies
to provide identification and authentication capabilities. The
major output of such systems is smart identity cards that bind
the cardholders' identities to their biographical data and one
or more biometric characteristics. The field of government
practice has been focusing on the enrolment capabilities and
infrastructure rollout, with little focus on smart card applications
in the public domain. This article attempts to address this area
in the body of knowledge from a government view point. It
explores card reader adoption opportunities in both the public
and private sectors, and attempts to outline the United Arab
Emirates’ (UAE's) government’s plans to disseminate card
readers and promote their adoption in government and various
industrial groups in the country.

Keywords: identity management; electronic identity; eID; smart
cards; card readers.
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1. Introduction

"There were 30 billion plastic cards issued in 2011 alone. If you
were to line up the cards end-to-end, that amounts to nearly
1.6 million miles of plastic every year — enough to create a
six-lane plastic highway between Earth and the Moon. Mobile
wallets in the long run have the poten-tial to replace billions of
plastic cards that end up in landfills, while providing a secure

and convenient user experience."

Obviously, the public and business sectors are showing greater interest in
plastic card adoption. However, there is a shifttowards amore sophisticated
plastic card in the industry, namely smart plastic cards [2-4]. Smart cards
provide more advanced capabilities in identification, authentication, data
storage and application processing [5-8]. Smart cards contain electronic
memory and, in some cases, an embedded integrated circuit. They
basically come in two types; contact and contactless. Contactless smart
cards only require close proximity to a reader to enable the transmission
of identification data, commands and card status, hypothetically taking
less time to authenticate versus contact smart cards that require insertion
into a smart card reader [9]. Each reader and card has an internal antenna
that securely communicates with the other.

Smart card authentication is considered to be the best-known example
of a proof by possession mechanism [10-11]. Other traditional classes of
authentication mechanisms include proof by knowledge (e.g., passwords)
and proof by property (e.g., fingerprints). When combined and used for
user authentication, smart cards can help improve the security of a device
as well as provide additional security services [12-14]. Figure 1 depicts a
typical user logon and authentication process using a smart card.

Figure 1 }>

A considerable number of governments around the world have launched
modern identity management programs in an attempt to create a
more accurate population register, and to develop identification and
authentication capabilities [15]. Governments have been promoting
their national identity schemes somewhat aggressively to gain public
acceptance and secure necessary funding. Among the numerous
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Figure 1: User authentication with smart cards

benefits reported by governments is that the new smart identity cards
may replace many of the existing identification cards, such as driving
licences, health insurance cards, and so forth [16-18] and therefore have
a high impact on lowering cost and minimising duplication in widely
produced identity documents. Smart cards are also promoted on the basis
of having the potential to become an innovative approach in addressing
the e-government and e-commerce needs of strong authentication.

In reality and practice, however, governments have been paying
significant attention to population enrolment and infrastructure rollout
with little attention to widening the smart identity card applications in the
public domain. It is interesting to refer here to the fact that it is estimated
that governments around the world have issued hundreds of millions of
smart cards in the last ten years in the form of national identity cards.
Despite this gigantic number of smart cards issued by governments, the
field of practice does not show any noteworthy government action that
can truly justify such massive spending and show clear economic value.

Onthe other hand, market research shows that governments will still spend
increasing and capacious financial budgets on smart card acquisition in
the coming years [19-21]. A recent study by Frost and Sullivan argues
that the field of smart cards and their adoption will remain strong and
may exhibit renewed potential for all markets, given the growing concern
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for electronic security, and increasing overall system performance with
contactless technology [22]. The study also anticipated that all of the four
primary markets which smart card readers address (i.e., government,
banking and payment, transportation, and corporate security) will
continue to grow. Our experience in the field strongly supports this finding.
We envisage that smart card readers have huge market penetration and
adoption opportunities, provided that the right strategies and business
cases are put in place. In this article, we attempt to outline the United
Arab Emirates’ (UAE’s) government’s plans to rollout smart card readers
and promote their adoption in the public and private sectors.

This article is structured as follows: Section 2 provides a short overview
of the UAE's identity management infrastructure and the features of the
smart identity card issued as part of the UAE’s scheme; Section 3 outlines
how the demand for card reading by service providers may impact the
supply of card readers; Section 4 provides an overview of the role of the
UAE's identity issuing authority in the card reader market; and finally,
Section 5 concludes the article with some perspectives.

292 | Article 8

2. The UAE: A Regional Leader in Elec-tronic Identity (elD)

The UAE is considered to be a regional leader in the field of digital identity
management infrastructure [23]. Through its national identity issuing
authority, setup in 2004, to date it has issued more than 8.5 million digital
identities to its citizens and resident popultion. Digital identity is linked
to the individual's biographical data and his/her facial and fingerprint
biometrics. The digital identity profile is represented by a set of digital
certificates and strong authentication credentials, packaged in the form
of a secure smart identity card.

The UAE’s identity card is essentially a Java-based smart card packed
with features like contact and contactless, multi-factor authentication
and a challenge response mechanism for determining the cardholder's
identity and whether or not the card is genuine. Built on open standards,
the Java-based operating system card is secured by assymetric keys and
specific protocols for communication. It uses both match-on-card and
match-off-card features to provide various authentication capabilities.

In a short span of six years, the UAE has achieved a distinctive target of
enrolling almost 98% of its citizens and resident population and issuing
them with smart digital identity cards. The new smart identity card is
currently a pre-requisit in order to access any services in the government
and public sectors, and, in parts, in the the private sector as well.

The government has distributed around 10,000 smart card readers in the
last five years to the public sector and some private sector organisations
to allow them to electronically "read" the data stored on the smart identity
card. Early adopters of smart card readers reported that they have
succeeded in shortening over-the-counter customer handling cycles from
10 to 20 minutes on average [24-25].

It is envisaged that smart card readers and applications will be further
cultivated in the UAE in the next few years and will become an integral
part of enterprise architectures in both the public and private sectors due
to their potential to improve service delivery systems and secure access
to networks and online transactions. The simple "read" need of the smart
card is also expected to evolve with the need to undertake stronger
identification, verification and authentication procedures to confirm the
identity of the service seeker. We explore this further in the next section.
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3. The ID Card Readers and the Reader Supply Chain in the
UAE

As indicated earlier, modern identity card programs have been launched
by many governments with a strong belief that they will address many
of the challenges and national development priorities [15]. However, no
country has linked the use of smart card readers with identity verification
needs as an imperative for delivering government and public sector
services. Besides, some countries issue digital certificates on their
identity cards but, since they are exportable, the card itself becomes
redundant in certificate usage.

The government of the UAE has been working to develop secure
authentication capabilities to support e-government transformation and
e-commerce initiatives. This transformation is sought as part of the UAE's
e-government strategy 2012-2014 which aims to develop innovative
delivery systems and support the developmentof a digital economy
[26-27]. The UAE's new smart identity card is designed to support this
particular objective of authentication as it contains digital credentials of
the cardholder for use both in in-person and online environments.

Currently, the UAE mandates the physical “presence” of the new smart
identity card to benefit from any service that is provided by government
and public sector agencies. With increasing interest in reading data
electronically from the chip, card reading capabilities are becoming a
necessity, creating more demand for card readers. A quick look at smart
card reader availability around the world seems to reveal that they are
not commodity items that are available in electronics stores. So, one may
wonder, why is it that one does not see the readers in retail stores? Why
are readers not available like mobile phones? The reason is obvious when
the supply chain for identity card readers is analysed. The use of the
card reader is a direct function of the need to read the card data. Table 1
attempts to illustrate this.

Table 1 }>
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Table 1: Application types and card reading needs

Appteston g:?:Reader

Simple Identification- No need for data entry-Manual Physical None
check of the ID Card and manual reading of IDN
oTC YES Service Provider
ID Required to be entered as data KIOSK YES Service Provider
WEB PORTAL | YES Card Holder
Service to be delivered OTC (Over the Counter)- oTC YES Service Provider
Ensure that it is being delivered to the correct person
Service to be delivered OTC (Over the Counter)- oTC YES Service Provider
Ensure that it is being delivered to the correct person
and require confirmation of service delivery
(signature of service beneficiary)
Service Being Requested Remotely WEB PORTAL | YES Card Holder
KIOSK
Service to be delivered remotely- ensure it is being WEB PORTAL | YES Card Holder
delivered to the correct person and require KIOSK Service Provider
confirmation of service delivery

As is evident from the table, the predominant user of the card reader is the
service provider and the card reader ownership very much depends on
the service delivery channels. Adoption of identity card readers by service
providers thus becomes the key to the widespread availability of card
readers. Figure 2 below depicts the ID card reader supply chain as seen
in the UAE. Rows two, three and four of the supply chain diagram look
like the conventional chains of the manufacturer, the supplier (distributor)

and the retailer.
Figure 2 ’>

In general terms, the ID card reader supply chain is seen here to be
driven by push and pull forces. The push and pull represents the need
for identity services (i.e., verification, validation and authentication needs)
to enable the delivery of services by various service providers. The
electronic service channels dictate the integration of smart card readers
that facilitate the use of the government issued smart ID card. Smart card
adoption in retail and distribution is expected to further support growth
opportunities in this critical industry.
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Figure 2: Identity card reader supply chain

Retailers and distributors in the UAE have placed increased importance
on conducting business in a more cost effective and time efficient manner.
Intensifying competition, cost/scarcity of retail space and growing
customer expectations are driving retail and distribution businesses to
establish collaborative business models — necessitating the formation
and maintenance of new relationships. It is in this context that we can
view the efforts of the UAE to popularise the use of the smart ID card and
drive the ID card reader supply chain. The next section elaborates on this
further.
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4. The Role of the UAE's Identity Authority in the UAE-ID Card
Reader Market

Although the UAE smart identity cards have been made mandatory to
access all government services, there is no clear and perceptible adoption
of smart card readers among the service providers. There is much more
reliance on the physical "eye look" rather than on the "electronic reading
and processing" capabilities of the smart card. Here is where the UAE
government, through its Identity Authority' , is currently working to play a
significant role in promoting and supporting card reader adoption in both
the public and private sectors. The authority's role and current activity is
akin to the trigger mechanism used for thyristors to become conductors
of current. See Figure 3.

( M)

Government Regulations (+) Anode (+)

Flow of Services Based on ID Card and Card Readers Current Flow on Conduction

Gate \

Trigger/Gate
Current mA

Emirates ID \

Trigger Card
Reader Usage

Card usage and Cathode (-)
Card Reader Availability (-)

Figure 3: Card readers and the gate current concept

A thyristor is a semi-conductor device with special characteristics. It is
the equivalent of a mechanical switch and consists of two diodes. The
special characteristic of a thyristor is that it acts as a non-conductor of

1 The Emirates Identity Authority is a federal government entity in the UAE established in
2004 with the task of developing a modern national identity management infrastructure. The
first phase in the scheme aimed to enrol all the population of the country, around 8.5 million,
and issue them with bio-metric-based smart identity cards. Having completed the en-rolment
phase, the authority is currently working on maximis-ing the reach and adoption of its identity
cards both in the pub-lic and private sectors. The authority>s argument is that smart cards
have significant potential to contribute towards creating value-added customer services and
operational efficiency, while providing advanced authentication capabilities.
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current till it has such a voltage across its anode and cathode that the
semi-conductor itself breaks down or with a small trigger current applied
at its “gate” allows a large amount of current to be conducted almost
instantaneously. This trigger current is called the gate current and is
usually in milli amperes as against the thousands of amperes that the
thyristor could allow to flow. The gate current can be withdrawn once the
conduction starts and it does not switch the thyristor from conducting to
non-conducting.

The similarity between the above current gate concept and that which the
government of the UAE is trying to achieve is remarkable. We envisage
the UAE's Identity Authority to play a triggering role and, as mentioned
above, in order to get the thyristor to turn”"ON” we need to inject a pulse
of current into the gate. Much as a gate current (a very small amount) is
required for conduction of mighty current flows, a trigger is needed to set
in flow identity card based services and the adoption of the card readers.

Government regulations may be seen here to act as the potential push
to inject the pulse to trigger higher demand for smart card readers and
widespread application and usage of the identity card and the card
readers in various industries. Nonetheless, the inertia (e.g., lack of
awareness, lack of applications etc.,) will act as resisting elements to the
roll out of services.

The UAE's Identity Authority, as the trigger, has recently announced that
it will distribute tens of thousands of card readers across the different
government service providers. It is considered that this will set in motion
the supply chain movement in the country. In other words, once such
an amount of readers is available in the public domain and is used as
a requirement to access government services, the public and financial
sectors are expected to follow suit and create higher demand for card
readers. As the identity card usage becomes more prevalent, it is
expected to cascade to wider availability of services on web portals as
e-services.

While the service providers themselves would act as institutional buyers
in the supply chain, the vendors of the card readers are expected to
become more visible in the retail industry. This would bring the retail
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buyer—that is, the individual buyer— to create the demand to procure the
readers.

The healthcare sector is another subdivision that would gain immensely
from the availability of identity card readers to enable identity-card-based
healthcare transactions. The smaller players in the healthcare supply
chain, like pharmacies, clinics and so forth, would act as individual buyers
and would drive the retail market in identity card readers. Banks and other
financial institutions would be major beneficiaries from fraud containment,
while citizens and residents would be considered as direct beneficiaries of
the convenience of economic transactions involving identity verification.
This is expected to result in economic activity of millions of card readers
in the country. At an average retail price of $13.50 per reader, this would
translate into tens of millions of dollars just in terms of hardware sales.

Indeed, this is considered to be a new segment of economic activity
that is currently absent in the country. The UAE's |dentity Authority's
small action of buying a few thousand readers and placing them with
government service providers would trigger this economic activity in the
space of the next two years. This is just a part of the whole. Along with
the readers would come the services directly related to the hardware in
terms of warranty and technical services. The software and application
development of integrating the identity card and the card reader into
applications is a supplementary economic activity. At a conservative
estimate, this activity could be worth further tens of millions of dollars. In
total, the UAE’s government gate trigger role would result in an economic
activity worth hundards of millions of dollars and would contribute directly
to the overall GDP of the country. Besides, card readers are foreseen
to be available in supermarkets and electronics stores as well. Digital
literacy of the cardholders would be a direct result of using identity cards.

On the other hand, the impact of wider adoption of smart card readers
in various industries in the UAE may well trigger more copious adoption
in the Gulf Co-operation Council (GCC) countries and the region as a
whole. Improving customer service and internal efficiency will be the
key drivers for such adoption. The high tech and security features of the
smart identity card would result in a secure environment which would
contribute to containing fraud on account of identity theft. The economic
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activity stemming from smart card distribution in this case will then be a
mulitplying factor in the calculation. Identity card reader manufacturers
and distributors and electronics retailers would well be advised to gear
up to this reality. The early players would have the benefit of being early
movers in exploiting this niche market.
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5. Conclusion

Smart cards are likely to become indispensable tools in the future in
addressingthe competitive interests of diverse groups of industries.
Government issued identity cards are envisaged to play a critical role in
this area. Their advanced authentication capabilities are likely to promote
higher chances of acceptance by both service providers and the public.
However, governments will need to put in place clear strategies as to how
they intend to support the identification and authentication requirements
both in the public and private sectors.

In this article, we attempted to outline and bring about some insights from
a government’s field of practice. The UAE's government’s plans should
provide some understandings of how a government views its role in
promoting the use and application of its smart identity cards.

We envisage that governments, specifically those implementing modern
identity card systems, will show increasing interest in card readers in the
next few years. Many governments will work towards replacing existing
identification documents with the new smart identity card. As smart card
readers will naturally demonstrate stronger authentication capabilities,
this in itself would support higher levels of trust and participation. This
may also have a significant impact on the progress and development
of e-government and e-commerce business models. To a great
extent,identity theft and transaction fraud can be controlled too.

Besides, we also believe that governments will attempt to regulate the
computer industries in their countries to integrate personal computers
with smart card readers. This is likely to be seen either as part of a
computer keyboard or driver or perhaps as an external peripheral [28].
Smart cards have the potential to reshape service delivery and the way in
which services are provided, both in the government and public sectors
as well as in the retail and distribution industries. The rapid technological
pace in the smart identity card industry will not only revolutionise the future
of identification and authentication but will also open up new business
opportunities and create new economy niches.
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