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e-Government in Developing Countries &

Oid e Govemman! delver the anficipoied baralih?

Somewhat
succasshul?
.

total folunes ﬁﬂﬁ“wm'
Developing More Inclusive and
¥ \\ Innovative Government

Fartial foiures

Presented by Dr. Al M. Al-Khouri
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1§ Ak Divisksd | LA

Agenda

= |ntroduction: Tr.lns.l'-::«rming Governméentsl]

= KWC - Know Your Citizen

* LAE National identity Management Infrastructure

» Governments woideide are transtorming the mechonics * Citizen Inchusiveness
of how they cperale. in an oftermpd o rodicolly impioving publc = | Innovation

ervices deleery

; . = Concluding Rermarks

= Upping quality ond downing codl... improving eficiency and
efnchivaness ond vier contricity

Transforming Governments

+ Citizens are af the cenber of such
transformation, and are the ones who ore
pushing for change:

+ Governments ore toking themselves fo the
cifizens rother than the conwention  thot
dictated cifizens 1o trovel bo reoch fhe
Govemmaenh!

= KWC - Know Your Citizen

* LAE National identity Management Infrastructure

= Citizen Inclusiveness
+ An  interesting  aspect  Govemments  ore
reaching out lo the cifizens 03 individuals -
nol OF O group

= |} Innowation

= Concluding Rermarks

Emirates Identity Authority | Conferences in 2013

2013 i pezpe | Hsalt ahleyl s 8
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Identity Theft

+ The Hiue nemar el such on
\dentity 5 usability, wisch 15 iraeght
with risks of Imperscnofion ond
idendity thefl

Trust Establishment

= Our chgilal world spreads across several
Freeads, byt ey ol maet in their needs
for identificafion

+ Undedlying enabler fo our digitel word
Is the Idendity, which is

- uniform acrosd mulliple channels of
communicalion;

standardised and usable in al
cont@ads of identity vadfication; and,
- msped by a rusted idenlity provider
that enables avthenficalion on
demand ooredd vorious
communicalion channek

Digital Economy

= With such neads in mind and in
an  abtempt 1o buld  the
Infrashuchure for digital
economies, many govemments
workdwide hove owoken b the
recity to provide trusted and
ublquitous identties to Ehedr

citizens

In @ ipace of mulliple idenlity pioviden, gevemmaen!-wed idenkily
cradeniiah stand fo be fe most Ingped consfruct.

sary govemment hdave inifiated ther own KYC programs in fer
Haolionol ldenlity Manaogemen! programs. Althcugh dflesent, The
undadlying principles ol Malicaal idarity oe e 1ame

Emirates Identity Authority | Conferences in 2013

Agenda

= |ntroduction: Tr.lns.l'-::«rming Governméentsl]

* LAE National identity Management Infrastructure

= Citizen Inclhusiveness
* |0 Innowatbon

= Concluding Rermarks

KYC Concept

« A& ferm wsed in bonks ond  finoncial
imshitufions bo ascerbain redevant informalion
abeut client's Idenfity, background and
other aspects.

= A set ol processes bo kesp up 1o dale
knowledge Froughout the ifecycke of the
relafionship, thot aim fo prevent identity
thedt, financial frawd, money kundedng and
femoit inanding

+ Enhance Securdty, Economic Tronsochions,
Assurance - ang the chorochedsics of KYC in
the finondcial donmain

ENOW YOUR CUSTOMER

[CLIENT

KYC Concept: where C stands for Citizen! &

Wirda = the financlal domain the EYC
Frocess modals are well defined fo
some exlen], Government doman i

5t in development dage

KYC

EMNOW YOUR CIMITEN
in Gevemmanl

2013 i pezpe | Hsalt ahleyl s
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UAE Identity Eco-System a2

Primary kdentifiers sata with which

a perion & Bom wilh:
Biomedic Dabo (Mager Prink, i, Paim Vi, a8
Blanne
Porenbol information

- ofher birfh delaib

Secondary ldenifiers
conloct informathon
residenc e dedols

- i

Tedfiary identifiers ihal igan Se Becycls
af the person
person’s identity aducasan daha
= Maritel shatus
aic

UAE Identity Eco-System g =y

Primary kdentifiers sata with which

a perion & bom wili:
Biomaing Dabs (Mager Print, i, Poim Vi, a8
Rl

ldentity is provided in the
form of a

Smart Card.

Temary [demiers ol ipan e Becychs
af the person

peanon’s identity aducatan daba
- Marital shatus
ebC
-

UAE National ID Card e

+ 144KB smart combi-cord wath contoct ond contochies
communication copabiiies

+ an instrument for camying the idenfiflcation delols pockaged
fo comy the physicol idenfity dedolls of the cardhoider along
with e digital ID profibe in 1he smort chip

| Usited Arah Emicwies Biad b R
ey Cmied

Emirates Identity Authority | Conferences in 2013

Agenda

* |ntroduction: Transforming Governmentsll

= KYC - Know Your Citizen

nfrastructure

= Citizen Inclhusiveness
* |0 Innowatbon

= Concluding Rermarks

ey
UAE Identity Management Infrastructure & 1

faderal guesrmment argor pation
200
national sdenfity sancgeeant afrovtroecture

RPPOFT & - govarsment
decizion making

rotionad idantity cords

iderntifutd ond sithenricated

fadersl gaeerneant argarpation
2004

natnal

UAE Identity Management

e Infrastructure to provide
s  KYC to Government

rationad idamtity cords

iderntifutd ond sithenricated

2013 clyage | agell il syl 2ia
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UAE National ID Card

= Whenaver the personal
dofa s fegd fom the
cord, e dala B presented
with Emirotes ldenkihy
Authoity’s digitol dgnotune
confirming Ihat the dala on
the cord is
with, and Lige ) the
cardholder ik the one who
heshe clarrs hesshe s

Agenda

= |ntroduction: Tr.lns.l'-:.‘arming Governmenisl]
= KWC - Know Your Citizen

* LAE National identity Management Infrastructure

* |} Innovatson

= Concluding Remarks

UAE National ID Card

= The Digial ID profie consshs of /
1L A Unigua idanfity Mumber (DN} = -
2 Biometics (Angerprinks) —
1

A Poir o Digital Cevfificoles
Publc Rey infrastruciure (PR

= This consfitutes the digitcl idenlity of the Primory
|genfity of the peson

= Tne smort cond coeres ofher personad information
(econdary and  berfiary personol  dolo) o
verflable dala such of gmplovers deiols
educaticn detols contort delgls ehe

Citizen Inclusiveness =

=y

= Cilizend oré N |DI'I9EI anonymous fo the Govemment.

= Tne abiity of the personal identity to be established
legally and irelubably )
slacirgnic chgnnel has o direct consaguance on the
Govamment Sarvices.

+ cifizens use smar ID
card 1o prove their
Identity, thus, cifizens
are @mpowered
and part of the
Government

Emirates Identity Authority | Conferences in 2013

Multi-factor Authentication

nal migemalion

i [hgh P Code

Bregptal & Evviippifios:
Cortientas

UAE National ID Card

« Whanaver ha D cond k5 presanted in ony elechonls (remabe)
wonsocfion, the LUAE idenlity Manogemeni Inroshruciure volldobes
the card by weribang il gamgneneds ond e axpiry ggle of the
cond

T P BT T ran Taway B Py e A e

Varemerera =1 Frocs B ]

NP

mdarim
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1D Innovation

Digital convergence (s an evalving reality

Tris convergencs is nol just imiled to
technology, but alio reaches oul 1o uier
BXpRfiences

W interfoces informaion, and sendces

are ol convengng into compuber-

mediated systems that one ngependgent

of the communicotion chgnned gndg e
wil | of TuniRin e b

Users ore geegrophically unbound ond
may Inberact, communicabe, colloborale,
and share informafion 0 many new and
citferan) ways

1D Innovation

Unquestionably, the central focus
In digial environments 5 the
parson seaking the service

Difterent  shokeholders i this
transaction lend ther  suppor,
and the service providers deliver
requested sendces and ensure
service fulfillment.

i

A more  revoluSonary form of
business operalions may siicecu?
when on irelutable dentity s
mode gwoiloble for the sendce
seker, who % achually
anaryrmous i he digital word

I

ID Innovation -]

The UAE notionol ID card s being enhanced with addonal
fochons for avihentication.

Y o ke
oy Cortas
r
E’ -
T
o @b
Fhetei® s
= =
e =
" o o
5 gty [
Fngarwws
s

Emirates Identity Authority | Conferences in 2013

Citizen Inclusiveness: UAE FNC Elections &

2.0, exampie of inclusvenass wios damonsirglad in ine LAE Bechons
for the Federal National Council

For 181 fime, UAE Cilicens casl thedr voled ving Ihe notiond 1D card

Voher Reglsiration ond 1D Verficolion wos todditated by the national
D cord

A1 Govemment depardments cre now mondoted bo use he nobonal
1D as the primary idendificotion

Agenda

= |ntroduction: Tr.lns.l'-::«rming Governméentsl]

= KWC - Know Your Citizen

* LAE National identity Management Infrastructure
= Citizen Inclusiveness

= Concluding Rermarks

ID Innovation -]

A software development kit (308) 5 maode ovollable on
the government's pordal to promote usage and integrafion
of B identity card with serdce providers” systems in both
govermment and public sechor

An opplet i oiso ovolloble online for cordholdes to
downlood on  ther  personol computers o rogisior
themiehes and i Cerhain ediiclive  e-tendces that

LT i 0 114! fi

Thus the UAE nofional I cord
B tha PO ol
establishing hust in the vituaol
digitel world encbing elecionic
ramsactions

2013wl pespe | Lsallloledl 2an
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Conclusion

= We Ive fodoy i a very dynamic
waoirkd - where Change is o Conshant

« Our contemporary world s mone
connected ond is 0 world where fhe
citizens are more informed ond
mone empowered and mone: global

Thorn dvar bafon

« The ogity ond ablity of
Govemnmments 1o be in tune with their
cilizens = thus wrought mone by
necessity Hhan by demand

Conclusion

and bandwidth avallability, Government
senvices may will be occessible from within the
confings of cifizen homes

= The Govemment office «il be aovalobla af the
door steps ond convenience of the cifizen

= Combingd with the penelration of the Internet

Conclusion

+  Gowvemnments need o fransform 1o
provide individual and mone personalized
services 1o oddied specific and
Individual needs.

* Modern National Identity Manogement
(outhenScalion) infrastruchure wil play a
revaiutionary nole in providing seamiless
Idenfificotion, bidging mulfiphe sendice
channals to enhance ysers” expenenceas

and enabile secwe digital rantacBons.

Emirates Identity Authority | Conferences in 2013

\i/

\

=y

N

=

ID Innovation

+ Addfione blomekics wil be odded hke
wis ensuing that even children ore
enEied ol indivicduali

Addiionsd  digital cedfificales wi be
provided [deived Irom The pimory
identfien) for moblle devices Thys smart
phones, IPAD: will be oot of peronal
idanslicalion o enobls rordochons
Inrough thesa devices

ID Innovation

+ This is bound fo  enhance
Government inleroction, reach
and accessbility o the ciizens

= Mimately, om to reach  higher
salistoction levels of cifizens by the
Enoblement, Empowerment  and
Engagement of the cifizens with the
Government

= Tris is cur 3ES" model of Ciizen
Inclusiveness  and  Government
Innavakion,

Ervoinloameend

3

Ergragmint

Agenda

= |ntroduction: Tr.lns.l'-:.‘arming Governméentsl]

= KWC - Know Your Citizen

* LAE National identity Management Infrastructure

= Citizen Inclusiveness

= |I¥ Innowation

2013wl pespe | Lsallloledl 2an
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Big Data in Digital World ? -]

Tre proliferaion of modem lechnclogied, wmort devices and Fl'i\’ﬂC"f In “‘E A'ge d
popularly of soclal networking 5 penaroling  unprecedenbed Bi D .I.

amounts ol cata, both shecheed ond wnshuchured, whather |t ba 9 ara
beut, oudio or video,

Data nas become UDIQUItOWS in inis digita wond Presanted by Dr. Ali M. Al-Khour
Sheer amount of bytes nat we generole dolly 5 Inceed mind i 5 , :
boggling! Engeriend by P Sort Imbrery At CO L.

3 ol 0y Hobeiems | teid Cotuid | 1LE

The Age of Big Data ?

avery day, we creale
2.5 quintillion uytes
of doto

Agenda

Introduction: The Age of Big Datal
Big Data Characteristics
90% of the data « me

word foday hos been creoled
r M lay wo years

* Constructing identity from Digital Behaviour

Gowernment IdM and Privacy

1MW Report + Concluding Remarks
W org iy ng
diglital explosion era! I

Data Growth

1 o

v alf gorrgaster ) drhemt in Bhe

1 werkd = 150 prabryses s DODG

¥ = [ntroduction: The

i -

¥ sl vorsge wyitems didn’s eeach l e i isti

: Gne setiatte of inbmatioe in --—':_____-'"' — —— = Big Data Characteristics
I 20120 | s

* Constructing identity from Digital Behaviour

1 i i i ] * Governmaent IdM and Privacy

o + Concluding Rermarks

Global Growth of Digital Storage Capacity 1986-2021
By 2020, 112 leHabytes of data (75% growth rofe)

4
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3Vs of Big Data ? e —p

Velocity
Valume m piavide e
pravises the : Wme ol which
amount of dxia ; . e dola b
ard tha form of . ey e ed grg
aaia arsghyged

Variety provides ihe
hype ol daha Solecied

4™ ' of Big Data ? -] =¥

+ Howeves, fhers i the
Bouith dmeniican - o
toanth V- Verachty
wieCh snCompasies
the Ve

WarEs ity proviced e
confidence in
the truthlulness of
the data.

N ST ————

e e T Ipe—
Personal ID and Big Data ? g =y

Weracsty of Daba #well can be depscted uiing thres dmensors:

1. virocity of Dota ks
astablshed by how e
data el it snabled-
which shard for the
source of dala.

2 varocity of Data
Is establshad by fhe
rmears and
methods of
analysis- providing
discemible
informafaon

3 ¥erocity of Dala is fhen chorocieried by Pesonal
Idenfity Management. This i the critical dimension
of Big Daba Veracity
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+ s generated lom praclicoly
wwery where:

- Social meda sies eill Wg? pehure

(laceboaok, bailter, Enkad-in_) % i hll'ﬂ"ft

chigital phctures and videos, paks® i, i

a=mioils, ‘

= puichaue Sansoclion
records, video

- cefl phone, GPS signals, .
gac-dotionary satalites, #

-~ meleological Meniomn T e

- 1o noma a few.

+ This confinues fo grow of on
exponental rate.

GigData ? e =y

wgeif] Yockirkigs  podedsle

Foruies

Agenda

* Introduction: The Age af Big Datall

a Characteristics
* Constructing identity from Digital Behaviour
= Government IdM and Privacy

+ Concluding Rermarks

= Big Daha hos come
fo be charocierdzed
by 1he Volume,
Vealocily ard
Variaty Q:' Doig thot
5 genaragiad

= These comSiule ihe
3vs of Big Doto

Big Data characteristics? g =
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Agenda

* |ntroduction: The Age of Big Datal

= Big Data Characteristics

= Government [dM and Privacy

* Concluding Remarks

Personal ID and Digital Behaviour ? g =

ai Individuch, we Inferact wo framac!, wa
Collebanabe, wie Communicals on o Guly Do

which i tought fo be
onalyzed o Brrging A ﬁ"
CorrrTeCE . | —— -
Enfilied choser r - Fiz

o ——

pryche of L L
ha indridual
fencrwng
cushormesy FiaT
pertonohing —
peracad and  lE—
produs b .

I
HNOIAYHIE TVLIDN

= =

Biig Deta m in Informafion and
dotassls rave totaed 1o B
cultivaled boed on e digliial
dala we save in

o harsockons
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Big Data ?

+ It nolb o new o unknown phenomenon

+  Big Data as Volume Dala hot been used
in Clinlcol Trials snce long, resulting in mony
a ground breaking medicines

Big Caba as Violume Data has been in
exstence in DNA mapping and Genefics
leading 1o many He=5aving healthc ane
procedures

whiliy the Healthcare indusiry has been the
inifitor of big daba analysis, retailers and
marketing anganizations have now starbed
to maike use of Big Data fo further their
commerncial oclivifies

Web Analytics

= Mumesous web analyfcs
companles have Row mode
It tFeir business fo collect ol
this iodl ond conatrect
meaninghd daba from tha
huge dalo

Bl of gl it social
Ptahl, BlGgL ©ommance
v, g-modh, fext medsoget
utikty poyment ore being .
“piggy-backed” 1o resdl in
patteir of the dgilal
Inferocticns and individucl

behavior patterms Fhen el - et [l "
e b ERE — AL
conmrucied lrom hare RPN e et e =

Tha b bsilanit from o
markefing poind of view:

Privacy ?

But, from o privacy perspeclive, this could
be comstrued os a blatant violation of
individual privacy
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Big Data and Privacy ?

Data can be either useful or

perfectly anonymous but
never both.

[PALIL Ot

Rascxciats Frofevior of L
Uity ol Coinrada L Schucal

How True?!

Google Saying ?

.. while anonymized information will abwavs carry some sk of re-
|dentification . - . . many of the most pressing peivacy risks . . . exist only if
there i5 cemainty & re-idertifecation, that is if the information ¢an be
authenticated. As wncertainty Is introduced into the re-identification
eguation, we camnot krnow that the Information truly corresponds to a
particular individual; it becomes moare ancnymous ai lrger amounds of
untertainty dng introduded.

i

Betay Masielo Al Whities
Global Fublic Policy ot Googhe  Priviscy for Product ard Enginesring it Googh

Py Mswms Ky dbes e g g Frica y o o gy ol ke msisor Besamdars v AL ferrg
by irligrd bferrsian vy ¥ g T30

Agenda

* |ntroduction: The Age of Big Datal

= Big Data Characteristics

* Constructing identity from Digital Behaviour

* Concluding Remarks
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Digital Behaviour and Data Sets ?

‘W bee in fe digital wodd and are
ubbguitouily connecled.

e Phone i no longer o caling device

D lopiops, Tablats, Phablels ond Phores
keep us conslanily engaged

+ Evary Intevaction leaves o huge frall of
data leaving behind bits and pieces

of us with pointers to our real
behaviour.

This ralves Ihen many ksees goveming
privacy.

¥

Digital Behaviour and Data Sets ? -]

. TRl

It is understood that collection of AT R0 (TARE A0e] - UNBEATARL

mermaton o dgiavanacion | us ] ea ]
and Inberachions is something that is |

unstoppable.

whathar wa lka it or not, the

amount of digital bl we leave
bting in e e-world & amazingly
large.

This digifal frail when analyzed is
alrmost ke a sgnabure thal we
leave behind, making it very easy
for analysts bo ldentity us o3

individwals in the puorponied
ety of 1he welb

Anonymity ?

The West, parficulardy the USA and the EU have
rmade comciow moves ' prolech individual - . R
privacy Fom being abuied with legal provisions N .

Anonymity hos been fhe key considerason on |, = .
which the lagal provitions have besen made so far

Hiywarwast, i ho bisn proved bayond ony
reasonabée doubt that oncnymity b ok

1 head avan whan p il identilen are
remnavied bom the daba sel lar analysh

Even IP Addresses fmat rela’e fo machines have
been cracked bo relabe them i pericnal uiers ?

5o, where does this leove an individual
with respect o his/ her privacy?

2013 i pezpe | Hsalt ahleyl s
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Personal ID and UAE National ID e —y

g
i
i
a%g

Tha Individuiah waild e kndwn and aulbenlicabed i garune pedson
by the National denlity Aulhorfly providng o THED PARTY
oumenhcofion for e identity

Personal ID and UAE National ID e —y

R TWRRN L TEINIET
EHCLLIVERYL THLIDND TIHNWID LN
FIUU RO HIEN TERHNT

Thus service peovidess con idenlily the polenliol service seeker secimely
B the authanBzalion provised by e Ermmales 0 Authanty

Personal ID and UAE National ID e —y

£
il
L
a%g

An incdividual will fhen Be atle 1o keniact and inleract freely withoul
falng hinMes I et

= an nlense role af
Gaovernment lisued
Personal Identity o
o Unique National 1D

-

this wil B extramely
crilical in By Dato ond
Big Data Analytics
providing the requined
privacy in anomymity
and yval provide
maeaninglul daba for
anatysis

National ID for Big Data Analysis

v A SECUre |D would sncowage

e fo he sngoged mos octively
and more exparsively in the digiial

+ 1l s In fhis context that the Digital

Identity profile provised and
packaged it o Secwe Smad Coand i
supacisg o play o plvolol iole
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Personal ID and UAE National ID

£
il
L
a%g

The Dightal |denlity provided Ma peifect FROXY
T the perional Kendny
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Protection of Individual Privacy -]

. o
occorded with Venficolion
ond Authenticalion Serdces ﬁ}
snabing secure remole - -
ransachions. "

- sm! h’m remain L) L ]
ahenymoul on Be web -
snce only Digital -
Certificates of Blomelrics EJ.,., s
would be used bo = . i

estoblish credential
vefification

Agenda

* |ntroduction: The Age of Big Datal
= Big Data Characteristics
* Constructing identity from Digital Behawiour

= Government [dM and Privacy

Concluding remarks e

« Rig Dexla ahauid be
v 10 B S

faatprnts. fuel Inmovolicn
ard divens sushainable
soanamic growh

building Enowledge 1o i e

suppa social — i

emveonmenial and _— | ':)

BESRERTSEE S B T e A o
iy —

+ |m, fo impeove efficlency, e N —

wpeed & accwacy of ]

dechlons, obity 1o — “;'j

loawcond. cul cosh, wove . N [

ENEgY, Frorces services, | ==

optimise infrodns e o k; u

wnbene s et quality o -

e, mduce arvrormaniol —— t—— Sy — wt—
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National ID for Big Data Analysis

= Thip LAE Hatignol ID Cond 5
daggred 1o provide mul

fachor authenficolion ":i‘
* Ll ey
» A1 the come af the Digitel ID b il L]
e Unique Identity Mumber e
haved by fha Emeates 10
Aoty X -
+ With this ID b onockaled with . [¥]
e Digital ideniity Profile
contifing o Bamaelie Dala- .
Angenpints and ICAQ ’; 9
compliont phobograph, ard Sy
Digital Corfilcates wuwed o e
Idenlificalion and Signotures -

haued o o Secure Smar Card

Personal ID and UAE National ID

Apart bom the closdical ID veslicaticn
and authenfcolion methods, peopects
are undervay o upgrode the feabures
fo peowide OTP (O teme-passwoed]
a5 par QATH Slondand

The ID card s o combi-card o work
wills conlocBeil iraden

+ Projects ons undensoy fo develop the
NFC e e
wding e GEM moblle phoened and
olthal mobile devices

Each of e Dighal 1D profile
componenti piovide the ablity Tor the
waf 1o be verilied ond hathar
aufhenticabed for occess

Protection of Individual Privacy

« The Erinatet D Autharly
provides thi necessary
credentiol verdfication on

the web: —— 13
= The Nafional 1D Card could D

used only with the Digikal . -

on Fhe web . .

Faniactian E
« Ermirates I Autharity does not - *

share the penonal inlermalion

but provides only credential

werificalion
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You can use all
the quanfitative
dato you can get,
but you still
have to
distrust it and
use your own
intelligence
and judgment.

[Alvin ToMer]

v & b Ai-Evcs
D for Cesriaa |
Errarcien icharity Al |
Uritad A Ertarcit |

8 e eI e |
v TR B O
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Thank you

Concluding remarks e =¥

+ Complaxity will remain an iswue!
- il
o + fuccentuly exploifing Mhe value in
iy dario requites experimaniotion and
explodation

«  Privabe secior wil 1l leod the garrs, o Big Dalo i be viesed o5 0
1ource of compeiion and grewth

= Publlic seclor will reed 1o fote B Dola mone sedawly, and put n
place data-iiraleged 1o crsala new waves of producthaly grawih

Main chalenge: ihorloge of skl L5 by 200w lacs st o o
[t

PRl A T P b Cree g e Tag dkp

ke

sfecten Sechasm]

Heed 10 oddiess pokcies reloted lo privocy, security, sic

Al doto should be feoled os personally kdenfifoble ana
subected b3 ihe teguiclory emewodk

UAE {Emwates 1D Authadiby) would provide thi reguiatory iramework
to ensure ldendity protection

Tsehnlcal and Technaelogy Salullans are oredady A plocs o wopgail e
reguialony and legal fromanvwork

Maore Information: e =y

Rood our ecenl ressonch oame
bt/ Fesvewermirabesid. gov.oe far/media-cenfer/ publicoSonwosps
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About Emirates |dentity Authority
Emirgfes Identity Awtherify iz on  sdependent
federal gevernment organization, establshed by the
presidential decres no, (2] w 2004, tasked to develop
o natiesal identity management infrastrschore for
the government of the United Arob Emirates.

The infrostrectere s emvdisaged To  guppert
e-government progress ond strategic planning and
decision making in the country. One of the key
comgonents of the infrasfructore inclades producing
natieaal ientity cards to all pepulation in the coustry:
citizens and legal residents, that will act as the
primary means through which people’s idemtitios will be
identified and suthenheated (i€ through & yragos
identification number. smort cord. gnd blometrics):

About Emirates Identity Authority

federal gevernment orgenizatien
2004
natienad |dentity mansgement infrastrecture

2uppert
- gevernmant
decision making

natiseal enfiry cards

destified and sirthanitizated
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The flole of Emirates ldentity Authority
in Supporting the Development of Public Sector

* Introduction: Emirates ldentity AuthorityDl
* Strategic Plan 2010-20130
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Emirates |ID Strategic Plan 2010-2013

Business Operaling Model ...
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Key Strategic
Components
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Emirates ID Strategic Flan 2010-2013

Re-engineering Enrolment Process

Typing Centres '?

= Application Form

".- - Seannlng In decumants
“ = Seanning in Photos for i
Below 15's
:n.s;':'nmml = Recelving Fees
' Targeted Process
Completion Time:
r 5 Minutes
- = Data Veriflcation Photo and

4  Biomelncs Capturning

9%

20082008 2009 2000 01 202

Population Enrolment per Year

2013 e 50 | asell il le¥l ata

A

76



4

79

A

Motivated Staff Alignment with highest Customer Service Standards
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o Strategic Plan 2000-2013
a trategic Plan 2014-2016
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We seek to draw the smile on our customers faces
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Mandated as a Primary Identification document
to access or benefit from government services

> Y

Integration with Law Enforcement -AFIS
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Data Mapping Service

Govermmant Entity
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Strategic Initiatives

* Integration Platform
*  Online Validation Gateway

Strategic Initiatives

* Integration Platform
* Online Validation Gateway

Government Collaboration and

Integration Platform
Keeping Population Register up to date
Support Decision Making
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Cantral Database
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UAE eTrust Centre; Validation Services

Validation Gateway General Architecture
T

Digital Cortification Authority - Validation Gateway
Emirates ldentrty Authority

Pubkic Sarvice Providers Sectors
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Integration Platform Architecture

Population Register System

Snpas— -

4 5 Pt (prarmary Pt
bﬁwwbﬂ

e Yano W
By e

Mwmmummmmm

Strategic Initiatives

* Integration Platform
* DOnline Validation Gateway

ID Card: Not just another plastic card !
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@ Digital and Encryption Cartificates

Smart Chip

Porsonal Information

Fingorprints

4 Dight PIN Code

Digital Signature
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Digital Econemy: Critical Considerations

[ Comeciviy I Copabilios
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SDK - Tool Kil

Dubai Courts: the use of card readers
shortened data entry process from
10 minutes to 5 seconds.

Emirates Identity Authority | Conferences in 2013

Validation Gateway General Architecture

; Digital Cortification Authorit
| Emirates iden
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Dimensions of eBusiness Performance
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Dimensions of eBusiness Performance
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demagraphic population

goverement sendces in the LIAE

Elements of New Strategy

= FOCUS On 813 SCURICY i (e population regiter
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Objective 1

lifecycle,

Improvernent.

Population Register.

data protection,
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Ensure the highest level of personal data quality
and privacy in the management of the identity
= Enrolment Business Process Optimization &
* Enhance Personal Life Events Lipdate Management in

= Migration to Next Generation Technology for
Population Register, ldentity management system, and

Studyl:
Readers will yearly save 2 million working days
Study 2:
PKI authentication yearly savings 51 tr

New Strategy 2014-2016
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Objective 5
Efficiency, Effectiveness & Efficacy

Back-end process o achieve the highest levels of performance,
quality, efficiency and ransparency in accordance with the standards
of excellence and organizational learning

Diesign and implement strategy for Human Capital development
Enhance & implement Corporate Social Responsibility
Dewalop & implamant Green Envircnment Agenda

Establishment of a Center of Excellence for education and
propagation of concepts related io National Identity Management

Institste cost budgets and revenue mandates %o ensure financial
sustainability (self sulficiency)

Mare Information:

www.emiratesid.gov.ae

» doewnlood s recent publicalions

oo Thank You

Conferences in 2013

Objective 2

Enhance Emirates |D's role as the
primary identity authenticator in the UAE

* Regulatory Framework developmeant and smplementabion for
Naticnal bdentity Management and Digital Signatures

(Emirates 10 digital Trust Centra)
+ Dewelop and implement Business Continuity Flan

+ Enhancement in infrastructure and multi-factor
authentication using Mabonal 1D

Objective 3

Enable government decision making through
the provision of innovative services
linked to population demographics

+ Dewvelop and roll cut Diata Management and Pogylation
Demographics Straeqy

* Dewvelop and implement framework to support decision
making and sirategic planning (provision of infeligant data)

Objective 4
Enhance Emirates ID's brand and customer
understanding through communicating with
the public and leveraging strategic
partnerships.

+ Dewelop and mmplement a 2-way marketing &

communications sirateqy to educate public about |D-
enabled senices and enhance our brand

+ Enhance relationships with key stakeholders

+ Emirates 1D extemal services dedivery enhancement
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Ladies and Gentleman,
colleagues from government

Welcome, to the Digital Shield Summit..

It's a pleasure, to welcome you all to this summit,
which is dedicated to protecting, one of our nation’s
most invaluable assets... INFORMATION!

Since its inception in 1971, the UAE has come a long
way, and become a formidable player, in the world
market place. According to the Global Competitive-
ness Report, released by the World Economic Fo-
rum, the UAE has moved up the ranks, to becoming
the 24th most competitive country, globally to do
business with.

This has not been an easy task to achieve over a
short period of 40 plus years, and has only been pos-
sible, through the vision of our founding fathers, and
through true partnerships, with the global business
community, that have helped the UAE, realize its vi-
sion, every step of the way.

Information, has become the lifeline of every grow-
ing economy, and with new technology, innovation
and adoption, it has become imperative, to take
appropriate steps, to safeguard this important re-
source.

Part of this success story ladies and gentlemen, lies
in, the effective use of information, both by the gov-
ernment, and the private sectors, to help keep the
UAE, competitive on the world map.

Emirates Identity Authority | Conferences in 2013

Make no mistake, we are living through an informa-
tion technology revolution, with the information in-
dustry, experiencing an exponential boom,

and with greater accessibility to information, comes
the need to more effectively, policing and monitor-
ing such information, to ensure its integrity and se-
curity, for the welfare, of our nation, our business
community, and our people.

As US President Barack Obama said: cyber security is
one of the most serious, economic and national se-
curity challenges, we face today”. Many experts con-
sider that countries, will face a large scale of cyber-
attacks, against national infrastructure in the next
15 years.

Ladies and Gentlemen,

These challenges, derived the UAE, to put in place
robust and comprehensive systems, to ensure the
security and privacy of individuals, and their trans-
actions in this digital world. It realized this need, as
early more than 13 years ago, and it formed a Federal
Government Authority, to oversee this role in 2004,
named Emirates Identity Authority.

Emirates Identity Authority was tasked, to develop
a national identity management infrastructure, to
support both decision making, and e-government
development and progress in the UAE.

o
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The infrastructure is based on advanced, and mod-
ern information and communication technologies,
to create new means, through which people can be
identified and authenticated, both in physical, and
virtual spheres. The authority completed the regis-
tration of all UAE population, citizens and residents
in 2012, and has now, the largest combined biomet-
ric database in the world.

Last week, Emirates Identity Authority, has unveiled
its new strategic plan 2014-2016, with a clear mis-
sion, that focuses on enhancing the UAE’s national
and individuals security, and the UAE’s global com-
petitiveness, through providing an advanced and in-
tegrated set of systems, for managing the personal
identity, and according to the highest, international
standards, to ensure the security and privacy of per-
sonal data.

The modern technologies we employ at Emirates
ID, such as, smart cards, biometrics, public key in-
frastructure, and other advanced, state of the art
technologies, are considered as vital pillars, for the
e-Transformation of government services in the
UAE, and also fundamental building blocks, for the
development of the UAE’s digital economy, and in
line with the UAE'’s vision 2021, and Abu Dhabi’s Eco-
nomic vision 2030.

Emirates Identity Authority | Conferences in 2013

Ladies and Gentlemen,

Governments, will face un-ending challenges, to pre-
serve the economic and social benefits, of an open
Internet, and the digital world we live in today.

National strategies, should aim to (first), strengthen
the security of the Internet economy, and to further
drive, economic and social prosperity, and (second)
to protect cyber-space, reliant societies against in-
creasing online threats. Managing these two ob-
jectives in parallel, will probably remain a daunting
journey. This indeed, require collaboration, on inter-
national levels, and we, as individuals, and organisa-
tions, need to work together to create a better to-
MOrrow.

Ladies and Gentlemen,

In the coming two days, we will be hearing about
emerging risks, technologies and trends, around the
security of: networks, information, access controls,
cloud computing, and many other interesting topics.

This conference, is an opportunity to learn, and shuf-
fle our mental furniture, about what we know, and
what we don’t know, and what we should know...

Let us work together, to shield our world, and let us
keep our enthusiasm, and fascination about devel-
opment, and innovation, and let us work together,
to make the world, a better place to live in.

Thank You!
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Changing World ..

= Post-indusiial oge (product economy)
W3
post-digital age (information economy).

+  Digital revolulion: Dsupbers B Encblens

; polenfial to
creale podiive & sushainable impact on
capabiifies, busness operalions ond
miodels

: lechnologies with pofentfial to
elavate  business  pedormance, bt
womant another lock becowse of new
developments of opporunilies

Emerging Economies ..

+ Coming yeon will be shorm of

disruphers and opportuniBes, o
markets and Indusikes
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« e-Government? f e e

- a Govemment
Service Delivery System that allows
services to be requested and delivered
over various electronic channels by
enabling o connected government
resulfing in all round efficiencies in
Government Operations.

Emirates Identity Authority | Conferences in 2013

e-Government to Reality

Technclogy Trends and WAE's idenlity
Managemaent Infrastruciure

PFresented by Dr. Ali M. Al-Khouri

I Bty Cmgarhad by Garmalc
- 15 Py [

Agenda

* |ntroduction: e-GovernmentC]
+ & Major Technological Trends
* Digital identity

= Concluding Remarks

Agenda

= |[ntroduction: e-Government

+ & Major Technological Trends
* Digital identity

= Concluding Remarks
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* 35 % total railures

= not implemented or abandoned

* 50% partial railures

= main goals not achiewed
= initial success but failure after a year
= success for one group but failure for others

. 15% succeeded

= stakeholders benefited, no adverse results
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4 trillant on Gov 15

e-Government ?

e-Government
Models?

8 =

Camplaxity

A ——te Darvem b
i T—

Chrsba Chvwii now {rmwers s o
& hasa sl sprwis e
PonEmp s I —— et

oAt e
LAl
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Gartner Hype Cycle e =p

.
>

Agenda i il

= [ntroduction: e-GovernmentC]

Accagtabluy

Firma. = Prad ety

= Digital identity

= Concluding Remarks
gk ¥ § AT

T of Daussrrssrs

v

Deloitte 2013 Technology Trends .. e —p Gartner Hype Cycle e =p

.
>

Convergence of 5 - Social
farces: - Mobile T —
- Analyfics
- Cloud

Accagtabluy

Firmas & Productety

B of Eragramtrreny

Trpgh of Dassrrssrs

Pody s Tsgoee Tima

v

Social Re-engineering g = Gartner Hype Cycle e =p
+ “Customer In Command” A
+ Active Engogement i
.
* Knowledge Management 3
« use of social o re- F a4 Pttty
engineer processes,
systems & organization v
* Consumerisalion wave! g |1 O, | srarn
{{ e LIS
Ry rp—

112
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Cyberspace

+ Security & Privacy

v o5 long s you are
connected, thot
connection can go both
ways!

+ threots ogoinst notion’s
criical infrastructures

+ Estab&shing Trush

g =y

“.r'.'ll'h
gL T
1 e

threat

ilLl0L
AN

Agenda

Digital

= Concluding Remarks

= [ntroduction: e-GovernmentC]

= & Major Technological Trends

MNational ID

« o secure 1D woud
encowoge users fo Do
engoged mare aclively
ard moee axpondyely in
he digital word

* It is in Bhis context that the
Digital Identity

profile provided ang
packaged in o Secure
Smart Coed Is expeciod fo
play o pivabal role

[Ny PR [P P IS
[ R iy

C——
@

e et T
M

mE e m—
e

ity e s 7 et
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Mobile Adoption Era -]

« Bring Your Own Device
{BYOD) pressure

Society is tending lowards
more conneclivity

+ Hi-tech fast-moving
innovalion engine

+ Re-shaping business
operating models
& morketploces

* Expected Tsunami!

Cloud Computing -]
Apsearing 10 be & Dunslomaiive change in the butisen lindizice

« Cost savings,
operations
improvements,
scalability, etc,

« shift fram
stand-alone
legacy systems
to integrated
public and
private cloud
computing
soluticns

Information: Big Data ﬂ‘
= From basic analytics 1o
sophisticated visualisation

+ Poltern discovery, recl meaning &
value

+ Data driven decision-
making

« Speed to Value

Impact an Public Sector!

2013wl pespe | Lsallloledl 2an
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e-Government Development

b t—-—r—n—--u—-—n—n—u-—u—-I

i 1 |

| ' !

i I

1 i I

z i e / |

H R e el
v e

Banelit I

Agenda

= Introduction: e-Government
= & Major Technological Trends
* Digital identity

e-Government Approach

Emirates Identity Authority | Conferences in 2013

Capabilities ..

= The UAE Notionol ID Cord i
designed to provide muli
factor authentication

associated with the Digital
Identity Profile consisting
of Blomebic Daba-
FAngarprints and ICAD
compliant photegraph, and
Digital Cerificates
sued for idenificalon and
Shgnatures ssued as o
Secure Smart Card.

]

[+7)
-
e

Lo

e

Crogan

-
=
]
S
1 o et
Carthosm

RN QRoNymous on
fha web

oty Digicl Cerilficoles of

Biomadnicy would be uied b

eshablish credential

werificaSon

[ g of clab, onky proacs
cracsnial venlcofion)

@hven Verflcoon and
Authenticalion Serdces fo enable
secune remohe fransocBons.

On-going Developments ..

= Apart from the classical 1D
werlication and authenbcation
mathads, projects are
uncdinany 1o upgrade e
teatures to provide OTP (One-
fima-password),

Progects ane undervay o
develop the NFC enobled
authenlication methods usng
the GSM mobile phones and
ofher moblle devices

2013wl pespe | Lsallloledl 2an
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Changing Market Structures .. -]

HIRARCHY COMMURITY MARKET

= kb Kt

| '*.|--"' /|\ /[\

arnpets Contre Esigm of chacs

Dengress of Dbt
+

More Information: -]

Rood our ecent rewsanch b
hitp:# Fwww.eminabesid. gov.oefor/medio-cenfer/publicoSon.oapx

| Lo SRS

| ——

wnd:lh changing very fosl. Big wil nol beat
small anymore, il will be the fast bealing the
Slow". [Repen Murdaci]

Emirates Identity Authority | Conferences in 2013

e-Government association .. g

« evolving nature
of ICT.

« Integration &
orchestration
of services.

Concluding remarks g =y

= Government naed o focus

mare on RED for
innovation

= Vendors and suppliers
choice: to fuel e proces

Govarmnmants neved bo
rrigrabe fowands
‘command & Conirol’
business models (o, senvice
levels and outcomes.

\@

Concluding remarks

« Frogmented legacy (1
processes B syshema wil hincer
organsational efforts to
aflechively deliver on business
needs

Need 1o re-think public secho
ok t0 keep up with pace of
change and growing oplons.

+ Re-invenling business, and
technology play o sirofegc
rci

= But Ine road cneod is very
slippy!

2013wl pespe | Lsallloledl 2an 118
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Cloud Camputing

savings

Impraovements
scalability
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Statistics: a classical definition...

A& mathematical subject dealing with
"the collection, tabulation, analysis, interpretation
or explanation, and presentation of data”,_...

A science in the realm of
mathemalics

«  Deal with massive daba,
collale into meaningful
nformation

* Histercal svidencs
+ Confiden! predication

with a degrée of

ceartainty

Information Age

« explosve growin In the amount of dala created in
the world, both structured ond unstructurad.

+ | conlinues lo accelerate ond surprse ws in lemms of
sheer valume,

- [ " )
F - Ll L= = ; A\
$ocid meda fomas o, O - k™
H producng o f o i— » - Bomm N
Fermandouy —
amount of — 5 -
b —_ n
nanw chofa o
f— - T
(r— == g s

Emirates Identity Authority | Conferences in 2013

Exploring the Role of Modem

Idenfity Management Infrasteciure
in Daveloping o Comprehensve F

e AP
Nafional Stafistics

ed by Dr. Ali M. Al-KEhouri

Agenda

= Introchection: Statistics .. & Definition
= Statistics Scope and Bowndaries
= [Data and the Element of Uncertainty

+* Nhodern Identity Management Systems

* Concluding Remarks

Agenda

Introduction: Statistics .. A Definition

= Statistics Scope and Bowndaries
= [Data and the Element of Uncertainty
* hodern [dentity Management Systems

* Concluding Remarks
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Statistics Value

Statistics helps us In structurhng the data into matrices
and fruly brings us closer lo a deeper undershanding
that is hidden in the numbers associated with the data,

Aralyrs Data
Iranpeet Dasta

Colate Dats

enhonce
undersbanding
B consfitule
knowledge
{maaningful
information).

oo Dala

Scope of Statistics

* Boundary or
constraints uncer
which o Statistical
Anabyeis & raported

The People Dimension

-~
( =
»
M- -
Populalon in statistical terms
Is the key subject of interest,
speciically n demographic
analysis.

~
A

1

')

Emirates Identity Authority | Conferences in 2013

The Age of Big Data ?

every day, we creahe
2.5 quintfillion byes ot data .
[2,500,000,000,000,00,000)

gﬂ% of the dala in ihe wold
foday has boen crecfed in the bat bwe
years

laM Report

e ore iy in g

digilal explosion eral

The Complexity of Context ..

= Barrage of data
streamed alb us!

= Showering us with
massive rain of data?

= Cuestion: how can wa
craale o meaningful conbext?

= Canwe filker this slream into sometihing
miore struchured 5o thot we can make
sense of what we have and thus present
it in g manner that is uvsedul?

Agenda

= Introduection: Statistics .. & Definition

« Statistics Scope and Boundaries

= [Data and the Element of Uncertainty
* Modern Identity Management Systems
Concluding Remarks

2013 el a5 | algalt mlola¥l dia
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Agenda

= Introduection: Statistics .. & Definition

= Statistics Scope and Bowndaries

Data and the Element of Uncertainty
* Modern Identity Management Systems
* Concluding Remarks

Data in Statistics

Data in statistics is an abstraction of the
population and has theer levels- raw,

| nfareston a1 the nexl el

Custs i thie loweit Il of absgracton

Data in Statistics

Data abstracteon depends on Lhe
scheme af Data Collection

Emirates Identity Authority | Conferences in 2013

Scope of Statistics

Sratistics spans Over several distinct phases.

Drorw conclusions on Dwpcribgy e
unkncenT process chamachchiics af @
cancarrashin s product of procei
am infarnahon LN indorrahian

colsched on it
Ui probakiity,
leading ho eilher a Hygpathasls torralon
confirmation o (LS TR TN
rejecHon of the “stalishoal thinkirg”
hypothess Oy @ mojor rols

Scope of Statistics

AnalyScal with Validotion of tha Papulation
Scoe Ug' o e Extrapolalion Analyits.

—

Mars comes the S a——"

Impadonce of e

Duba and Cata

Collechion. Depanding on the 536 of The pooulabon, sk would
iy 0 Tk Farn e populnion for e reosesd o

2013 o a5

| el el yLedl 2ia

.

134



A
137

Maodern Identity Management Systems

= Many govermmeant
lounched modam
identity management
infrastruectura.

= LUse ol odvanced
identification and
authentication
technologies

June 2005 Dec 2012

Emirates Identity Authority | Conferences in 2013

Data in Statistics

Dimis e o s Aiemsie o poguiles

Ditad From Rt D000 W] DL

L, it R IR TG THT B0 T

Bata coliecied o actial ity o e el

Clitis bt sty s masrvwy e o ey
o rardom g

Uncertainty in Sta

« Stafistics by definition
5 an approximation.

+ It is an estimate fuin| ) =
+ I iz bawed on probability ol
+ Utilizes dishibution analysis f o]
r
v Since we use hypolhesis "
and sampling, there ore =1
alwiays variables That i i 3 : 7 F—

daepend on assumplions

Agenda

= Introchection: Statistics .. & Definition
= Statistics Scope and Bowndaries
= [Data and the Element of Uncertainty

Modern ldentity Management Systems

Concluding Remarks
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(Un)Certainty in Statistics

The base of slatistical
analysis:

+ Confidence Interval: ===
providas the N
measure of cartainty .

+ Probability:
providas the -
measure of uncertainkty -

Statistical Analysis of Population

Stalislical Analysis =

f{ Variables, Binomial relations, Cl, P}

« Function of considered vardables cand
relalionships.

+ Bound by the Confidence Interval [(Z1) and
the Probabllity (F} ot the cccumence ot gn
in

event in the populatio

Statistical Analysis of Population

Stalistical Analysis =
limit p_,, Kstatistical Analysis}= CI

+ Thera is ¢ limit fo how Irue is the analysis

« This limit s gdetingd by the Probability and the
Confidence Interval,

+ Probability could be 100% (1) bul the ue
limit is the Confidence Interval (CI).

Emirates Identity Authority | Conferences in 2013

Government Collaboration

Keeping Population Register up to date
Support Decision Making

T —— 1
- 4 0 bt iy M

Dot s sk i

Becmcanon Bam Umas Mawags  Dwocs  Eounsn e

EEE% EEE -

Examples of Statistical Analysis
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Statistical Analyss = | Yariables, Binomial relations, CI, P},

limit ,_., HStatistical Analysis)= CI

Corollary of the above
As €1 = 0o, f{SA) I puthing the €1 higher

since limit ,,, f{Statistical Analysis)=» 00

Role of Modern Identity Management Systems

+  Incragse the
Confidence Interval

« Improve tne Probability
= Enhonce the Anolysis
«  Feduce Uncertainty

= Eeinforcs Prediclablliy

= Exalted Dala Collection
fram quaoliied data.

Proven Knowledge Base
of demagraphic " Cunlifiad Inloemalion

Tracoabity of data lpacing o
uziie] Frormaer
Accuracy of population Dala
¥ Accuracy
Cisroney of populaion Data hm
SRR Crualitind Popusatan Data

Fhahty s definad By P ounlliod
aala e i d

[ ecasion w samphig)

Emirates Identity Authority | Conferences in 2013

Probaility Nsterence h
Densliy

Apm

Hiu')

Cl and P: Accuracy vs Precision of Statistical Analysis

high Cl wiodd
provicke an
analyis with
higher prechion.

L,
{reprochecicility)
af a gven
g

Probaility Nsterence h
Densliy

Apm

Hiu')

combinalon

af Cland P
defermine the
value ol a
Shafiticd Andlysis

Amtedence vtk

Densliy

Apm

Hiu')

combinalon

af Cland P
defermine the
value ol a
Shafiticd Andlysis
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Concluding Remarks

$300 billion

potential annual value fo US
healthcare,

Challenges ...

= Many nalional stalistical systems ore nol able to
effechvaly mset doto demand.

« Constraints include: inodeguate instituional & human
capaciies. Infrastructure, funding, <fc.

By 2018,
United States will face
shortage of around

2 million

managers and analysts
with know-how to
create and vse data fo
make effective decisions.

Emirates Identity Authority | Conferences in 2013

Agenda

= Introchection: Statistics .. & Definition

= Statistics Scope and Bowndaries

= Data and the Element of Uncertainty

* Modern Identity Management Systems

* Concluding Remarks

Concluding Remarks

= Statisfics need to be viewed as o cAlical
approach to building Knowledge and supporting
social, environmental, and econamical
davelopmant.

= It shouwld also be viewead in a
ramework of JE'% Elficiency,
effectivenas, and eflicacy.

Concluding Remarks

= Mational stalistics should be evalualed bosed on how
effective, efficlant, and efficacious they are, In terms
of how well thay pport and strengthen national
capacitias in dillarent tialds,

peed & ocouwocy of

B o povernment decison

feommcanl
cut cost
fued innovation
Imgrrang pubic wereoe
FRUCe B R el
laatpeint
HIVE SNy
SNNONCE CSTETH
oplirme infrolnetune quaity of ife

development of drverss
whGinoble economec growih
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“Data is a new class of

economic asset,
like currency and gold.”

World Economic Forum 2012

Emirates Identity Authority | Conferences in 2013

Thank You

Data Quality Challenges

+ International pressure "o form higher qualiby
government statistical information,

DATA QUALITY
CHALLENGES
— -

ACCURACY RELEVANCE

+ Cument sirategias and cpproaches are

lkaly to change,

Governments will be lorced o re-examine
thelr radiional systems and consider new
woys and approaches to slalisiical
analysis, and vse of Big Dala.

More Information:

Faod ouf reces! redeateh Mo
it P veww aminabesid oy, oefon/ medio-center fpe bl cofons gape

TR

131151
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E&J Changing World ..

+ Post-Industial ope (product economy)
v,
posi-digital age (information ecenemy).
« Digital revolution: Disneoters & Enolbe

(Dimrupters] Opporuniies; pofenficl o
creche positive & sushoinable impact on
capabilties, buiness operalions and
mmiadels.

+ Enoblers: lechndoges with palential o
elevole  business  pedormance, bl
waranl analber lock becowsa aof new
developments o cpporiunifies.

Emerging Economies ..

= Coming years wil e shopm
of disrupters and
opporunities, lor markefs
and indusines.

= Significant impact on
economies!

+ e-Government?

. o Govermnment
Service Delivery System that allows
services to be requested and delivered
over variows electronic channels by
enabling o connected government
resulting in all round efficiencies in
Government Operations.

Emirates Identity Authority | Conferences in 2013

Trends & e-Government
Presented by Dr. All M. Al-Khour

i i GO etarmnmend orxd wbersit ey Conlresrs 1030 - Crgrimd by Cesrredte
e = e -

Agenda

= |ntraductian: e-Governrment
= 5 Major Technological Trends
= Dugital identity
= Reflection

Conchuding Remarks

Agenda

= 5 Major Technologicsl Trends
= Dugital identity

= Reflection

= Conchuting Remarks
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e-Government

Models?

Complaxity
(=

Tranmaci

Admiyre it aniata ]
CEIT ] & Bawin il narvin e b remaligee
anmrar Al al . anpm

A
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Gartner Hype Cycle

.
>

Fan of F gt Lipuctatons

A bl By

]
|
E

A bl By

s o Proatstuty

e lr.i"'.'-h. .m-
| T 1Dt srrrars
i T, S T S——
e O T et 0 O )

= Gartner eGovernment Hype Cycle
o)
'iﬂm

‘_EJ}‘ e-Government Development

A

Technalegieal &
Coparinasional
Crenphainy Trasas s
Fobervin, )
=
- Workrig dalafsans
]
R
L
] et
Campiog o Hroerbrar
e bl ks

Zuram

it

e-Government Failure

. 35 %Total Failures

= notimplemented or abandoned

* 509 rartial Failures

— mam goals not achieved

= success for one group but failure for others

. 15% succeeded

= stakeholders benelited, no adverie results

Gartner Hype Cycle

= Initial success but fallure after a year
£ infuang on Gov IS

~
= Faam o ¢t L e
&
i
Plma o Pttty
Sigw o Laigtermert
Tragh of Dakerrrarn
Pbey Taggm Timw .
:

Famas ol ja s et =
OemEelywer Simimer S0n Do & o b 5 e 8 e i
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Mobile Adoption Era

Bring Your Own Device
(BYOD) prassura

Sociaty is tending bowards
more connechiviby

Hi-te-ch fast-moving
innovalion engine

Re-shaping business
operaling models
B marketploces

Expacted Tsunami:

:“? Cloud Computing
= Riihartaat b bk s iRl

« Cosl savings,
oparalians
improvements,
scalability, atc.

= shift from
stand-alene
legocy systems L
1o integrated
public and
private clouvd
computing
solutians

= From base analylics 1o
sophisficated visvallsalion

» Pattem ducavery,
recd meaning & value

« Data driven decision-
making

« speed to Value

+ impacton
Public Sector!

Emirates Identity Authority | Conferences in 2013

= Digital identity
= Reflection
= Concluding Remarks

= ‘; Deloitte 2013 Technology Trends ..

Convergence of 5

Social Re-engineering

“Customer in Command”
+ Active Engagement

+ Knowledge Management
+ use of soclal to re-

Eenginesr processes,
systems & organization

Consumernsalion wave!

2013 e 50 | asell il le¥l ata
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Capabilities ..

= The UAE hotional 1D Cord s

Secwe dmart Card.

RGN anomymasl on
this vests

rdy Digies Caellicoe s of
Blometrics would be ved ba

= Aot from the classical 1D
verfication and authentication

vpgrade the fealures to provide
OTP [(One-time-possword),

ihe MFC enabled authentication
methods using the GSM mobile

Emirates Identity Authority | Conferences in 2013

methods, orofects are underway to

« Projects are undervay to develop

phones and other mobile devices

desgned to provide mulli =
factor authenlicalion 5 - ’

«

o P [
v (e
+ osociated with the Digital

Identity Profile conssting | - e
of Bematnic Dala- . adl n
Fingerprnts and ICAS -
compliant photograph, and o _:3
Digital Cerfificates - g =t
issued for idenfificolion and Y Bt
Signatures soed i a o

Protection of Individual Privacy

green Yeiflco®an and

Aymmnticotion lerdces 1o enabie
secune remole fransoctions.

1} Cyberspace

« Security & Privacy

« s long o5 you are
connected, 1hal

connechtion can go both

ways!

*

crifical infrastruclures

Eztatithing Trush

Agenda

Introduction: &-Governrmesnt

5 Major Technological Trends

Reflection

Conchuding Remarks

threats against nation's

8 National Identity Management Infrastructure

+ ssecure 1D woud

encowage vserns fo Do
engaged more aclively
and more expontively in

the digal world

= Risin ths conhext thal tha

Digltal Identity

profile provided and
pockaged n o Secure
Smart Card s mpecied 1o
play a pivolal role

it o e iy i e 5325 |

—a s R b

ol
@ =

P e . e |

o — |
A

|

ey s iy 7

2013 i yeipe | asall mlle! Hia

A

160



4
163

Emirates Identity Authority | Conferences in 2013

'_:-_,'3) Conventional Government

Citizen

=

=y

Camplaxity

e-Government Development

Lilwshy B v rieisid SEuiTl SuSoeas dhoney

i '--------'

frammacter @) 1

. (hiatura) | I
)

L---——-p---

2oy Interacion g

One-way Iiemc

Agenda
= |ntroductian 850w ermrmenl
+ 5 Major Technological Trends
= Dagital Identity

= Concluding Aemarks

e-Government Approach

Conventional
Gavarnmani

2013 e
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e-Government association ..

« evolving nature
of ICT.

* Integration &
orchestration
of services.

« Govamment naad to focus
more on RED for
innovation

Vendors and suppliers
chaice: to fuel the procass

Governments need to
migrate towards
‘command & Confrol’
business modetls: i.2., service
levels and cutcomes.

;‘J Concluding remarks

« Frogmented legacy
processes B syshems ol mince
organisational effarts to
aflec ively deliver on business
negds

= Maesed io re-Fhink public vechos
b io keeg up with pace of
change and growing ephent

* Re-inveniing business, and
technology phay o simtege
ol

= Buil e rood chaod | vy

Emirates Identity Authority | Conferences in 2013

|
| i |
g

THE REASDM FOR FAILLIRE

GAF

+ Gommarsn + Ragadatan
. + iy Mk « Ceenplares 3
A pee—— + Crmednrd rmrms
| = bduly Frodmr o ol Sarwncmn |
Irmmen Snmnemge | mmEme e
gy peedsiie S Qi g m—l"_"' .
- Mrcras Varmpater . (srriEncs s =
- e + Ty TG
; + Charrsl Marsgureesd 1+ S Cysewioms
L « Pazores Comptarce  » Perlormance Complance

| = + Traemisona + Aezwin —
— . v i dhic st g

Agenda

Introduction: &-Governrmesnt

5 Mgjor Technological Trends

Dipstal identity

Reflection
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Changing Market Structures ..

HIRARCHY COMMUSITY MARKET

Read our recen! research from:

|
Dugrrit of aalilizy

e R R

e-Government Transformation

Accalorated Tranafarmation

“The world is changing v .
Big will not beat small anymore.
It will be the fast beating the slow".

| Empower
[Rupedt Murdoch] ﬂ
[ dovoive

®
THANK YOU. (@ | Trsassct

Accalorated Tranaformation

— i ————————,_—

Diptermngd by i ﬂ

it | Empawer |

greernment in 1

place L ]
l 1
i 1
o) ot S

| —
e I
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T Homeland Security -l
3 Wikipedia Definition

- refers fo the broad national effort by all
levels of govemment to proftect its
territory from hozards, both internal and
external, natural and man-made,

Homeland Security %
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4 Homeland Security & TermrlsTmE!
' Terrorsm evokes confectures of images [viokence and

. associated with the term “Terrorism". Agenda
which can be defined as a primarly a
psychelogical tool of “strategic leveraging” * Introduction: Definitions

and a form of “propaganda by deed,” that
can be ulilized by both anfi-state parisan
revolulionary groups and state leaderships.
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* identity Terrosism

= Modern Identity Management Systems
* Digital Signature pnd Trest

= Interoperability and Standardisation
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i Homeland Security '_;
L Idantity is requined for any transaction :
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Identity
Terrorism

, Identity Terrorism ‘_!
Idantity in the Digital Warld :

It takes 130 person-hours fo
rebuild a digital identity
after it has been

compromised. . .
A 2010 meport om the US
D powtrnesnt of habces

Identity Terrorism
FReparted and Published Cases
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Agenda

= Introduction: Definitions

= |dentity Terrarism

Medern Mentity Management Systems
= Digital Signature and Trust
Interoperability and Standardisation

= Concluding Remarks

= Homeland Security ‘_!
; Farms of Terrorism :
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Acts of Terror
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= Introduction: Definitions:
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= Digital Signature and Trust
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| 4 Digital Signature Solution:
[ - Bystem Architeoture -
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| 4 Digital Signature Solution:
[ - Bystem Architeoture : -

= Centaised Policy Monogemeni
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Agenda

= Introduction: Definitions

+ identity Terrorism

+ Modern Mentity Management Systems
+ Digital Signature and Trust

= Interoperabdily and Standardesalss

* Conduding Remarks
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' * Conclusion
Hlldmmlrh

+ The asymmetde threabs reloted to idenlity thelt
* Likaly to see new forms of idanity thaft in tha

+ Moden ldeniily Managemend crevics Rgher

Ideniity Security = no longer koloted from
Homeland Secuwity

and abuie 5 now o sralegic threal,
Increcsng v digifised word

leveb of securly and privacy

Serious ond locused intermalional coopesation
and collaboration i fundamenial o
camprahand, sofeguond crilical inlrastructure,
cybenpace, and people.

3 Mom Information
Fiead our recent research publications
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Dr. Ali M. Al-Khouri
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= Introduction: Definitions
= ldentity Terroeism

* Dightal Signature and Trust
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Introduction: Environmental Dimension of ICT

= Allnough ICT can convhibute o anabing a low carben
economy, the energy and carcon impoct of the sector
irsed! 1% significond.

= A wordng foct! As the ICT-sacior confinues fo grow,
e energy conumphon ond carbon emissions ore
oiso growing

in the Age of Digital Revolulion

Pl All M. AJ-K el

Tha carbon footprint of
one Google search

simillar 1o

-

3

L1W enemy sevings
Hght Euln operahng

o PoLr

= Withoul o daubl, digibal
reveludion and oowanoes In
Infcernation ond
Carmmunicafion
Technologes (ICT) ora -
shaping our world In ferms
of how we communicate
and do basiness,

Tha carbon footprint of
one Google search

simillar 1o

kary rola i amost avery
mpiect of recent human
davelopmant

i |
Google processes E-
100 billion bl
querles every I L
month!
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ICT & Global Carbon Emissions

IZT could reduce global emissions Ly a
sgnificant amount frough anabling reductions
In ather secior

« o9, Reduchon in consumplion of nen-
renewable resources.

Piay ke role in mondlodng, oplimksing and
managing domestic and indusinial eneigy
usage that could sove neardy

$1 Hrillion in 2020

ICT to address Climate Change Challenges

= Wrills ICT's own loolprint is prejecied fo e fo 1.27
GIC02 & by 2020, Ik abalermenl polenticl & 7 imes
highat,

= o T |

= Sustsinability
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Arpiher fact related to 1CT, & in s Felimal The fast
dovalopment pace, is constondly shortening devoe lifespan

Evar-growing llow ol e-washe " SGm fones Do

e e L » ™

= Modt e-wimla B adponed 1o developing counires

MR e P el Srg® [ orpeteen b A pa

TO% of global e-wonbe i dumped
r China, with moal of thee nest going
f2 India and o Albcan naton.

UEA: cdiscords 30 milllon compuben each yeor

= Buwope: 100 milllon phones dscord each yeaor,

= Wordwide: e-Wosle could rise by S00% [n fha
next 10 yaors (india), occonding 1o Unitesd Nations
Evéronmanial Program (UREP) repard

The Problem!

« only 19=20% of a-woste is racyeiag, rast
@0 into landiil and Incineratosns,

= |nlormal processing, ond nd clear Hondands

may cause sefious health and conhibute

toweords higher pollulion problems.
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- a Government
Service Dalivery engine that allows
sarvices fo be requested and delivered
over various electronic channels by
enabling a connected government
resulting in all round efficiencles in
Government Operafions.

= Thea fime saving In fromsactions ond inferaclom
contioube 1o ko of colors of preduclivity increcsa,

= Produciivity increoses due o redeployment of resounces
to the Infermation and Knowledge domains
contibuts 1o the sOCIo—economIc damagraphics,

this all there i
% repodied Benefits & 2

+ Online fransaclon Tromlormation wing non
polluling media

Faduclon in paper
Cigenig fiiens of rees - Foeonmanl coneraatun)

Reduclon in paper = Reduction in power
consumplion,

* Sovingd in cosls due o enmporalion -
obwvialed by ha nesd 1o Wil govemment
offices, conhibules o mduction in fosd fuel
usage, and poflulion.

« g-Govemment B nal Frifed ka tha ollen quated:
(services, convenience, avallablity, olc

Big impact on the soclo-economic
landicape B ervironment
sushainability.

nimability in o rrment g v Diract b FAr e :
=i . on the environmment, contributing
: 0. GREEN WORLD,
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Tt crrTeeantiorng ars pervertion

 —
e-Government & Government Strategies

Why do we have this '

misalignment?

e-Government & Environment Sustainability?
Feascech G5T i s el

@ Ay comta oif @ D005 That Brinsd B—Clensemnmant
drategies ond the enmwonmental sustcinokiily siates:
. results indicate that while positive
environmenial outcomes were sought
in high level strategles, they dissipated
as they made their way down to the e-
Government strategy level”,

Emirates Identity Authority | Conferences in 2013

 —
e-Government & Environment Sustainability?

Environment Sustainability
in e-Government Initiatives

& Environment Sustainability?

Toloa maia 1yt

+ Governments have failed in ser sirotegc
endeavor 1o Include an b st ballity iy
Iheir e-povemmant allors

= Lack of environmenial comersalion inffalves in e
Govenmani.

+ Complele dihdion of Mationad Government
arvronmanial firaleget in e=-Govermiment

= Lock of clignment with Mafonal
Govammant

 —
Top e-Government Objectives in Central Gow.
Peport pariabon for Econcmic Coppemoin 3D elopmaent (OECE
Recent report pubished by CECD. depechs the

following main e-govermmeant obiecives
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E—
e-Government & Government Strategies

—
e-Government & Government Strategies

Al o bl of
e=Goveinmont
fholeget the
Emwtanmsnbal
Conedialan omw
virbenlty nan-
i whu niin
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E—
e-Government & Government Strategies

E—
e-Government & Government Strategies

) >

at ihe Mafienal Level
lorge conidesalions 1 oreen fo
Enviranment Lushainablity

in S Inhaines.

—
e-Government & Government Strategies

@l b irnplermenbalion stage.
sirofegic intenks gat divied,
ihough there oe clear
InifaSved under Grean

Enviranmant.
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_E-GWF' nment & ICT Practices

Pz

cutting off

more trees
than ever
because of
wrong

prachices!

+ Profileration of eecronic channes and poliufing devices
(Lopiops, dedlops, mokdes, cables, etc)

= This need clear policy ko regulale disposal of devices,
epecialy in ifofon 1o the owesal manogemant of

e-Waste.

* Meed tore-avolucte ICT Infrostruchee to
e inefficient power com r
s,

- Bodly designed Dala Cenbers moy
inchense energy USOQe.

- Poody designed or over desgned
werven and slerage may also
pod fo tne samae resulls

e-Government & Environment Strategies?

+ Profileration of eecronic channes and poliufing devices
(Lapio, deskiops, mokles, cables, efc)

Studies indicate that
organisations can reduce
energy usage by 20% in their
dafa cenires even with exsting
IT eguipment, with little fixes!

- Poody designed or over desgned
werven and slerage may also
pod fo tne samae resulls
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» e-Govemnmen! inikalives nead o reflect
maticnal government
environmental pricrities

it not regulated, potentiofy wil result
in counter productive and misaligned

e-Govemment infiotives with =
national envircnmeantal
shrategas

Lm, e-Govemman! conhibutes fo paper reduction,
reducing the read of paper processing, storing,
moting COpies of | ond thus confibuing 1o
furthes reduchion of physical paper,

full e-transaclons gonerate o
fot of content Howave, if of fhis
contenl were fo be  printed
again for let 5oy a3 o recsen for
archival, he wvery pupose of
enionment  comsanation  ond
suabainakblity would ba defealed|

How does your --i\.
organisation
practice
e-Government?
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Govammants need o creale o balanca
batwean the need io improve the
lifer qually of paapla, and addnissing the
demand lor increased ICT acces and
services prosisloning..

But, simullaoneousy, hey need (o worlk
harder o feduce he overshelming
armaroarmania fsalpnnd al thae curen)
practices, and the envirenmenial impoct
omociobed with slecirorsca theyy usel

A Y iy L g L T S0 )
g b gl s Ll et g L

b aomy iy )

=If tha e dinappasrad off the Tace of
I sarth, man would only heve four
year laft o ieal”

At Eremipem
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rrment

inabil

Conclusion

E—Gﬂvemmeni wilhaul emdironmen) sustainabiily
s @ bay dofegc objeciive leads lo misolignment with
national ervironment stalegkes ond is Lnoccoplable

Imp-uraﬂva that e=Governmant shotegies & objeclivet
naed o explicitly Include Envirmnmanicl
Sustainoility

Ervvronmental Sustalnakdity needs fo be
managed diligenty ocross ol the

layen of sirabegic prionization i o counky
(La., lows, policies, mgulations, compiance)

Foad o work logether, of
naticnal and interncliona
levaly, ko create dandards
and prachices in relaton 1o
ST wiage in diferent secion

{ =
s |
This should ba seen oia
erifical activily for supporing ‘. '
tha frarmion fovwords o T
. & —

lower-carbon world.
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« Explosive growth of
compulers & infermation
technology -

* Impact?

+ Opportunifies, challanges
and problame ..

« Data/Information Age?

Report  every day, we creale
2.5 quintillion sytes of data
2,500,000,000,000,00,0001

7

dala in the wold foday
crealed n the ol hwo

Fa
i

- Expactations of Privacy but Compromising
Technologies

4
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E’”f =y

Keynote Address

Privacy & Data Protection
~inthe Digital World

g e

Presented by Dr. Ali M. Al-Khoun

*  Introduction
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.. decks with tha relationship
between collection and
disseminalion of personal
Infermation ..

- that con lead to dentificalion
and private detalls of o person

. dedls with the relationshi

Our digital interactions leave o
huge Hail of data leaving
benind bifs and pieces of us
with pointers o our real
behaviour,

and private detalls of o person

People Institutions
Agrewing 5 [pe e Sale Cimim abasvmd For Garwatity reacns
o Protechion iy Pealanape

4
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A

* What i Data Privacy? Wy D

:"7. mﬁﬁum of Perceptions and Expectation
What does it
really mean?

:"7. mﬁﬁum of Perceptions and Expectation

What does it
really mean?

Abity to CONMOl e disseminaSan ond
wie of ore'i pehonda nlamahon!
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:":37. Roles of Entities in Data Protection
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:‘37. What is Data Privacy?

i Data Privacy and Protection Realm

o [

Pecple Institutions
wmmwtwrdﬁ Diata wharsd = Sacursy resees
Wit PrOTREm Hn Preacsilon

Governments and law making institutions
accard the rights of privacy
and protection of the privacy for an individual

37. Roles of Entities in Data Protection

37. Roles of Entities in Data Protection
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data collecior

genesaly, o legal astily thot ragulater deata -
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previces ariuting fhe cgresd-lavess privacy.
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“‘37. Paranteters of Categorization

Types ol pamonal dala eeveded in
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E‘p. Value 8hd Opportunities? ®
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Privocy Lava & Practices

mﬁm Global Practices
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37. Right to Privacy is Constitutional in UAE

Get over it"

Scott MaNealy.
CEC, Sun Marogywienm
Jdomuary 15, 1900

* Gowarnment Rale in

4
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3:. Right to Privacy is Constitutional in UAE

A
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e — #
37. Conclusion Anonymous Identity
o ta securly and privacy wil  incivicuol | Autetcation | Sarvice
_mimees T@MGIN an lssue in light of : ¢ Proriclay
i’ evolving fechnologies ond
L= increasing fake-ups. I
g i 2"y
S "=, iis
P ik sty _ 23
e “Etihig s
it credential
=g
S Althaugh regulation = crucial,
;.1.'._ the lssue of privacy vs. {anwumnmmmmmmmhﬂf}
S legisialion will :1ill be o rdddiel witheut fairg hishes idnnty f
—n chicken and egg conundrum.

+ Privacy kaws: anabler ar the

? idenfiable ord wibiected B the
bomert requlatery fra
+ Presence of o dedicated +  Ervérertes: | Aulherity would proede fhes
privacy protection agency. regulatory Fomewsrk 1o eniure ientity
protection.
« Meed for mors education S
= Technlool hnology Soluliors oro
pmgnrm,?gr::c;? ) already In place to support the
aWoreness Q citizens regulatery and legel hamewark.

+ Enforcement copobiifies fo
arsure compliance.

+ International cellaboration,

lid.ae.
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* Change is what we lve and
breathe, and tha common
language in today™s world .

Praliterating uncertainty
factor and hence
comphexty.

Technelogy i changing
almaost everything, and
vanishing raditional
assumplions ol how Things
arg done|

tore attention is given to Organisation Design:
is a process for improving success probability
(Organizations cre leng temn and Human Resources ore short temn )

! alignment of human dimension and comporate
sfrategic goals and objectives .

Thee ichea s fo create o
weotzy 0l saggarning, hat
Bt aults e purpods i
I CComiplhed,
regardes of S way in
which other, desirmior
LR N Sigari e
(Rery ML Austry, 1996)
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Human Capital De
in the Arab World:

A View from the Top

Prasenied by: Dr. Ali M. Al-Khourd

.mﬂ"-ll‘ilﬂ
lumadrnh oi £1ibnd Towsm
Al Dbl UAE

Human Capilal: A VIEW FROM THE TOF

Agenda
ntraduction
Arab Human Capital Chall

1 Enitiatives

Human Capilal: A VIEW FROM THE TOF

Agenda

Introduction

Addressing the Arab Human Capital Challenge
Mationa y Indtiatives

Managing the Future: Engaging and Retaining Youth
Jevelaping the Leaderchip Culture

Concluding Remarks
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“There & such a Ihing as
investment in humaon caopital as
well ot investment in maledal
caplital. S0 soon as  this s
recognized, the distincHon
betwean economy in consumphon
and economy In  investiment
becomes blured,

Arthvur Cocll Pigou (1577- 1053)

Engih Economisf, Teacher ond bulder of
fhas Schood of Economics al the Linheniky
ol Cowmibndges,

“Human capital is ke any ofher
lype ol caopital; # could ba
invasted  in through  education,
fraining ong ennonced benefits
that will lead fo an improvement
in the quality and level of
produchon.”

Theodors Wilkom Sokutt
Amencon Econormsd (1802-1808}
Mobel Memadal Prize in Economic Soeances

»

Algrmen] srgenbiation and penenal gools
M disregordied, dagnancy and complacensy sart craoping

Qugarirabon Lis Dyl

»
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being pushed info a curious L
position of attention.
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!- Human Resources: = P

being pushed info a curious
position of attention.
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HUMAMN CAPITAL DEVELOPMENT

Human capital is Iha
dock of competencies,
knowledge, social ana
personalily athibutes, including
creativily, embodied in the ability
to perform lobor so os lo produce
economic value.
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Highest lileracy in the world, $7% among bolh ganders in
some countrias
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Universty attendance shows huge shitt In closing the
gender gap with females cutnumbering 1he males in
university educalion in tha ragion

POINDHSD
DODPDI

Unemploymenl among youth: nearly 25% ol the region's
yauth unamployad.
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Human Capital Investment is all
about nurturing of talent, retenfion of
talent, rewarding achievements

and enabling

personal & organizational ""'“1'
growth, |

Human Capilal: A VIEW FROM THE TOF

Agenda

Addressing the Arab Human Capital Challenge

Managing the Future: Engaging and Retaining Youth

AyRATREE frepang ahelcts
wall For weorsfrrcs
High unmpiaymenl among young
firnt-Dovsy woken

A

RAND Corporation hig

Undenitifization

of rafiorai lshor cagacity
Berain drain

Lamgs propotaonol satonats

workngn pbEE geslor
Education & training
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Highest per capilo incomas in 1ha worldl
Where = 1he issues! Why |his disparity? Whal are reasons?
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Population Growth

of Education

HH Shaihh Toynd HH Shelkh Khal®s Bln  HH S2allh Mohamed 1 Shellth Mohamed
Bl Subtan &l Malyma Taryed Kl Mabvyas Ein Raridvid A Mabeass  Nin Zayed Al Rahyan

H o my duly
e
Fiem o ek
:-:M-T..-u Ea o thon is thie koy to &
< docant job

“lm 2010, in 25 out of 27 developed
countses, e highest
unemploymenl rale woi omong
people wilth pimary educalion o
less,”

paiert. UAE's lecdenig hat a very cear ol Wy i il
{{ wision on Humon Copihal invesfmend,
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+  Public seclor esfimated wages are
48% and 36% higher than thosa
offerad by the private sachor.

«  Thizsimplies that cur regional
government secfor nol only pays
miore but employs more (oo,

«  Despite ths, the unemployment - 8%
rale is highest in the wodd in the

region.

o
&
E

+ 55 million unamployed

+  Populalion: 380 milion 1o 480 milion in
2030,

« 95 million job seekers oy 2030!

Real challenge |5 to ereate 140 milllon
jobs in 15 years (5100K cost of each jok)
= 514 krillicn.

= Private sector ne=ds o be incenlivited 1o offer more
employment ond make || ¢ lucralive proposition [or
the people to join the privale sector.

» This can be done, not [usl by subsidies or financial
Incantivas, but by providing quality lobor to the
markel rom the local popuiation,
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Arab nafions are sseking to blld
"EMPLOY ABLE MNATIONAL RESOURCES

»

« Laws & Legislalion

« Mational Inifatives

+ Troining and development
programs 1o support skills
development,

=  Governments in the region have strongly supported
employment (localisation),

= A5 par g recent IMF report the Governmant's in the
MEMA reglon spend 9.8% of their GDP fowards the
waoages o5 compared to a Global Average of S.4%0

Global Average
5.4%

=]
MENA Region 9.8%

2013 el a5 | algalt mlola¥l dia

A

262



al Approach AL &

Hational Human Capital

Development Policy

>

ng the iip Culture 3 Enhanced parlicipalion

Coorcinaled eftorls of

Fo / ; h ! of the privabe sechor In

oncludin : warlous iniatives for pr i
thie Mational Heman

fhe common goals
b Capital Davalopmeanl

Managing the Future: Engaging and Betaining Youth

W

problematic idiomatic attic
wolf ot cdoor

skel=ton
A closet

s phuirtais Lo s e & Tk Atk brwar, [Wrorey Sands

hd We
need to
+ Ensure clear understanding of Good
organisetion values, and how thelr eftorts "'"""“ﬁ“"‘"" develop
conlibute (fraguent, fimaly recognilion EIE=RER
ard datalad leedback). creale healthy
environmand fo
= Continusus naining and development e
Skills can atways be improved, organisalion:
succeed ond
+ Allow Invesiment of some increment of rarbain
“work time” in creating ideas and cutlets "“P“:I'"‘ as e 11111
B 5 " vl O
that could D.ﬁn..g benefits 1o organizations, e o e
2.3, Google's “20 parcent lime. canidabes
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Human Capilal: A VIEW FROM THE TOP

Agenda

Intraduct

= Developing the Leadership Culture

cluding R

»

The single maost
lundamental
pillar for the

success of any
endeavour s

LEADERSHIP
with Vision!

mlmrm .:‘.1

Lithe support for
Fudure lecderns P r—
are unknown

Inconsistent training
ard developmenl
achivties

no model of
leaderthip

Development oolivlias Leadership in itself 5

ara not tied o the not parl of
misEon, WHEon, or paformance
strafegy of 1he business appraisal

Emirates Identity Authority | Conferences in 2013

» New excellence models oassums
managamant not only  opataling
and drecling bul ako |goding and
having fthe necessary talent ond
comprahanding good proaclices and
cutstanding leadeanship skills,

»

@ASI'D o relecsad In
FioEs SRS May 2013
ot Training and G ey 3 pigr sy improvas
ReRr o upan the kast
ot
Ty || TS refeose of
Wrrranng Dairesry
 Prvavanes 2004 o bring
10 areas of i . in several
traEning and naw updalas
devaloprment: Mhmmrieg # Lt n the
K Compelency
TR frwwn ol U pmrien Modeling for
EEEE oo

PFeformance
Manogemand

Leadership

Campatancy
Bonwd Ong

Coresr

Doy sopman|
Iyibam

Butimwas Frocens
Re-Enginesing
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Trex Leaderihip Circle
Profile is o fool to
accelerate leadership
effechveness bayond
frodsanal compelency-
based appresches. Vhen
it comes to daveloping
laaders, training 1o
compaiancies done does
not work ey weell, For
mene rapid ond lasting
resulls i B oerusiol thal
crganiations help leaders
pain despes imighi into
their behavior and what i
airiving it

Frace A POTNE
Evaate & Masture . N ‘Working Emisonment

Dvsop Skits
& Paoterdal

Macopize Rewied &
__r..' Feinkres The Raghl Bahavier

Irrectos & Engice

Human Capilal: A VIEW FROM THE TOP

Agenda

Inirodociaen

¥ the Aral Heman Cagetal Challenge

Developing the Leadership Culture

* Concluding Remarks

Emirates Identity Authority | Conferences in 2013

What do our siakeholders sxpect of owr
lmadars o wa work to ochieve these Ihings?

Stakoholdors

Wihal's our vision? Whal™s our mission?

What lsadership skills ore necastory
lor getEng us Ihera!

Hedp lecders hit the torget. Tuen them
around o they're foding in thae right

At this stoge leadaers need

coaching "‘I"“ ““‘""_’I"':_' o drection. Move them closer Unti the

toadback ! nearamats farget comes Inte lecws. Then, ove

lecclershic: achlsvemen fham tre bow ond amow and feach
Iherm Baw 1o airm.

leodenhip development s about achually feaching pecple bow o leam
and haw ta accelemie the process of leaming.

Individual AL

« hissing link!

+ Individuals understanding of learning process
and how to accelerate own learning.

+ Learning erganization remains
a theoretical construct
instead of a practical reality!

. Crganizations don't develop
leaders, instead leaders
develop leaders!

Apat 2011 avlicle publthes by CLO maganne
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=1 '

* Meed to recognize the
dynamic nalure of the
human capital,

*

It it fundamental that
govemments aocount
far gen eral eguilibrium
effacts to emphasise
heterogeneily in skills
through sagacious
policles and inflvence
human capital lsrmation

by | LIAE
ld.oe | EDCAIRAIE haurd
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Meads for consclous and
difigan! development of the
Knowledge-bose and 1he
bullding of o deep roofed
Enowladge Economy.

Dnly Knowledge
Management Can rmaoka
thig Human Capilial
Davalopmeant suslainable

=l '

= Quantity of
goodsfiarvices
demandedisupplied
determine the price

= Laws of supply &
demand diclabe of
what price and
quantity the —
economy oparalas »
most afficiantly — tha Quariity
point of equilibrivm.

+ Knowledge & Informalion
are demanded &

Supply Coesmaind

Prica

Eguiibrium

wpplied, —

= Physical cesals vs, 5 /
knowledge cssels based 3 Eqaltr o
SCONomies. - '

« The more one plece of E -2 <
information is i
demanded, the maors *
value the market wi 2

place on that
knowledge assal.
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Goalioll dugall dolhil vollell joigoll
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=¥ identity Federation: Still 2 Developing Field! -] 5 WOW

Federated e-ldentity Management

+ wdenhty Federolion s stil o across GCC Countries
developing science Presented by: Dr. All M. Al-Khouri
N

N\ K N
‘Word a-10 Congeese ideadly Tevdce) for Govsrnmreni BAobdity
& Enberpeiss Canlmance | fapt 25-37 3313 | iece, hasch Bvaio, Fance

sptin ik b BMudld g AR .u,n.
e e S e P |
acrits 1 M Rorsfarvtiah ol hm;; st nlw:.-h- el

ook CorneiS e O T AT

= Implementalions vary and
brust mechantims cier.

« Different lromeworks ae put
farth

B e e e e TR A T T T R S R

_¢1? Frameworks: Conceplts vs. Practices _.l’? Introduction: Scattered Practices

« Silos of ideniity menagament sysherrst

IFe basict and
:nn'.:-phm::nnr, + Inberoperabilify cnd mutual frust?

Faciembion cm rather « Meed 1o etlabish o ushed IDENTITY [ an indvidus thal

el end well
pra con De ued acress domalm, by wivice providen
» Tha odvomtoges and benefits of
such mutual sl wyslems  hove "\
+ Different homaworks and Inlfiatives leading to sl estobismant Boan cited of numancas fonams and E |
| earvice iders ety paren] baed an have bean wel establishad,
e H’Irll'hl Vlﬂﬁ:nﬂ-ﬂm" Authentcalon
Al o il ore boded oh Dpen Jandandh and use SAML -
Astarsan
R T W AR S 4 il b e TR S E T S P TR e —
=} =]
'_"1.1? Identity Federation Considerations _'_"J? Intreduction: Identity Federation
+ Gobal Intiotives on idenily Fedemtions since lost 20 years
Crelenlvg Ty Prerdes

e Loma Trervoe Proreale

provnde Singhe
Sign On sanvions
e COMPOMENTE ! .
ATty 4 rioe Dary ]
Tty A oF IDERTITY 0 S
WEMAGEMERT

Cocie-al Tt Dhigtad icaviity

R g L Einr=fary @natie searmisss idlnlﬂ'r venification
lantiby manpgamant Lo ]

B e Lt SN ) AT T T R S S S
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B e e e e

TN

=y Building Trust

idenkty providers io trer citizens and residents, a2,
passports, 10 cords, diving kcanses, alection cords and so
on

= With Tresd and Mendity Asserion Decoming Ihe need of
tha hour (with the edvancement of fhe infernel ond
remote sendce delivery), fhe Sovemment idenfity
syzberme hove evolved inlo the cumen? Smart idenfilies
comolate with Dighol idenily, vornous elecironic
identfiers, and cradentak.

B e e e e

+ Thers ore wel eshablished models thaf have prompted
Govammenis fo meve up the value chain in e Icentity
Systems.

+ Govemments o long have been the de-lacto

+ Pivotal & key

role in e Igentity
Monagement

TN

3? identity Federation: Identity Provider Role

L e e e L

R

SNA

P

In tha conbast of
multi-organization
idanhly

il rana gemen
syitens, fha D
pronfcer's ol
man becornes

crucial in the
authenbcolon of
BT,

TN

= ¥ Cross Border Identity Management

~©
9

L e e e L

R

Gl o Tt
Lot i
o

=¥ Mutual Trust

The service
previders need 1o
Frust B kdentity
provider with
respact 1o the
ouihentication of
\I5ETS.

TN

e, i
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Digital 1D lssuance, Services & Magmt — GCC Context

-

ey fo ihe Dighal
Idenlity (s e

ownership of the
Governmenl .

—

ldentity Assurancs boin
e Govarmnmeant need
to ba backed by o
Legal System and o
Nalonal ID
Athenkcalion
Framework conssing
@ Authentication
Galeway deliverng 1D
Vesification ond
Validafon Zervces wilh
on elfective D

LEweycle Management

B T L L .
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3 identity Federation in GCC Countries

Progiamai 11 These
d requirarmants fuly
B are compliand 1o
o the design ’\
requirements of on t el
interoperable . g
and lederated .
identity in GCC.

GCC
Sovemment 1D ENRIEE

\
2

B L LT

'.'_.:{.1) International Case Studies and Benchmarks

| + Examine ihe design cipects of Identity Fedmaiion io
ke a cose for an inb ] | Cooperat and
Interaperabilty across the GLC- especially in the iaht o
the success reported by the STORK Project and fthe
curant STORK 2.0 inifiative

g Tarcy; o i i o hutesicol
P el

tork > Stork 2.0

I
ji.‘-:a.?_’. TORK2.0

-

»»> GCC??7?

serves ai o perfect plalorm for establishing trusl batwean
diferent enlifies culiing acros borders

Ff

B L LT
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1.1 " National ID Card & Federated Identity

_'IJ ! Gec Identity Federation: the Missing Piece?
' = p— B s PRI All GCC counfries have their individual Digital ID
ﬁ i & T Systerms
| cor e 1 " All this needs now i ™
4 L i i fo ensure that IDs  fRE B
| are interoperable . M
L A and “digitally™ L e l®
||J| :7 e 3R recognized across
g .."..".'.-.".‘:- Tmeling g borders inferoparable 107
L R, | =
UAE Diggtsl Trammmc i -
AT T A B I T IR S T TR T T A SR T e
— 1 Gcca rederated Identity E
| T

Lot Wi rme
[

L e -—— - —- B E
11— o
g g -
rp— W i
o - —s
e
cikss (X
M el
=

——

X Digital identity- the GCC Context

Naticnal Id

Providers in GCC bloc should extend their
sefvices Io ACT as o PROXY lor each othar. This will BRIDGE
dantify Provicens in o seambess bind for individual digital ID
helden ooicss the Idantify Prowviders.

-]
1
|
i
L]

B e e el L T B L ]

.,1 ? conclusion: If we really want to get there!

— 1 Digital identity- the GCC Context
A Federaled Identity Service Beneficianes: Avihentication camad out by e Home ID Provider con ba
pasied on o5 a “leken” o another 1D provider,
1, User with Digital idenfity "“
%
i 1
H
2. Service Provider (5F) % H
A y Customers
= "ﬁ.‘q_’-_“-ﬁf of tha
Federated
Identity —
{{ Services|
AT A BT W T R S R T e
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'.,1 ’ What could Federated Identity bring to GCC?

| 1. Knowledge Management
¥ Access to Educofion materdal for studanis
Cr0ss LII'li'n'E'-'Sl'!IEE

Z. Healthcore Monogement

¥ Access to heolthcare sarvices and irsurance
with a single identification and cuthenticalian

g 3. Govemment Services

4. I Transformaklion
¥ Cloud Sarvices Accass

_".,1 ? conclusion: Interoperability

| Inleroperabliity wil cedainly  becoms o
precondition backbone for future developmeant
eltorts, whether its soclal, econamical, political,
elc.

+  Sustainability will becoms more osscoioted with
interoperobility,

-

= A5 the world gets more ublguitousty connected,
couniries, and gowvarnmants in paficuar would
nead to acl as such.

«  This would be a spinning riddle] conundruom for
some(LONGHime uniil it gets retclved]

Raod sur recant masarch Bom
it Forees meninchesiel o arimea - center | peblicofionsosps
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i .11’.1) Understanding Customers Mindsets

PERCEPTION
ICUSTOMER SATISFACTION)

WHP‘!TITNE

uu:'r

Mpwd 10 deling 1erdes specfzabian and
reach the desght leveds of both ands of
4 e custamaer spectum

WL LS B b T 1 T e

|1.

I V.
o

= {:1) Conclusion

A single PAN GCC Digital identificalion and
Auvthenlication araa

GCC e-1ID Interoperability Plaform that will allow
citizans to attablish and conduct e-ransachions
across borders, just by presenting their notional
e-

Cross-border vser avthenticalion encbling occass
to educalion resources, commercial fransactions,
banking fransactons =fc.

The Ebensdts from fuch am  Idenhby
Federation scheme ore snormous and will

TR

GCC b highe levels.

fabe e cumen! sconomic coopenclion of !

T
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About Emirates Identity Authoriby

Bmirates Tdentity Autherity & an  independent
federal gevernment ergamzation, establahed by the
presidential decree no. (2] in 2004, tasked to develop
2 pateenal sdentity manegement mfrasthuciure foe
the government of the United Arab Emirates.

The mnfrostrchre = emissged to goppert
e-government progress and strategic plisning and
decision making in the country. Ore of the key
companerts of the infraviruciure includes producing
maticeal kdentity cards to all populaton in the country;
citzens ond lkegel residents, thot will oct ca the
primary mecns through which pecple's identities will be
identified ond authenricated [ie, Through o ynigge
identificati it

About Emirates Identity Authoriby

federal goverrment ergasization
2004
maticnal sdentity mancgement mirastruciure

Boport
&-gevernment
decision making

raticeal kdentity cards

identified ond autkantiogred

Emirates Identity Authority | Conferences in 2013

The flole of Emirates ldentity Authority
in Supporting the Development of Public Sector

Frasantad af: Linfhed Nafions - Departmest of Economic & Socral Aflain
17 Oclober 2017 | New Tork, Unfed Thobes of Amedca

* Introduction; Emirates [dentity Authorityl
* Strategic Plan 2000-20137]

= Strategic mtiatives

Swrategic Plan 2004-30167]1
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Emirates ID Strategic Plan 2010-2013

Business Operaling Model ...

Current Focus Long Teern Focused

Transaction
TecEtation

At ide

Exp o transitian in ermirates 1D Services

« |ntroduction! Ermirates [dentity Authority

* Sravegic Plan 2010-2013_1

+ Swrategic Plan 200420

Emirates Identity Authority | Conferences in 2013

A

Key Strategic
Components

L
e
bl paligsn. | | Eimbain s il oy i
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R after Enrolment BPR

A

7%

OOEIO08 2000 E-RL] 201

Population Enrolment per Year

Time and Cost Savings from
Enrolment Business Process Re-Engineering

Saving in each | Saving in each
$8 enrollgnent | 25 minutes anrnlrsnnnl:

- T4 0ld Enralment Process MNaw Process

W, -

savings in the first 3 years

5100 million 5 million hours

Tl == B

Mom tha [53] Jlll'-— ey =

Registration Centers

=

Emirates Identity Authority | Conferences in 2013

Emirates ID Strategic Plan 2010-2013

Typing Cantres

- Application Ferm
= Beanning in documents

= Scanning in Photos for
Balow 15'8

- Receiving Fees

Targeted Process

Completion Thma:
Back Office 5 Minutes
= Data Verification Phio and

A Hometio Caplunng

DOCERI008 2000 FRT-] 2011 012

Population Enrolment per Year
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Registration Centres Layout Change

":": Motivated Staff Alignment with highest Customer Service Standards
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h

“IDCARD SERVICES
el hihdac, maal
B
R T
el hacs

Z.
g

Db e e
s

Wi-Fi Service

Emirates Identity Authority | Conferences in 2013

A

- [ -
Coffee Shops

Coffee Shops

(. |
Self Service Enquiry Systems
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« |ntroduction! Ermirates [dentity Authority

Serategic Plan 2004

Emirates Identity Authority | Conferences in 2013

L Ak Y . 12 %
We seek to draw the smile on our customers faces
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Emirates Identity Authority |

Mandated as a Primary ldentification document
to access or benefit from government services

Conferences in 2013

2

Integration with Law Enforcement —AFIS

n

Data Mapping Service

United Arab Emirates g saial 4 < Jl U

e ey 2 W

¢ T Y o
— i

Al 3o\ ERal iy

Hm:'mmu_ﬂ-ﬂuﬁdum o »
Baaiadl A b i L) tdadl
Mationalty: United Arab i

N

""—.T;:.—E:—':l‘:n‘

1
1
1
1
i
i
i
i
i
1
i
L
L
i
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Strategic Initiatives

* Integration Platform
« Online Validation Gateway

Strategic Initiatives

* Integration Platform
* Online Validation Gateway

|
|4
\
L]
Y

Federal National Council Elections - eVoting

Government Collaboration and B P
Integration Platform L

Eeeping Population Register up to date
Support Decision Making
« |ntroduction) Ervirates [deniity Suthirity

Chorsoral o Lecal
Baruey Amorces

Frvats

Meaes - G
= « Strategic Plan 20014-201
Wernames & .h
= - -
EE -
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UAE eTrust Centre: Validation Services

Validation Gateway General Architecture

Digital Cartification Authority - Validation Gateway
Ermirates |dantily Authority

Pulbslic Bervice Providers Scclars

Fuhlic and FPrivate Sectors
{Cs Faadinrs DislriBution}

Abu Dhabl e-Government Portal [www.abudhabl.ae]

Emirates Identity Authority | Conferences in 2013

Integration Platform Architecture

Population Register System

- [E——— -
[Ty Ter ey T———— | -

1s
11

Intergration Platianm !iig
PR
310

4 il Wt { prievary Fat

Do e Dot 1§

Caviaiaton faih  Desr Aavage Deoos  Bdunsion  Hesith

1 . 1 ||
BESE EmEa.

Strategic Initiatives

* Integration Platform
* Online Validation Gateway

ID Card: Not just another plastic card |

e 1 e ‘ Lty Personal information

Fingarprints

4 Diglt PIN Coda

@ Digital and Encryption Cerlificates

!i‘_nirlﬂ'hlp Dighad Signatire
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Digital Economy: Critical Considerations Validation Gateway General Architecture L

Connectivity Capabilities
S e it Ay Baairing il et Ry s
byt cCEm e deghied ey

Digital l:-rtiﬂsuﬂlnn Authoriy

Confidanc e

A paruen wrsd beorisd e vieseeed Dot ol ig el oot e "
..a. Y < 4 Privato 5
¥l w_—— et Exisinih
T T e e O Ry
SDK = Tool Kit Dimensions of eBusiness Performance

]
;

Dimensions of eBusiness Performance

Increasing Returns
.

Mirtual prochect

Aioam B
Dubai Courts: the use of card readers
shortened data entry process from R
& 10 minutes to 5 seconds. S
I S
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More Information:
www.emiratesid.gov.ae
Critil Imighes

__.i-‘.‘ﬁ'ﬁ}l ‘"if" -

>

= downlood ouwr recenl publications

Emirates Identity Authority | Conferences in 2013

=i

Thank You

EDrANAN haurl

Readers will yearly save 2 million working days
Study 2:
PKI authentication yearly savings 51 trillion

New Strategy 2014-2016

Va1 vt e g e e
b S gk om o et M oo g e
kg 1 b ey g et s paaas o g
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Introduction

World 's metamorphosing!
+ Mew economies. Al indusiies impacted,
« Retail indusiry is in the thioes 6‘__‘-‘ i_

of out growing the conventional ﬁ,’!,:-
merchandising .. i

= Paradigm shift in consumer behavior 5
frem an analegue to digital has
net only affected the mode of sale,
but also the marketing modes,

and all dimangans around il

+ Immeanse impaoct
of digitalisation

Human paradox:
micre fime with
own selves.

Marketing

Internet and
Maobility:
reclusive while
Balng omni-
present on sochal
nehworks.

Where are my Customers?
The Market owlod

Cumstoamar Is tha Target

el
AT B s Pl BT AN e

e

e i L ]
i T o EErede
Irad Lodse @ B0 P

Emirates Identity Authority | Conferences in 2013

Retail Industry
Impact of Identity Management

Frasanin by D, A M, A-Qhius

GETe

Introduction
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Where are my Custom

e my Customers ?
The Market Place & Crowded

Potentially the entire 7,1 Billlon populalion on the Cusbomor Is tha Target
earth constitute the custemer base,

1 I v i i T
e o
g T

chaos in the ethas

custemer buylng s influenced by of the buyer-seller

I . I- unaddmasmd and un-undassiood [Rclors redationship
k w ¥
Studies: more relallers ore going global to caplure o =
larger share of the $1.4 Fillion e-commerce markel, i,

The Re

The nature of technologica

and Marketing Transformation
| dewelopments is disruptive

Who are my Customers 7

Behavioural Patterns..
Markel Bogmentateon

el Cersurmar Gl
Domographics l

e e ranianion
i DELIVERY
b
¥ e aw ey ]
i

Retailing

. ] = -
. A\ A ll Custorer -

Identify my Customer ?
Big Data tochnobogies

Product CoamtiasaCatni
Differmataatinn Channsl P
Wi &
Gander
of Retalling
Social R
i - ; v
D ation Thee gt ironhaer for inngvohon, N ¥
- competton, and productaly, bal?
Tiring of
% —
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Do you know your Customer ?

Boston Retall Pal rs Surdeny 2012
1 32%
— Huorh
Fas Armericon
g ratabery
g [ — e
uszole o
— Saulil
it Phesr
Cushormess
-
o Baiwrn — G M
Tarws ey s e - -
— “—-ﬁ‘rﬂ—ml_ﬂ"n-'r\---.l x 'S
o S

Risks of ldentity Theft

Identity frowd rises for 29 conteculive year
- Overal idaniity fraud incidence rmis and hakal baud
armaunt by yaar

o s xx= e = T =x

10 WA B CuSLOMAN anough i fraugss with rabs and prons 12 lrauds

Emirates Identity Authority | Conferences in 2013

D wapey, win) By

Anracting a

—
The DNA of

Cusloimier /
Experienos .-"y
[

Colin Shaw

cuslomers are driven by o sel of emofional volves

Hapiry. gl

Frusbing, Vakisd, Bl fie

ermpiml iwtegard R ated

vt W U,
Waghactad. Cikappoirias, Angey

e e | ey

Soason (ol s T DAL o L snors e Toperiess o s Frstioes Deivs Vels

Hierarchy of Emotional Valu
Pyramid of 4 ¢l tionship building

Soason (ol s T DAL o L snors e Toperiess o s Frstioes Deivs Vels
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%

Merchants Community
bty ¢
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Increase in Fraud rabe among data breach viclims

sulpaces Increase in overall fraud rate s
i with [ in & data breach .
wctim witering identiy
fraud s 2002,

Tablet ad Smart Devices Security

Mot susceptible to frawd
Table! Creners mose than 80% more likely than ol ofhver
v consumens lo become fravd victims
s - Froud incidence by ownanship of Tech Products
;' "
P
Y
o
in
M ey (1. ]
! i, L i
-
Fi
. J
3
1
] Untis jross [ D Compes  Srariphos T
Trman Charay Comsany Charany Craramy fiareny

Chip-N-Pin and Remote Payment Fraud

a crim on the rsa in

% of fraudulent fransachans atributobds fo channels amang
marchonts cocepling soecific ahannels

L sy amlm

T T
aulhenbcolion of fhe POS will help merchonls ovold the charge-
backs and fees 1o Snancial insitutions
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Processes mode seomibess, anhoncing sevice delivery, bul obo
wolly Improve bitines procesies leoding o teng botom ine
Emirates Identity Authority | Conferences in 2013

Online Validation

Trmsaciors
Hational i Issuance F

Transacibons

< o B d A caor

a4 oy

Mahicnal Valdahon Gateway esiures hal nol only ore (dentificatian

UAE eTrust Centre: Validation Services

UAE National 1D for Verification of Customer 1D

The need for a Q\u
mechanism to — P
ascerfain the

identity

UAE Identity Management Infrastructure
Advanded Authentication Capabilites

Aulhnrbcation

Mdsntification

On-5ite cnd Remole sacum
and frusted fransoctions.

UAE Identity Management Infrastructure
Advanced Authentication Capabilities

match-on-card and malch-oft-card faafuras
4 it facililates Validation, Verificalion and
Authantication of an Idantity.

2013 i pezpe | Hsalt ahleyl s

326

A



e
329

Dimensions of eBusiness Pedformance

Y
Inrresaing Haturns
1 ]

- Beicha 1 Chetn w FF o E-Agiity

Emirates Identity Authority | Conferences in 2013

Identity Ma

Trillion Dirhams
Estimaied benafits from usage of UAE Cand
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cludfing Remariks
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Digital Economy: Critical Consideralions

To copiialise on the growing digital ecanonmy,
o ] ¥,
we need o carsiden

4

-
L]
£l

Contont

D, A A AL-Ervoom
Dewcice Gengroll | Brreales Kankly Aumhoaly | LAS
weewet e maratesd o | of olkbsuiBemiroresieios | S00AlIAIKRawi

[ e e farsuares
a2 prodluct ety

R Y
ek ro T s

Badcm T Joearons can
Bl S ey e e

=l kT g v twast

Rakirhe pobey wetirmrres!
By B
L ek e §

DoEsmm . A e PR ——
R i Sl

Tefizp K n 2

331 Emirates Identity Authority | Conferences in 2013 2013 e 50 | asell il le¥l ata 330




4

333

Vol rol=il) LI 1oigoll

2013 415381 30 5 sy

[mta AlSD - (33 - Bl Ay yalt S Lo

o g oll ol =il

oY alslat 55)95‘-” 268 G
ALl e asSoll Ll 2
Raleie Sl Il @l Jusa
e Lnse s Ly ne 235 (0 561
[URES P gl SOV R FRE R
oo lade clidlly sl el
55 JO5 (pe el Jiluy plal 3L

Jeall legamag

le gy Gl sl HeEul Jlay

Emirates Identity Authority | Conferences in 2013

Vi tialal S ¢l el L)
L3l ae Oglaally Lygell @lsLa¥l
Ay pdedl 351 2 (y paTinall 3!
T Chgapd Bui 2 (ragy Sde e
eV A ply (o dpuen AL
400 (e ST yginms 2013 L4381 30
Os Oraamilly sl e ezl
Onlias ol Il Lgasla g abladl ol

gl 2 e gSadl cilgandl e

sl aluassll (5531 gl Loy
i 3l bl S5 gLl )
il gllewd g Bayall @lpaall
Leilbogione Buaod (o (S ¢ bl g
dgleas  uslag L@l L)Vl
Sy 2 elu¥lg LISV I Jgeoslly

sgagStl Lglae
25 gyl Jas 52 b3 el
BU I E PR NI Y EQPIYER

it

dazma le puigll 58l Balaw ST
Ausell ShLeYl 2ia ale yuie @5l
sale Cllay @S @lagSatl sl o)l
Sl e 35518 d@alaio) il <L
2 skl Gagdadl A,y eealall
oo LSl @bl o ol
e ASlsag g el dabill G5ts
Ol s Aad Il elSadly

)

2013wl pespe | Lsallloledl 2an

332



4
335

Y

:gjga'Jl.a

«@uS8Ally UlogAnll «
el 6ale] LJI eUiaj

.. o Ol 80

Ayjlayl Ulalbll 6gca «

Uoganll Wlwgoll Lo
rod=ill }5.6 Wl HJI
\").m.wf;.oJI

93 $5JgAll.a «

el LJl Wluwéoll
Lalowiy duapal Cljadll
ool iyl

Uhagid Ciehd «gally <
VO LU0l PURil g
L1 hgo &o Wilw)loo
lalol=iog

Emirates Identity Authority | Conferences in 2013

colS Wby comesll oplelatl e
elall hLe¥l 38 0 Guls ) 280w
2 deg (e 38 pe Jgl ol G enns3l
skl

pealin (i O (G9! oSl el
Wl luie 2 udll @l
Wgall 3uys I 3alal wlgsgi Sl
ey ASHI asSoll gt sl
Laslgll Geludly calaall LSl oLy
Calizs 2 aluiw¥ly Ll Guasd
cAagSodl slansdlg el sLal

iy Bagll al3ull £ HeSl STy
2 eun Loy 12 pull Jumsilly qlal
Je> LLadl dabgll 5a14s) ey & L3 M
céldsiny @ailaly @aslssl ducal
Guiss 29 Auiglly ALYy Al
9233 oY Wgall 3,1 3aLEt elatlas
lemet 2 Lgll lpeial I Lagie
el 2 5lea Lle 2516 Lgilin
Lea IS Lealad ujady «uanssll
oo Josd Yol ggiwa e dolsdl
.((Elej_fh:d‘ A)l}“ %Oj).qftlul‘» BAL@_ZL
ol &gix.!\ ‘&"“"31‘ @il aihe Buay
caal A9 2 Jee 43 26 u.A):ST
@bl g 2393 15 ye ol s Lgald
ilayleng dosalin Lle sontl bnilisg
alaiagl delaglh ey 4ss,
laa 2 gl cluslell eusly Juaal
It

Agan 3 51 Joudll aumn 2 @Sty Lo

Loa 4,25 sl Lyl (o sl
Fa i g gl 2 Aggll il el
Lg._u.‘.u )Ual %ﬁ xguu.ujl‘ (da:d‘ ‘a}@m
2 daleie Balod) Luwwfe Jol (3sS5 Y
Lo g caalad 2igll o) LI LY (aalaitl
2 sl @bl folie Gulad g
Lol Me g Al U1 LgilaayLas Cya sl

STV R Py PN | I s YU PR PO 1 {
Jeall aggae sl s
obelail) Loy Gamy  Layy (Al
&1 O Ludie conlalilly oyl
Basls e Ol Jsall e (69l (ra
lefle Lulyd a,Sall daghaitl olid
3 Gugaidl ,So ol Sliel le (il

2013wl pespe | Lsallloledl 2an

334



4

Emirates Identity Authority | Conferences in 2013

. _
e P O W (N

2013 o35

Bgell il Le¥l s

A



4

Emirates Identity Authority | Conferences in 2013

2013 &l a5

Bgell il Le¥l s



4
341

Al s

?ﬁh&m}“

Sy

Emirates Identity Authority | Conferences in 2013

T rogull mull=l il

a0l o s
Jiypacy oS agal
!

v il G
g s il

T T ]
43l sy ] gy

R =1-T4d})

o bt 1ol lont B e g0 gt i i ]

sy al=s] dagenl

i g bt B Y il !
I e L

@.\ Bapeny salliiay

T gt Sl
e

-

.\L

(oAl gt il

Bl g palh S L s TV 28T =T

ua sl 6aial

Baln AL ) G hip Sl ik din
hlipain =
e lali £ s
Bt Ll ol
SR pac) Shaghli
W s 1 B g AN e
o o Bl !

e s

T N T
sty e pidt

e e Lt e
ol o Bl !

e s

2013wl pespe | Lsallloledl 2an

340



4
343

nizational L ing) ¥ amwgell mleill mgdds

Emirates Identity Authority | Conferences in 2013

sl B e SN gl

At 2 e S Mt LaTH o ¢
s okl

gl o 53 il ALl (ot Bt Blad *
gl Al e

g}l el W p s aplad M ey *
or St 0 A ol w i) dimegin iy

ll.n:mn'.:.o{uj_.r_".l;z.:.

il upia M ol el o Leh

kT pl e Aalilis Sile gazes & lRasdag Shaull
Siloe e S S Ay Jaad A5 fula daliily JBiasl
woiladse gicils glas o Aagals Silwiie Salf o g Bados

=l e et Gea
e _.‘_.-"Illl II w’.&:ﬁjlwbwl
' el G e Gdaiy Le

ol a5 st L i Al Syl eany
el B el ot 93 caaly a2l o
Ayl gyt
ity g Al Bt 530 M) dily
o e ) S 020 . A 5
palio g w12 g plally AU 30l )

A o (S dily s puasahlt £ L1 poadll

bacall g By SY1 ZMESN -s

Hmem

e 1 el el Pl

wa sl 6aial

AR e R s St il
el adath *
el g ®
Santly A Ve g et #
alpacay gkl

e iy Al iV am

ot 7 Sl ) el il

e —tan e

2013 e 50 | asell il le¥l ata

A

342



4
345

walslil [Single-Loop Learning] dselp i diseill 25g.0i

o o

EEEp duloc/ .| EEEE Jatsdl

[ e i

ool Gty e Baa oW Bl elall Bddac Bueci dad iy
3 L eledll sl Uadh el (550 5as Juall Bule) @238 Lt
o M (o 51 Shaplally 90 gl 3 f bl S 200

g mia e Jeall @t Undll pdens

b ala Ul Al N LAl @5 quad (e Gale il il g
[Single-Loop Leaming]

L A g ey e s elacli g o
Wit pngly s TR
= s ol s
F"l-'\“'-uﬂlld':.a'-f'-ﬂ .
ks Bk s gy s e .
SLE 3G - #-‘qu-.uﬂl#h.l
e e e j 3
Sisalabl 24 0 30 Rtlis il
sl S Y ’
"Hmhmﬁt ol el sl o) gRd pa pulah gy
FELTE N B XV R FE

Tobml o ) D) L T EELT Tile oo Ls
A 4

l

R Uy P
ol g o g 0 i g
Sl A Al i
e e L e R P e i)

Emirates Identity Authority | Conferences in 2013

wrization) T doleial dundall wlegd ol s

o 80yl Gadads 1ol ohedShy ol e 5,uaiy B ylel! e
B g ALl 2 ) g Sl g T s
a3 db . Sl Rl panm le SIEEAN Gl [ aomiad) aadg
Ll U5 uatyy oo Ll s BalABtly ) s LTS Bl JLa

e Pt B Bty [ Fae¥1) plall 2l ¥ e

E n P 1
n tegsillud ¢
AR
e e T e e e e e P e e )

T mlail Iolps : Galeisll Gusdall

e | b pmn
cooitiites POS S NGN N pall ) e gal gt N e Sl
=
L1 I (LY FELY !
! ! sl (e
| - - o
o - AL ST

o @ = -
1 !
| .
e mme ===l

Aol
caadin gl S gl e sl s o0 s ) sl

wa sl 6aial

s AL ) i Sl hoadis
TS
ant (5 A ik pa ety #
i iy il

e e Lt e

ot 7 Sl ) el il

e —tan e

2013wl pespe | Lsallloledl 2an

A

344



A

il sl ) A AN ol Liljo

ua sl 6aial

i e i i it S P - N

sl Ao 1
weiplaih Jpind e Uichey pialtake)
e e iegd alady S rl.-ux.u-u_--u_.,-.-
& i

Bt
cllpucychedll LAl L:‘—h—“h_'-“—'
el ol e ga I P———
i i R g SN 8 D pyaat mal a2 i s il il

ERURRE CEPR S )
S gll iladin

ot ot 1 e 1 b1

B 8 el el i i B i e

e s

il sl ) A AN ol Liljo

il aailo

- St St g

aga Rt 1 By iz o
SHLEW 2 * 1.;..1.."‘.-.1;.4--'.' Li.-.i.'-- ! !I
; ' I =l ——

L_._.J.:Lu::.ul_.-n_.__. faad SALY Faii

Zolel ey Silalaad
i 3 ey
Al paats gy
) el e

il ol

o ol P et i .,n--u-" sk b gl camd mlmn g il mlmld

P SO e I s e i e A 15 e g BN g0

}-_F"' - ;r;n - O kN g sl Jkd Syl ail i ph laT it g i alall
¥ 3 MATS Al #hg s gy Sty oy o kel g e 1
ot ix — ity g pglals e oSt D g e Sy L
Wik L Liuiiin L bl JAF Ay g A e pnn oy ks o an

4

2013wl pespe | Lsallloledl 2an 346

347 Emirates Identity Authority | Conferences in 2013



A

o=l Gt ml=ill Asils o=l Gt mleill Asils

U FLEL TR
Ao ;f;]? *Q kg

At B Gl Jany
[ Fr Liaie g,
Jali s laikiln haliia hac
AR g g
Jaigaddy uliy
A i = e
dobho e g P e
P e

o=l Gt ml=ill Asils

& ol 7 ol R s
4 i Al i gy g gl
WJub L afiin (e *}1!-‘-‘11'».’1-"
; - Rl

o=l Gt mleill Asils

. — : ik ot ] B
BATa AL B S e -:-!"”1' 5:_';;.'. c<‘ Les LAy tasl
=rhitadazt : 'f ? JEJH—:L':EL:1;-‘
I i . e - e M)

e e

o iy Al iV am

e ot ot 1 gl ] it

PITTREES TR

4

349 Emirates Identity Authority | Conferences in 2013 2013 g ‘ aﬂ}-@” alb)le¥l A 348



4
351

,,_?ﬁ La hﬂ.IJH
Gt B gall §
) Slaaapll Gaad A0
Slhisuys puad
Faalatia

Tiundgall ol

saalaallll jaalty Masiyl
[ W L L PRV S NPT

. st S Ay sl g )
PP JTCT |

L .

i del s dedkes B B , B N .
- "'"'IJ“-""‘ o ’“'" | Ll cooma N ) jatioth ) 2 )
Jﬁl-lpd.:__.l‘uul.u.‘]l,u‘l‘l i L gl Ly gk Ll e

- ¥ PR A

ua sl 6aial

s AL ) i Sl hoadis
hltplaitt

e e

i T G et

abpuiny chapddi 1

ot 7 Sl ) ] il

e —tan e

Emirates Identity Authority | Conferences in 2013

¢ dol=ioll undell jras Lo juil

sAEONN x5 el padd

paill st daeill
Folaiily ol i e R G4 i b

[EV T A0y 2100 Wy
e ] g ¢ Alidics Aok
. gl e L5y
= ARLG Jad Aasian
whaalasll
a

2013wl pespe | Lsallloledl 2an

A

350



4
353

Emirates Identity Authority |

Conferences in 2013

palaall ol el BTN Sl

aWFE-4]

wmgdl o Epoddl

=l L gahls

Lot pnd

- poddnal gl ol

J sl feady

ygn 6515

2013wl pespe | Lsallloledl 2an

A

352



elall et s all guusfall wha bl U A 2 ie {:{
Anidall Sl Gdpmall Golol i s ily

Aapmall Aolally Ay dalll sy b regie .
A LollEnliti | 4 Ly oL ETTEYA weall Guclaisill

~ JLEGA

el by e Al et i Ll

o512 oot i fg rel il

4

3 5 5 Emirates Identity Authority | Conferences in 2013 2013 <l yaise ‘ Agel b la¥l A 3 54



A

A LS amag vl L0 e L el2il

L1 Ll o iy

A= s aulilli aagl Clia Ja
Pl Gluuwdell Ly

— e iAW G

— e iAW G

P L ) ks S il Y
hlipain =

g ] el G
T N T
adbpainy Shephdl

e e e
g e 1 gl ) ! e
PIFLTRETTVS R

4

3 57 Emirates Identity Authority | Conferences in 2013 2013 g ‘ aﬂ}-@” Q’:Lﬂ?“ s 3 56



4
359

{' INVESTORS
IN PEOPLE

Emirates Identity Authority | Conferences in 2013

whealgiin Jleadil

w5 el Lol il

A

g Laila) b 626 Qg diiall
" ..___;.m.wﬁ.n.ll rol=ill

il Lol i sl edm

o=l iCilel ol i oale)

(lasu 0 DL s Lyl -
[Cem Fumcting]

Hady muandy gl Sz -
adaally B el -

gl T )l ik les

et Pl gl e SlaTe s I ey gl i el SN el

2013wl pespe | Lsallloledl 2an

358



peldall mlei U Clfloil |50 el ! wodosmllaly

SELTE

= h =
2000 == pgll

L:‘ - bt

" [
& - 2 =g

36 1 Emirates Identity Authority | Conferences in 2013

2013 e 50 | asell il le¥l ata 360




_ : A

1 Poudes ole e Qe ol Jadl Sl gl Sio e

B
SUled yabe Lo o e ool il Sn i Ol o e . ]
PR ; wa =l oaisl

P AL ) b Sl e
e pluilt
g el
T N T
adbpainy Shephdl
e e Lt e
it 1 il ) gl a1 ¢
Rl St

[Tripla-Loop Leaming] . dipsdl dagkisll 0 Cilusnduoll b LSgasell s Al liosiig Jad

i Lzl ol gl

RE=1FE VAl

4

363 Emirates Identity Authority | Conferences in 2013 2013 <l yaise ‘ Agel b la¥l A 362



A

P PP U P
L 1 N -
Lo Lesl a8y o 200580
el Aild g 0 ¥
Salelgidealad La gag

) elal

. (oA 1Al

.E-F_Tg:ih.l...-.u‘:.,lr_..i

Akl s s | plall puali

Suknald By a2 W

roteEd o

emiralesid.oe | S0rAIAIKhowr

2013 i yeipe | asall mlle! Hia 364



URMATION EXPL

OR

\EMBER

IRM

4

367

MEDIA SPO|

CH SPONSOR

«2013 u'JLl.u._!i» J}0igo

2013 9381 31 Cocadt

@3 - Bt Ay yall O yle¥!

PUBLISHIN(

Waall phlao
HAac v Wodpl
Viloglsoll JLaQiVl

Olsias Lale Jae By 2 clld <l
SVl yume 2 43,0 Ayggll Hbola
sl g8 Lgas paiaal cilaglall
@il il 2013 ol ei5e 2
25581 31 Guseddl gy 2o 2 aliles

.2013

duod Pl bl

Slmai¥l A o o] gogl gl Loy
aliza 2. yelaill 3,099 giLaj.Lv.U

Emirates Identity Authority | Conferences in 2013

Al abladl oda Jigai g auzill 0,2
alwlyud) juds cas (A8 3009 alaglaa
Ll e %5 e i Y Le ol I
u”LA&aJuﬁua}M el lall 2
M i csladgatl ol 1 Ly (laslas)
Jsles %633 1 p s Bl o2ia ]
33exY! due Jswos 2 .2020 plal
Jaben Gl 0wl Al A g yisIY!
24 o ST L g Led cilaslall

clgin 5 gund 2 5les sl

Lleadl JIaT cpo 3 astl g g
dudy 3aage Baall Auadly 3,040
llad! S s gl By 2 Aagase
Mﬂ'j&ﬂ'w@bmﬂgﬂ‘
311y b3l il 0B (ya g pl 3 585

Lgules Lle
sl s ol sl LBl yely
landl! 6o Gunlsglly Cagletl 35m
=5 Gk o wla R9 5}‘)5:2‘3

it

sz Lle Luaigll HsS Wl 3alew ST
Jsgll ;bu;m s ale ypae 5ol
550s] Aashail goumdl L) sl
Lo 3Ty el La¥l algs 2 danaull duggll
39 by Buogund g 4y Bolan 2
Sl yime 23468 ) @ISGA e

.%guggt
El e J3 Ol el el LBy
Lama asdll ad ! el 2 el

2013wl pespe | Lsallloledl 2an

366



4
369

Y

:gjga'Jl.a

G ji=i gl <
pac b Al Ul Bl
wilogleoll JLadiyl

wwiladl jj=i Gljlo)l «
Wilolsoll xb Lol
duao Alon] Atiguisnlyi
2o alpollg Wl goll

roJldl WLl Culi <
@ono gl Lod I
63ad0 Aubiioll duinillg
M - E ! ' q

U9a wliltdl GuoA goi «
wll laligaj ole 6)adll
do)20q9 Wlogleo

s Pl LU (Lo %5 <
oJl Lalig i 4oy

%33 Ll &&ifig Cilogleo
2020 Jglay

Jio jlan julo 24 <
roJlsdl Joa Cuipiiyu
Loro Wlogl=oll Jaliiiq
Cilgiwl JUA i

i Bl 1

Emirates Identity Authority | Conferences in 2013

Lelguoy Jugesy AUanll alsgll yue
Oledy OlSe gl 2 cnlalaiall

2013 dLu:J)AS}A» olalay eyamaly
5)|A|‘» Eoge Jo> bl dhygs 2
Wl Bugamdl lelladll Cabies 2
omalilly Gl a¥ly cleglall 2
BMe (4o Ly U @il il 19l
@LA}LM LaSetl Lz, 458y

sl e A a3l Glagialy
eilze 2 prawmilly ondg!
Sa¥ly Lemzdll e Gasdly G
Jeaml alize o cibaglall g
Sian e LeagSondl by 2!

Jaalaillg atgul

Les o1 5Y1,

Lgell aylaY aamul aadl ol sl
AN bl Wy 20 duaz il
Lggl Blhy layag Ll deaztl
oo olsell asly el @Syl
e LeiSels Sluwsll @e.s o la
Lellecl zaled Sajady OISBYI Guass
el aila s Glel ples e Lgilaus
cdgll 2 reariwell duogaidly

S 093 G sl el el
‘QjLCA 6“)3 3::-_' gﬁj_\.” Ql)LA?“
5] M e el eyl sLaayl
e olalladl Glals 2y5a 1ST 251S%)
t;\‘.SLé..i:“ ﬁlbu}ﬁ“l,» @j)&?"sﬁm‘
Sl ol Aunz il clead! gl 3,
e Aol pBga 50505 I Ysuog (g puddl
Al age

o2l Graaill Sy Ageal STy
2 @yl Agelh gorie e Gl
Gamill ABgigey Leadie oldl g
2 ol Lo g Yo Ol jwy Aminy
e g5 edbalaall oreliy Biles
2 5 albsius Slel g by
Zt.‘j..\ﬂ ‘:,.;.Ial_sl ZL_dﬁ)ISJ:ﬁ' el
LglSas

oSl Graatll S50 ol ;—fafb
Al sosli pliie @al ual Jie
2 asSnl bl (SiaS ) 3l
@S Wy AagSadl g Jgmidl ye gl
BpasSoll leaill s I Ypuos

Sl 2 sl bl 38 e
@y coale IS pranall Juaey jolall
Led 31,81 13 oye Leie %75 sLasl
oelball oluwie o S auziad
dmsd bldl oha Lol alal

Lgilslas sy Laslyl )3

Ll o I osdl sl Laly
I e T
O ST Jly! @ads S 2 (leglall
Lo sy g S0l @l (ygule 200
IS (e s Alae (yule 2 Sle
it 100 = By (g S yma

By

O Buggll lyLa¥l 3 ale juae sl
e O e I ilaglall ol (L oy
80 L (35S g cnlagSmdl Jae 23510
Amally detll clellad yuls 2,08
lae colellazll e Layudy sLad¥ly
Bl Caslual i3 2 Lo 5y Laygs e
s e Lage kS lung Hlawi D Auaged!
2lsll 1aa u‘ Al sl 558l oghy
Al LlSal Glie cluwstl g
Al Lehsdy @bladl pazy alaia¥l
oaolad us e 31y Le sy cculaglas
Y dpmgins Wl go Lgllns
edilisa oyl

Wijloyl dypai

LS o Gl el Lgsl Ll
oha Auulies 1S eSHnl al)ldl
Lola (pe clagia sl duealy ailul
eOLelall 2 il il
bl cJLA; o= Ley 49,550

2013 i pezpe | Hsalt ahleyl s

368



3 7 1 Emirates Identity Authority | Conferences in 2013 2013 el a5 | algalt mlola¥l dia 3 70



A

373

= Everything around us
TDGCIY saams o folow
fne BIG BANG
appreoch.

+ Poce of
technolcgical
davelopmant & data
explosion s fosler
than ever.

(u Google [ — N

2 mifion search quese

ET1 e e babes

200,000 000 Emal iTeisoped

& YouT})

100,000 Femehy 4% hours of upleoded woes

_' Digital Universe 2005 - 2020

° Growing by a
Factor of 300
2005

130 exabytes

2020

40,000 exabyies
Digital universe will aboul double every two yeaors..

L
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Digital Identity Risk in the
era of Information Explosion

Pie ¥ Or. AN M. K hous

B 1AM 2800 Comdmmern
oS g R R W SE e ——
- 58 Coubbm 3013 AR o P Gl

Agenda

ta and Privacy Concers

Agenda

= Introducton

= Big Data and Privacy Conce
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Dala-driven praclices and

guided-decisions, have

significant patential. e cente ro -

gl Burpraas) -
= Hold the key to breakthroughs

and a complately naw ward..

= Changa the way governments,
organizations, ond academic
institutions conduct business
and make discoveres, and its
likely to change how everyone
lives their day-to-day Bves!

e 4

Agenda

Big Data and Privacy Concerns

Market is Eager to Exploit Big Data
bt bt abson il ( rights?

Big Data is “[Llka the explosive
thrusl blowing oul of a rocket
norzle" ond "how fo moxmize
s wolve remaoins a myshery o
maost af us”

fahn Thielery

i’ Bip Do Wieoedry Pary Atlendon To
what's Bebnd The Curloin

{{ e e
L

20 S ST TR e e L
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" Information Chaos

= information burst
s me et than
e ng choolic!
gazillions of data,

only 10% Is
shuetured. (Exabytes) .

| o i el X Sl 30iG N7 EHE AR SN0

M. apcrt 2002

Malue Creation in Information Chaos
Intereating Faces

1. 75% ol data generated
by individuals.

Malue Creation in Information Chaos
Intereating Faces

1. 15% of dota generated
by individuals.

2, Persons create

1 = = ) Wl g, ==
8 Cuanitum of stalic dala; 1 Gigabyte of

gota ganaratas 10E7 (ben million)
Gigabyte; viewership information is
ransient in noture,,
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Risk in the Digital Univer

LonRRrUetared Aahahmation e

Iedormnertisn infcarrahicn the
equeing fhe originator wanty
highast b prabect, wch
sacuity, sech o frace sscreb,
s financiol cussnmes Hsls,
tramecion oconhdenhal
perwnnel R, S
s, Praedlcol
(=21
miitary
inleligenca,
elc
wch o3 emodl tha! such ok an email ocooun informaton
might b dissovanaie oddren on @ o breach of which
in itigotion o subject o VTl bplood aoud lsad fo o oid in
rabaiion nies Idaeritty fhalt

The fightening realization is
that the amounl of
intormation that needs to be
secured |5 growing fastar
than cur ability to secure..
50 .7

Growith in Stor Capacity:
Analeg and Digita

i .uu...-f arams

Emirates Identity Authority | Conferences in 2013

" The Real Challenge?

= among Zllions of
dato, less than
a third of this is
probteched or hos
some minimal
protacton

« Alarminghy, less
tharn 50% ol
mlarmation that
neads to be
protected is
protected)

Hhks? Saurcei? Do s

9 Billion

ey il ktad cgetsd s

2020

40z

and Data Generated

24 Billion A

T e _.i‘i-"
il

o

abde Cu

6 Billio

12 Billion

5.247 4
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Agenda

= Role of Government
lsaued Personal Identity

+ Secure ID encourage
users to be engoaged

= Reduvce uncerbainky

Uisiived Aralbs Ermiiotes

Trust

Identity Systems

Communication

Thioai
kharapamnnd
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Identity Management

Digital axpdosian that hos
oropght in o paradigm shift 1o
Informalion ond Enowledge is in
a State of Parcdaox

‘ Identity Management

5% 33%

ol cument 958 Exabyhes v axpacied growth
dala is considenad of uselul dala by
wsaful 2020,

« A% morg and more dala gels converled o
information, it 5 by defoulf on account of the
associalion with Identities

« Challenge that needs to be tockled and managed.

= Datagats in digital Sata laft in
transoctions.

Interactions sought to be analysad.

Esues goveming privacy.

patterms of digital
milerocliond and ndvidual
bBahavdor comirucied
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j ity Profile C ts - v . - ey
Rty Profile Componenis 1‘ Multi-Factor Authentication Capabilities

Al ety uieen and her suthenticated lor scorvi

Authantication

Parsopal
Idantity

Smari Card

Use of Zero-knowledge proofing for user
Ong Trust cuthentication without disclosing its idenfifier,

Ralationship

Sl tacty Eepafuriinty

waftiend

digshoaing

Idenlifying

Ifermalion

gl [

crecanho wibgclud 1o
=i J regulator

Framawark

= Concluding Remark:

4
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QUICK AND EASY

d.oe |

S0 AlLAIK haunl

Government-owned Modern |dentity

Management systems: Sgnificent Pelentals

Enabiing innavafian righer value services
ond fostering new anchied by stonget
business and evice authanbicakion
model

Enfonced puliic
paricipation §

sngagament

Erkeanced frust in Cont reciucBon for
Inlernet sconomy public services

tacchamn idenlity manogemani infrastructums hova o consiclerabia
potantial to oddress e chalenges of loday’s digital world

Inrepasey iriernal coevirois &
FTNCES JOEITAnGE

Enghile busergus gty

‘ Identity Management and ISACA

+ ldentity Management Seems to be

addressed in an obscure manner- T -
hidden among the different control LA I] :"l I
layers of COBIT.

5

-

Identiny Management is addressed as
a mere control objective - D5 5.3 in
COBRITS !

= More holstic approach is needed.
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{1’ Trends in European elD Horizon

37 countles studled for authenticallon 8
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'? Introduction

= Snowbaling rise of mobile phones
and smart devices.

= enable relioble delivery of services?

= idenfity and authenticate mobila A
usars?

managerment syshems in mobile
environments..

Visibility is obshucted by the
disruptive nature of technologies

'1 Mobile Subscribers

6 BILLION

MOBILE SUDECRIPTIONS

WORLD WIDE #

'D of the

r %o WoRrLD
MOW SAS ACCESS
o MOBILE FHOKE

R

Fource Mommimng SMobks, BET, Worda Bonk, Juby 2013

.? Time to Reach 1 M

I/.-( .
« Confusing approaches lor identity M\CL/

.ﬂ..-..—p,._.,
ADL Facebook Draw Something Line Pop
9 years 9 months S days 3 days
nnulti-usar
game with
Il chal
VLS
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2o

Mobility & ldentity

Fresented by Dr. All M. Al-Khouri

Lscironic Govarnment! Megobesds Conlsrencs | 2087
Cadey Evhibilicn | 19 =21 Novembar 2013 | Pads | Fosca

teprated e pdMRced bl ISaTTTY FanEERiTan
e IniBmATion of Ne govemeyent e the
d wioosl competitvenen af the-LWL

Intraduction
Electronic identity
Trends in Europe
. _l.;m’_ Smart Government Inktiative
Concluding Remarks

Agenda

= [Electronic identity

Trends in Europe
* UAE Smart Government Initiative

Concluding Remarks
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1" How fast Maobile Internet is Erowing?

2o

1’ Mobile Commerce outpaces PC m

w

Qepuis m A o
Worldwide annval valup -‘"“n'.“'
m-Commerca: 520 billlon Wiy s R

- e-commerse 5 iflllon

-]

T

¥

3

Mot~ R

300.000
mobile
applications
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Glahal Mobils va. Deskiap niemet Usar Projeciion, 2007.-2015E

= - - - - = " " '
SPATE  PONIE MO MOBM U HHH 21 HWEE i

By 2014, Mobile Inteme? will 1ake owver

;l Power Shift to Usaers

desktop intermeat uiage

=
P

Heotm i

Billions of identities,
accessing millions of

trillions o
day!

11 balbon
HCOESE,
dawnlcads

1

1

1

Mobile Apps Explosion [Gartner Study) m

Bololllle

Mobile Apps Explosion [Gartner Study)

Growth of the Internet Population

tonrce. Fotevier Basecrch inhienaed Popuiaton Foreceol (St o)

64 billion

OpEl chowiceas

2,000,000,000 Infernet Lsers

& 2013 petgrion oried piguliten
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1

A

A

elD and Maobile ID

Proxy fer the real identty of

an indvdual {or arganizalion)

SEPC P

ldentity

representalion ond presentotion of o
set of credentials 1o asserd idenfities

What is Mobile ID?

Mobile identty 5 ementiolly on exlensien of

lihe: Digital f/Blectronic |dentity

moblle networks and devices

e
L] Comcerin Person
* /
|dentity Mobile |dentity

Commonalities ..

‘Mobile users’ coincided
mobile telephony o long

Emirates Identity Authority | Conferences in 2013

Electranic ldentity Internet

pravided vio

-
. )

(= D
Maobile Device
anakle us lo parfarm tha
function of communication

and naw increcsngly
fransaction.

1" identity Management Conundrum m

Agenda

= Introduction

= Trends in Europe

* UAE Smart Government Initiative
= Concluding Remarks

nic Identities: A Definition

“e=ID is the process of
using personal
identification data in
electronic form
unambiguously
representing a natural
of legal person”.

COUCH OF
THE EURDFEAN UHIOH
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1" Problem of Identity in Mobile Phones m
idaniity ——
bosed an 85
51iM cords —_—

1 Problem of Identity in Mobile Phones m
falls short to Phone can
address growing be used by
security anyone!
challenges?

iddentity ==
cosed on BH
51M cords ==
ascertain that o Sk
card s in the hands of
the Aghttul owner?
1" Problem of Identity in Mobile Phones m

rdhmniify =
bosed on BEE
SiM Ccords =

by defaull is an
unauthorzed device (UD)
with an unauthenticated
user (L)

Emirates Identity Authority | Conferences in 2013

1

Mobile Users

Identity of mobile users
linked to mobile phone
dewvices through SIM
cards and phane

UMD &

‘1 Mobile Users

1

Identity and access
management,

Maobile Devices Evolution

from volce communicalion, data fransfer
sefvices, infernel access,

... plafform to enable business

ranzachons and service dellvery.

Telecom Cperators
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Identity Management in Maobile Domain? m

Our contention is that one need to mobility the
identity to have the picture-perfect Mobile 1D.

Having efficiently established the

Digital/Electronic Proxies for Beal kkdentities and

effectively packaging the digital idenfities using

smart cards, we need to find the right contextual

means lo extend this proxy to the mobile usage.
e

Agenda

= Introduction

= [Electronic identity

= UAE Smart Government Inltiative
= Concluding Remarks

1" Trendsin European elD Horizon m

37 countries studied for authentication &
afignature schemes dedicated to citizens

Emirates Identity Authority | Conferences in 2013

1

Problem of Identity in Mobile Phones m
Identify that the Identily hat the vser
mobile device i of the phone &

aulhorized authentcated
(the righlTul} ovener.

The TWO Dimensions of Mobile Identity fo

Identitying R Mobilitying
the Mobile? the Identity?

Mebiliication is the new buzz word wherne
developers are seeking to “converd™ exisling
confent to be vsed on mobile devices.

This is the same that is opplicoble to the
Digital Identity.

Digital Identity needs to be:

“tansformed” /
“converted”
“axtended” -
MOBILIFIED!
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1 The "German”™ Way

« German elD; Alribute Bosed
Credentials solution

= Pre-pllots “Moblle
Authenlicalion with German
alD-card and MFC anabled
smartphone”

- Political decision has not
bBeen made yetl!
- SIM-based approach does

not fit with the architechure
of the German elD.

;‘ Solutions in General :

TP local or x MSISON (phone
remotely by — Numbar) based
M5 Authentication
soclutlons
5 g
T — L
=
Maobile PHI
{SIM-biased) ]

g Mobile PKI solutions
= [Server based] solutions

;‘ Solutions in General : m

OTP local or e MSISON [phone
ramately by Humbar] based
5MS5 By bbb b s

Drowbacks: Security s relying on the
sacurity of Ihe GSM network |
{authanticated by phone number +
Mobile £ INfo over G network), authentication |
|Sin-bay is lecal to phone and can be

dalrouded, elc.
i o
X {Server hased| solutions
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1 Trends in European elD Horizon m

Out of 37 countries !

= 10 deploy patsword-based solutions
19 implemented Public Key Infrastruchures

= 1 (Gemany) uses an Alribute Bosed
Credenfials solution

= T a choice (mix & malch) batvean a

passwords-based solufion and a PKI
implermaentation,

1 Unigueness of Nordic and Baltic countries m

A multitude of solufions, for both - A
password-based systems and FEls: t

= effective collaborations with banks
and maobile nelwork operators;

= majorty of the password-based
systens used here are OTPs Tor kogaing
inla online banking environrmeanl

= Qnly in two Nerdic countries (Denmark
and Morway) — elD solufions based on
OTPs ane initialed by the public
authorities.

1 The "Nordic” Way

= Eary adopter of Mobila PEI solulions

= Infroduction of Maobile FKI solufion
(51M based approach) by private parfies:

Telecom componies in Finland and Latvia

amnd toamks together willlh lelecom
companias in Morway, Sweden (where a
mabile VETSION of he BankiD WIS

developed) and Lithuania.

- Dnly exceplion: Eslonia, where the success
of the nalional elDd cord encouraged the
Government 1o inreduce its mobile version
{"Mobiil-ID": mobil is estonian word),
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NFC-based

elD Maobile Authentication Mechanisms m

SIM-based ﬁ.uth-n!lttt_iun based
approach on mobile signatures

Mobile device as a
secure element reader

approach through MFC

Agenda

= Introduction

= [Electronic identity
+ Trends In Europe
= UAE S5mart Government Inftiative
- Cnnduﬂlngm@_

UAE Smart Government Initative
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1" Mollifying the UAE National ID fo 1" Strategic Context of Mabile ID in UAE f® A

Authoniication
i
———

« Fomart Cet — e day, just like alfines, | want
* Hamaines ol ek it to be close to people,

bw St s —.-r—m BT - n % * welcoming all clients akin
F I - 1. to that welcome received
= 'f" e | 9y o guese: | wont
i % thix cifizens lo be able o
4

Conlidandutiy | ‘.il - ‘I wanl a government that
a " L - tils twenty-four hours o

L]

“'.':".3'.;, gl Righmis ] 1 process all their
i r Ty '.' ¥ govemment fransactions in
LT W [=150:] m, on O one-
Mobllifcation, extending existing digital identity , ' moblle slop shop.
o the moblle ecosysiam..
? Mobile Phone Users Registration 1 Strategic Context of Maobile ID in UAE m

* Mobile phone users
are registerad with
Mational IDs under
scheme (My NMumber
My Identity).

= This “registration™
fransferms a default
unauthorized device
into a "registered”
authorred device,

"I weanl a governmenl hal
toils twenty-four nours o
day, just like akfines, | want
it to be close to people,
welcoming all clients akin
to that welcome received
by hobtels’ guests; | wan!
thix cifizens lo be able o
process all their

+ Registrafion process, the
user is prompted fo set a
PIM. “outhenficaled usar”.

T 4

i by bl R R

Smart card e ey

with blometrics — G B == NFC
and PKI - R coapabilities

————

= AUAD transition thus
proffers the highest
authenliclly and security
and solves the problemd

‘Waould It solve the endemic problem of
idaniity in the moblle demaln 7

4
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1’ 1D Authentication Platform

Authentication Plalform leveraging THE
VALIDATION GATEWAY:
PIM CHALLENGE
VERIFICATION . RESPOMNSE
r
=L i CHECK SUM
i
- DICGATAL
CERTIFICATES
BIOMETRIC - DICGHATAL
ALTHEMNTIC ATHONN SIGMATURE

;‘ ID Authentication Platform

OUT-OF-BAND
AUTHENTICATION

1 o e
o h f !

IN-BAND =3 i =
AUTHENTICATION b
A,

i

MHATIONAL VALIDATION GATEWAY
(ON-LINE ID SERVICES)

1" UAE Mobile ID Ecasystem

Emirates Identity Authority | Conferences in 2013

1

1

1

UAE Secure Mobile 1D Solution

UAE National Trust Centre m

Claciities for Ihe Validalion, Verification and
Authenfication of credentials |

M-gevernmant, M-Commarca, M-Business

iy taor Credeniiain

UAE National Trust Centre m
Cowd i3 TronsocHiion is Cord Holder is
Ganuine Garwine Genuine

M-gevernmant, M-Commarca, M-Business

iy taor Credeniiain
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? True Mobilification of Digital ldentity m 1 Supporting Mobility: Pilots Underway
IVR register the ID Card
X with @ T-PIM
i Telephana PIM)
£<
CALL
SMS
CEMNITER

A call-in facity
for I Yerdlicalion
& Avthentication

SME=U55D based
Challenge-
Response with a ussD

registered phone

k)

Agenda

Introduction
Card Cawrd Nod
= Electronic identity Present Presant
———— = . ~_._,! . _|_

Trends in Europe

= Web AN Tabist Weh GEM Tabilst

* UAE Smart Government Initiative

t cluding Remarks Mobile devices suppoarting smart card reading

can use multi-lactor authentication credentials
and digital signature Tunctions in real ime from
Validation Gateway.

1 The Helicopter View .. 1 True Mobilification of Digital Identity m

Challenge is 1o extend Authenlication to
Caord Mol Presen! Scenarios
VR
4€

A

CALL

: CENTER

4
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Rethinking Government ..

+ Governments need to evaluvate their roles
& re-engineer in light of increasing cilizen
expectation [power]

SMARTER INNOVATIVE 4
GOVERNMENT '

| Uritica Irwigthits ‘
rpriis
; :i
e

Thank you

O, AL ML ALK o
Dimeclor Canenal | Errirotes idenhty Authonty | UAE
s tesicl oo | ollsikhomi@emirobesidoos | @00ANAIK houri
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1 Key Considerations m
Security e
Wisibility of the
Crwnership &b
Usability Feasibility
Pre-
Requisites i
Trust
Timne: relaticnship
Uniquensass .
Lifecycle processes
i \:"J;ﬁ:?naugln Phane
firmme oft11c)
irTee Gateway HOCEs5es

k)

- * In light of evolving and penetrating

Challenges that will be there for LONG! f@

Current Infrastructures are
not ready to effectively &
efficiantly shake hands

(gap) with evelving
technological rends, and "
citizens expectation . i

Disruptive technologies will

confinue its mission.. and
will make the gome harder

to attain balance ..

Personal Views ..

mobile and smart devices, it is fime
] to consider Internet replacing
GSM communication!

—
l « Telecom Operators need to ook
far new business pitches ..

2013 i yeipe | asall mlle! Hia
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