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enhance homeland security integrated population database

government trusted identity
verification infrastructure

minimise identity theft

Security

provide identity verification
services to other ministeries,
banks, hospitals, etc.

improve access/delivery of public service

. unification of existing cards and

S ohe card multi-uses reduce management & production

é cost (e.qg., dIs’, labour, health)

2 i decisi Ki timely, accurate statistical info.

S support strategic decision making for planning e.g., education,

w healthcare, energy, etc. )
support e-Gov and e-Commerce national e-authentication

infrastructure
I ]
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ID card scheme and IDentity theft ..
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* NO accurate figures of cases or cost..

- UAE iris system caught
to date » 120,000 illegal attempts to

re-enter the country after deportation..
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GCC Survey 2006 ...
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Al-Khouri, A.M. (2006) " National ID infrastructure and e-Government," Emirates Identity Authority, UAE.

Other h 2.4%

Time constraints [ 3.6%

Issues relating to convenience fees for transactions || 0.5%

Lack of financial resources 2.4%

Identity Theft/Fraud

Issues regarding privacy |0.0%

Need to upgrade technology (PCs, networks, etc.) [ 1.8%

Lack of support from top management [§1.8%

Lack of information about e-gov applications | 2 0f

Lack of technology/\Web expertise FB.E%
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Registration Process ..
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CARD
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ID Registration-Cycle

AUTHORITY

» checking government issued credentials
e.d., passports and visas
+ online verification of presented docs
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* background checks,
e.d., biometrics, watch lists...

BACKEND

CHECKS

CARD
ISSUANCE

ID Registration-Cycle
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Card, System & Security ..
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Several anti-counterfeit
physical features
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Ch'p data / o il 734?9&-703&1?
digitally \ agerd
) 8 /
signed & - -

Sy daaa daadialyl

encrypted

Name Ahmad Mohamad Bin Amer

|

|

|
Basiall Al G ja¥ tduuial
| Nationality: United Arab Emirates

f 00005/ 1
Sex:M  S3: yuall Date of Birth /3.3 )l = )b
27/07/1968

Card Number /&8Uadll 23 ;  Expiry / duaoall

1,4 2 021000C8B36IEDAF
520727521 06/03/2009

; If you find this card, please return it &5 e d Agladon o) fad xie
: to the issuing organisation / e — Jaaldgs Jigels S ola ¥
or to the nearest police station Signature /dﬂﬁ ,'.)S\ FUNEY.S5 PRy i B R TR

| IDARES5207275215784196870643515
6807278M0903053ARE<<<<<<<<<<<7
| BIN<AMER<<AHMAD<MOHAMAD<<<<<<<

., 3t

&l
EMIAATES e
IDENTITY /
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+ Guilloches & Rainbow
+ Ghost image

* Holographic overlay
* Variable fine lines

+ Special Raster

+ UV ink

* Rainbow printing

Overt:

Covert:
* Micro text

- Hidden text
- UV
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Chip Information (Privacy?)
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Public Data : Restricted data
Name ! digital image
Nationality I fingerprints
2 x fingerprints data I (Match on card)
(Match off card) other pers. info
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Architecture ...
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Security Measures:

application level: biometric & passwords

network level: VPN, DMZ, IDS, etc.

system Level

physical Level

FE
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System Design

4-tier web-based architecture

latest standards
ISO
ICAO
x.509

high availability

|
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Technology components ..
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Determining the identity of an

individual by comparing a

presented characteristic to all
Identification pre-enrolled in the database.

— WHO ARE YOU?

Recognition

Authenticating identity of an
. . individual by comparing a
Verification presented characteristic to a
pre-enrolled characteristic

ARE YOU WHO YOU
SAY YOU ARE?
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e a three factor authentication enabling technologies...

something you

have?
smart card
something password biometric something
you know?
: you are?
\ B
I .
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Choice of authentication ...

Complexity
A

Class I

Pin/

Password

Class IT

(examples of transactions)

PKI/Digital
Signature

Class ITI

-II I—r:||
EM :I.fu.'ll:i
IDENTITY
ALUTHORTY

Biometrics
with PKI

Risks

* as the level of risk associated with the transactions increases,
the choices of authentication gets higher in complexity .. ]
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(examples of transactions)

something you

have?
smart card
Sz:\it:)l:‘v% biometric something
Y ’ you are?

* as the level of risk associated with the transactions increases,
the choices of authentication gets higher in complexity .. ]
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Ongoing projects ..

[ .
A national vision towards a better future for the United Arab Emirates . .



Collaborative Government Environment...
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* interoperability & integration with other systems
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Unification of cards ...
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to also act as:

. United Arab Emirates ﬁ saadall 4y ped Yl A g
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Name: Ahmad Mohamad Bin Amer

Basiall Ay Al b Ayt A
| Nalionality: United Arab Emirates

S—
Lyl
phuT
Residency Permit/Card
Labour Card
Health Card
GCC Travel Passport
e-Gate
ATM Card

e-Purse (e-Cash - eDirham)
e-Pass (e-Gov)

b
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e-authentication
I
a simple e-authentication model to access and interact with the gover'nmen‘r
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Public Metwoark

Citizen

P

3-factor authentication I|

Stnart card | I
PIM ||
Eiometrics

Government
Portal/
Organisation
we bsite/ Kiosk, etc

PET Secure

| communication

I PET Secure

Biometric=s

Cert/Card
CRL

Back end

sy=tem(=)

DME thighly secure zone)
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Some lessons learned ..
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*  Present process requires three offices for enrolment (uilding cost)

« Three workstations are required for one enrolment line (equipment cost)

e If aproblem with the enrolment of one applicant is experienced,
the total line becomes un-operational

I .
A national vision towards a better future for the United Arab Emirates . .



ALUTHORTY

—_—
o S
. - gl
Registration process EMIRATES 3) ]

One Stop
Registration Office
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Stage I Stage IT Stage III
Interface/
Short AU T Integrate
use of the :
Form with
Card L
organisation

Interfacing and Integration

Issue/Produce ID Promote (enforce) the with:

cards to citizens and presentation of ID o

residents and card as a means for  Ministry of Labour (Mol)
niinise pofentil ety verification e of e )

noise from public
(make it smoothl).

and pre-requisite to
benefit/access to a
government services.

n
>

data warehouse

* Ministry of Education (MoE)
* Ministry of Higher Ed (MoEd)
* Ministry of Hecll‘rh (MoH)

&
«

[ .
A national vision towards a better future for the United Arab Emirates . .



Enrolment Strategy ‘—H: ( )

Target: to enrol total population of 5 million ..

Mass
mid 2007-

GO Live
June/2005 1/1/2006

9,000 140,000

enrolled total enrolled so far

Residency issuance
stage

| \ I

Registration Registration I Marketing Driven
limited to Military, limited to gov. Enrolment

Interior, and organisations |

Police staff and their I 8-14 Registration
families : Centres
I
l

C
l
l
l
l
l
l
l
l
l
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Budget Scope

[ .
A national vision towards a better future for the United Arab Emirates . .



I B

—— 0
An example of varying interpretations el b
of user requirements: EMIRATES (.)
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What the users’ The requirements
manager specified specification
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First delivery

Final delivery What the users
L after ‘fixing’ really wanted

I
T
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Quality Acceptance Framework ...
.

ISO/IEC 9126

_— —_— I —_— _— —_— _— —_— _— —_— _— —_— _— — _— —_— _— —_— — —_— _— —_— _— _— _— —_— _— —_— _— —_— _— —
I
Functionality Reliability Usability Efficiency Maintainability Portability
—_— _— —_— _— —_— _— —_— - —_— _— —_— _— — _— —_— _— —_— _— —_— _— —_— _— —_— p— —_— _— —_— _— — _— —_— I
Suitability Maturity Understand Time behaviour Analysability Adaptability
Accuracy Fault tolerance ability Changeability Installability
Interoperability Recoverability Learnability Resource Stability Co-existence
Security Operability utilisation Testability Replaceability
Attractiveness
Functionality Reliability Usability Efficiency Maintainability Portability
compliance Compliance Compliance Compliance Compliance Compliance

Are the required
functions available
in the software?

How reliable is the
software?

Is the software
easy to use?

How efficient is
the software?

How easy is to
modify the
software?

How easy is to
transfer the
software to

another
environment?
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