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Partners in Building UAE's Security & Economy

Privacy in the Age of
Big Data

Presented by Dr. Ali M. Al -Khouri

In: Big Data Systems, Applications and Privacy Conference u
Organised by New York University, Abu Dhabi, UAE.
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Our Vision:To be a role model and reference point in proofing individual identity and build wealth informatics
that guarantees innovative and sophisticated services for the benefit of UAE
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Agenda

A Introduction: The Age of Big Data

A Big Data Characteristics

A Constructing Identity from Digit&ehaviour
A GovernmentidM and Privacy

A Concluding Remarks
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Big Data irDigital World ? B2 =9

s .

A The proliferation of modern technologies , smart devices and

popularity of social networking Is generating unprecedented
amounts of data, both structured and unstructured , whether it be
text, audio or video .

A Data has become UDIQUItOUS in this digital world .

A Sheer amount of bytes that we generate daily is indeed mind
boggling !
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The Age of Big Data ? :”37

every day, we create

2.5 quintillion bytes

of data .. _ _
This data is

big data
90% of the data in the

world today has been created
In the last two years.

IBM Report

We are truly in a
digital explosion eral!
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Optimally compressed MB per Year

Federal Authority

Data Growth

1.2x10"

0.6x10"

112 Zettabytes

Estimate [

all computer hard drives in the
world =160 exabytesn 2006

Fff a02N)3IS aeéafsSya
one zettabyteof information in 10"
2012

3 exabytes 2 9 5 exabytes
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Global Growth of Digital Storage Capacit$862021
By 2020, 112 Zettabytes of data ( 75% growth rate )
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A isgenerated from practically

every where
- Social media sites opeill Nogy? P(.U\MYG‘?
(facebook , twitter, linked -in..] _ WQW\Q}{ Forumo
- digital pictures and videos, wiki® -
- e-mails,
- purchase transaction
records,

- cell phone, GPS signals,
- geo -stationary satellites,
- meteorological sensors

- to name a few.

50l bookimdrkig Poac;w«;
A Thiscontinues to grow  at an
exponential rate.
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Big Data characteristics?

A Big Data has come

to be characterized Data Volume Data Velocity
by the Volume - cielyics - Near Time

y : ’ - Records - Real Time
VeIOCIty and - Transactions - Streams

Variety of Data that - Tables, Files - Batches
IS generated

A These constitute the Data Variety

3Vs of Big Data . - Strucured
- Semi-Strucured

- Unstructured
- Mixed

T

TWDI Best Practices Report @011 Big Data Analysi®hilipRussom
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_ Velocity
provides the - Terabytes - Near Time time at which
amount of data sl gl e the data is
- Transactions - Streams lected and
and the form of _ Tables, Files - Batches collecied an
data analyzed
Data Variety

- Strucured

- Semi-Strucured

- Unstructured

- Mixed

Variety providesthe —
type ofdata collected

TWDI Best Practices Report @011 Big Data Analysi®hilipRussom
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A However, there is the
fourth dimension - a
fourth vV - Veracity

which encompasses
the 3Vs!

A Veracity provides the
confidence in
the truthfulness of
the data.

TWDI Best Practices Report Q011 Big Data Analysi®hilipRussom
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Personal ID and Big Data ?

Veracity of Data itself can be depicted using three dimensions:

1. Veracity of Data is
established by how the

data itself is enabled - Data Data

2. Veracity of Data

Enablement Analysis : :
which stands for the y Is established by the
source of data . ITY means and
methods of
analysis - providing
Personal Identity discernible
Management information

3. Veracity of Data is then characterized by Personal
ldentity Management . This is the critical dimension
of Big Data Veracity .
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Big Data ?

A is not a new or unknown phenomenon

A Big Dataas Volume Data has been used
In Clinical Trials since long, resulting in many
a ground breaking medicines

A Big Data as Volume Data has been in
existence in  DNA mapping and Genetics
leading to many life -saving healthcare
procedures.

A While the Healthcare industry has been the
initiator of big data analysis , retailers and

marketing organizations have now started

to make use of Big Data to further their
commercial activities

c1k www.emiratesid.ae

Federal Authorit wT p
y Wt bF © 2012Emirates Identity Authority. All rights reserved



o) |
LS Fy
EMIRATES Y
IDENTITY b

AUTHORITY

Web Analytics

A Numerous web analytics
companies have now made

it their business to collect alll = -» 2 »

i I Data Acquisition VLDW and Bl Appliances Analytics BPM & Action
this trail and construct 133 (Y osas || 6598 ORACLE | |EMC Ssas gof BB EMC
meaningful data f hi mTC | | EEE D |2 @ o

grul data rom tnis WITIBCO W IER t IEM @M h‘ ORACLE

KAULIDO kognitio EA!') inga o PROGRESS

huge data_ QR’ACL_E? talen Micmzoft't ‘,“\_:pwm_:ﬁbm‘k ’9?1 Adobe soFrware
Bvements ymesort | | EMC ORACLE ;:\Q@

ITH . . Including Complex Event Processing (CEP) tools | ;;::

A Billions of posts in social — = e gﬂy@emm
networks, blogs, commerce @ Loisisis O comscors | |l ORACLE “ortwas ZEPL | MOS0 (-

- . £7 Windows Azure cloudera iEFE Microsoft ')IJ:' denodo o 2
sites, e-mails, text messages, ”f“":i; L.?' R“EU“T‘DER(S 8. Google () || e [@Xoy || ELOQUA iGrafx

.- . ..F. ..... o MAPR  Microsoft =g ORACLE TN
ut|I|ty_ payments are being : ;Eﬁma' noho % "“ZE,‘;ZLL‘ gpms ORACLE () | caenn-capmaron
b Pl G @ dC k etcd I’ESU"I IN Dl%T;A ‘fadial?r : ”t i[kx] Bl Tools
patterns of the digital IS ynoema | | ~Porsity =2 %'E?CEWLGW %ssd‘{dtjm e
. . . .. wEOD* ContentManagement ===7% o d) I “""“‘@
interactions and individual ndailyourowndata ||y ycencie pmc sy | (58S "3772"'”’ oogle

. ‘ A resco =237E P 5 vy+ableau i ‘.:y
behavior patterns then Andyourparmers data | | AT () mermson | | NS gt e @ACTUATE
constructed from here. pataGovemance  LEIEIIA;) ®KAUDO Microsolt ORACLE

INFORMATICA PITIBCO QD talend (SAS. g™, Orchestra

A Thisis brilliant from a
marketing point of  view !
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Privacy ?

But, from a privacy perspective , this could
be construed as a blatant  violation of
individual privacy
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Personal ID and Digitddehaviour? ‘—ﬂ)

A as individuals, we Interact , we Transact, we
Collaborate , we Communicate on a daily basis

A .. which is sought to be
analyzed for bringing
commercial
entities closer
to the
psyche of
the individual
(knowing
customers U
personalising
services and
products).
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